2 parole di intfroduzione e prospettiva

La metodologia quantitativa é riconosciuta da ISACA, oltre che da
altri, ed il metodo FAIR e un esempio, sempre riconosciuto da ISACA
per fare delle analisi quantitative.

Non c’e discontinuita con i metodi qualitativi, si passa al
quantitativo con sostituzioni uno-a-uno.

| metodi si imparano ed utilizzano progressivamente
Molti tool sono free

Lanciamo un gruppo di lavoro sull’'argomento scrivere a
g.bertocchi@isacaroma.it

Abbiamo in programma dei corsi teorico-pratici tra alcuni mesi, vi
terremo informati
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Piu di 150.000 copie

vendute, trad. in 8 e Si parte da una indagine sui metodi di analisi dei
e tacto rischi IT che ha coinvolto circa 200 esperti del
B settore

universitario . ... — . . .
« Sifa il punto teorico/pratico sullo stato dell’arte

e 1-2 giugno un corso sulle nuove metodologie
organizzato da ISACA CHICAGO, con la
partecipazione degli autori ( e del sottoscritto !')




Gli standard e framework : posizionamet
Il modello FAIR
Un po’ di teoria

Tools e pratica
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| had the privilege of being on the task force that created the original version of ISACA's Risk IT Framework several years ago. At the time, | felt Risk IT was an
important contribution to the profession, as it provided an explicitly risk-focused context from which information security, audit, and technology professionals
could think and operate. But, as with the first draft of anything, room for improvement existed. Furthermore — especially in today’s dynamic risk landscape —
periodic updates are necessary in order to maintain the value of any framework. With that in mind, ISACA recently put together a task force to update and refine
Risk IT, and once again | was invited to take part — this time as a reviewer.
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the privilege of being on the task force that created the original version of ISACA's Risk IT
ework several years ago. . ..

other significant area of improvement in the second edition of Risk IT is the updates to the section on
k assessment — particularly risk measurement. Guidance related to quantitative versus qualitativ
easurement is significantly improved, which will help readers to have a clearer and more accurate
derstanding of the differences. Also, the risk analysis scoping section in the Practitioner’ s Guide is
uch improved, reflecting better consistency and alignment with what’s required to measure risk reliably

particular importance to me is the fact that Risk IT remains highly compatible with the FAIR risk
asurement model. If anything, it is even more closely aligned, which further strengthens the utility o
frameworks.

ite a percentage of users who dislike using heat maps for communicating risk, Risk IT still advo
se. Given that their use is still common and many executives are accustomed to them, to igno
ould not reflect the current state of the profession.



If a risk is identified, enter it into a list, sometimes called a risk
register, and determine the next step in analysis or response. This
step in the risk management process often needs further analysis
of the risk factors to determine an effective course of action or
cost-justification for a plan of remediation.

A recommended decision analysis process is to use Monte Carlo!” modeling
and simulation analysis to rank-stack, or prioritize, the list of risk concerns in a
risk register for appropriate responses.

Monte Carlo simulations, such as those used in the Factor Analysis of
Information Risk!® (FAIR™) method, view risk as a function of likelihood
(frequency of something happening) and impact.

The full analytic model of FAIR enables Monte Carlo analyses;
however, it can be used to statically assess best- and worst-case
outcomes of scenarios to enable quick triaging.

Dal nuovo Risk IT.....




The following structure for risk scenarios is proposed, based on a review of current risk
methodologies (Risk IT, COBIT 2019, FAIR, Committee of Sponsoring Organizations of the
Treadway Commission [COSO] Enterprise Risk Management [ERM] 2017). The structure
indicates all elements that should be described to have a full, analyzable risk scenario.

a =

Figure 5.2—Risk Scenario Structure

......




FAIR Risk
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NIST Maps FAIR to the CSF - Big Step Forward in
Acceptance of Cyber Risk Quantification

N I S I ‘ S F B Nov 19, 2019 23600 PM / by Jeff E. Copeland
- }
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t's official: NIST has formally published FAIR as an
nformative Reference to the NIST C5F, the most widely
used cybersecurity framework in the U.S, a major

milestone in the history of FAIR. This means that there is Wiy CrBERSECURITY
- m FRAMEWORK
mapping between FAIR and the NIST CSF standard in the '% VERSION 1.1
K

sections covering risk analysis and risk management. —
vee FAIR officially listed in the Informative Reference Catalog <_>
the NIST CSF website.

The FAIR Institute has long since held that FAIR is a complementary standard to other information

security frameworks. This is confirmation that organizations can be confident employing FAIR for their

risk analyses alongside the other NIST CSF framework processes.

Jack Freund, PhD, co-author with Jack Jones of the FAIR book, Measuring and Managing Information Risk
and Risk Science Director for RiskLens, worked with NIST on behalf of the FAIR Institute to gain this
recognition.Jack also moderated a panel discussion at the 2019 FAIR Conference entitled Building a
Cybersecurity Program with a Risk Management Framework and FAIR. The panel included lan Amit, CS0
of Cimpress, recently cited by NIST as a "success story” in integrating FAIR and NIST C5F.

The CSF is essentially a very thorough, step-by-step walk-through of defensive measures for

cybersecurity, including risk assessment (RA) and risk management (RM).

Function Function Category Category
Unigue
Identifier

Identify ID.AM Assct Management

ID.BE Business Environment
ID.GV Governance

ID.RA Risk Assessment

ID.EM Risk Management Strategy

10.5C Supply Chain Risk Management
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2 01 6 Cybersecunty Report
controlli Essenziali di Cybersecunty
a cura di:
Roberto Ba\dom
Luca Montanan
Leonardo Querzoni
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Negli ultimi anni le minacce cyber sono ulteriormente
evolute in qualita e quantita. Oggi un problema
fondamentale é rappresentato dai data breach che
sottraggono in modo fraudolento dati, anche sensibili, dalle
banche dati di industrie, enti pubblici ed organizzazioni di
ogni genere. | data breach rappresentano un danno spesso
iIngente per le organizzazioni e oggi, alla luce delle norme
previste dal Regolamento Generale sulla Protezione dei
Dati (GDPR), possono essere causa di consistenti multe.

In questo contesto viene oggi introdotta una nuova versione
del Framework Nazionale per la Cybersecurity e la Data
Protection, uno strumento di supporto alle organizzazioni
che necessitano di strategie e processi volti alla protezione
dei dati personali e alla sicurezza cyber. Rispetto alla
versione presentata nel 2015, sono stati introdotti contributi
volti a cogliere gli aspetti fondamentali legati alla protezione
dei dati secondo quanto previsto nel GDPR.



https://eur-lex.europa.eu/legal-content/IT/TXT/HTML/?uri=CELEX:32016R0679

Webinar FAIR 11 settembre 2020

—+HSACA
Sistemi informativi: averne fiducia e trarne valore
Rome Chapter
IL MODELLO FAIR
1
1
Il metodo FAIR e Un’associazione ed uno standard
documentato e riconosciuto
@pm * Un testo completo, pratico ed efficace
che:
— ldentifica i fattori che determinano il rischio
GG — Individua le aree possibili di intervento
AND MANAGING . . AN
[NEORMATIONRISK — Spiega come procedere per livelli di
dettaglio progressivi
— Considera il «come» comunicare i fari fattori
del rischio
— Istruzioni pratiche (da «cosa» a «come»)!
—HSACA 11 settembre 2020
2
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What Makes a Good Risk Assessment Methodology? ]

It 15 important that the information provided by the n=k aszessment 12 meanmngfial to both IT and
souIT management. There is oue key component and several key aits that can belp 2 mk
provide meaning to

[ 3.1

Key Component: Taxonomy ]

Technical Guide

Requirements for Risk Assessment Methodologies

Furst and foremost, the n:k management framework should provide a taxomomy for sk
Taxonomses are used to help those who study a certamn body of knowledge to describe and
mwmmAmma“hm mhn:nn
nu-dwndﬂps hmdm the field mcreaze

A taxonomy for nisk should seek to remove the ambiguity from terms like threat, vulnerability,
andnzk sumilar ations to threat and vuln

vald

3.2 Key Risk Assessment Traits

Mmmhmdmmm“dnmdmwm The
et of trauts provided iz by no means complete or

soncepts that ngk should smve for.

THEO[)t’ﬂ GROU[: [ 321 Probabilistic
Moking standards work

Amdyadndymofuks:mnsksﬂanﬂmmﬂ\u:mﬂm
states, and 1 that contains some level of uncertainty. And

20, wummmmmﬂ-mm.mmm
abzolute certamty.

But ultimately a statement concerning nizk is 2 belief statement — a belief statement that 15 sumply
the act of describing the issue cumrently at band (cometimes referred to as a “state of nature™)
bazed on the #vidence available at the nme. The act of creating 3 belef statement bazad on

evidence lends itself to using probabilistic methods. mnﬁaa’mﬂhm
3dd needed ngor, scrutmy, and structure to the nzk amalyzs process

A good nick assessment methodology will be organized zo a3 fo assist the analyst in creating
for rick and its component factors.

11 settembre 2020 4
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‘methodologes
of exploitanon and resultant mpact.

A good nzk assessment methodology should deliver accurate results. And while it seems self-
evident that the results of the nsk asseszment should be accwate, many nsk assessment
focus move on the technical of weakness matead of the

P
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Perdita prevedibile in un
determinato periodo di tempo
(es. annuale) associata ad un
determinato scenario di rischio
«Perdita prevedibile, nel 2021, per un

attacco criminale che comprometta i
dati del Database X»

Rischio

Frequenza
evento
dannoso

Loss Event Frequency (LEF) Misura della possibile frequenza di accadimento
Probabile frequenza di In un arco di tempo definito (altrimenti quasi tutti gli
accadimento, in un eventi sono possibili )

intervallo di tempo Rappresentato tramite una distribuzione di
definito, che si verifichi un probabilita

danno causato da uno Ad esempio: da 5 a 25 volte all'anno con valore piu
specifico agente probabile di 10
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* FAIR usa frequenza piuttosto che

probabilita
LOSS EVENT

* Piu facili ad capire e forzano la
FREQUENCY (LEF)

definizione dell’intervallo temporale.

* Ad esempio: «L’evento x ha una
probabilita del 20 %»

* In alternativa : I'evento x si pu0 verificare
2 volte in dieci anni (o una volta in 5
anni) & piu chiaro ed immediato (e

ontiene un riferim

11 settembre 2020
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Frequenza
evento
dannoso

Frequenza Probabile frequenza, in un

minaccia

determinato intervallo temporale,
di tentativi di attacco

Threat Event Frequency
(TEF) «Quante volte si tentera di violare

Probabile frequenza di i . . i e
tentativi di attacco la riservatezza dei dati sensibili del
DB X, con finalita criminali ?»

ISACA ROMA 4
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EVENT FREQUENCY (TEF)

Attacco hacker ad un sito web Un hacker danneggia o sottrae
informazioni da un sito Web

Passaggio in produzione di un Il nuovo rilascio crea problemi di
nuovo rilascio Sw disponibilita, integrita, ecc.

Vengo minacciato con unarma  Vengo ferito da un’arma da
da taglio taglio

Rischio

-
-

t
Frequenza
evento
dannoso

Frequenza
minaccia

d Mind d

contatto con la
risorsa (nello spazio o
nel tempo)

ISACA ROMA
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Frequenza
minaccia

Probabilita
azione
contatto (attacco)

diventano minacce
«Quanti contatti dei cyber-

Rischio

Frequenza
evento
dannoso

Frequenza o
minaccia Vulnerabilita

Percentuale degli attacchi
= che hanno successo.
= Probabilita . .. JPT .
Ffeq“:"tlta di azione Di tutti i tentativi di violare i
n . g epe
ey (attacco) Dati sensibili del DB X, quale
percentuale ha successo ?

11 settembre 2020
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azione
(attacco)

e Ses A

2% Molto bassa Principianti totali

Capacita di
attacco

Frequenza di
contatto

Bassa i strumenti, seguendo istruzioni
zare normali strumenti e tecniche
[

Sopra la media izzare strumenti e tecniche avanzate

|eao Coninum 3

S8R e «Veri» esperti In grado di creare nuove tecniche di attacco
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Vulnerabilita

Azioni di

- contrasto

Il livello di difficolta che il threat
agent deve superare.

Qui ci sono i controlli « che non
servono solo alla certificazione» !

ISACA ROMA
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ges fie. personnal paid but unable 1o perorm duties
nsa team

Incigent Entita del

danno

Frequen:
contat

MS OF LOSS

Lost revenue

: Lost wages {i.8. personnel paid bul unable 10 pedorm duthes)
Incident ieam
Primary "  Forensics

Trade secrats

Inf re: memers and acquisiions
: Info re: tha market

e Loss of kay dfferertiators e.0.

Regutatory body —> fines

Fines and Judgements Ciass agtion lawsults

Bail

Reduced market share (L.e. lost customers) Calor Key

[ vypicany primary

[ rypicaty Secondary
[Joten sccursinbom P &5

St i ser i par e
Rome Chapter
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Scaricabile dal sito OpenGroup previa

we()penon

SINDADS  CERTFCATONS  GUDES  DWASHEETS  WEBNA®S  WHIEPHERS  SURICTA

Open Group Guide

Open FAIR™ Tool with SIPmath™ Distributions:
Guide to the Theory of Operation

OPEN FAIR™ TOOL WITH SIPMATH™

DISTRIBUTIONS: GUIDE TO THE THEORY OF
® OPERATION

REFERENGE: G181

AALABLE TO DOWNLOAD

e Opeﬂcm)m, 15 cocumen detines e agets ar can s s 1 rocucean sl

sy

11 settembre 2020

Open FAIR Tool Overview
Loss Event Frequency (LEF) Frequenza evento dannoso

Lass Event Frequency (LEF) is the probable frequency. within a given timgframe, that a threar
agent will inflict harm upon an asset. In order for a loss event to occur, a threat agent has to act
upon an asset, such that loss results. Probability is always based on a rimeframe (evemt X iz 10%
likely to occur over the next I).

Objective  Loss Event Frequency is the count of events for the trial period.

i fo [ oo o e e [

s o i < fo oo o oo 7

;
&
=

i

Each of the following sections describes one factor, using the following naming convention:
¢ Estimate — produce output based on direct user mput
®  Derive - produce cutput based ouly on data m the model

Each section begans with 3 description in ifaiics derived from the risk faxonomy.

b o fof o o[ o o - I

;..-.,._.l,;

of Operatioe:

St s, e i e ae

Rome Chapter
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Sistemi informativi: averne fiducia e trarne valore

Rome Chapter

UN PO’

DI TEORIA

Una concetto
fondamentale

~SACA

Rome Chapter

Definition of Measurement

Measurement: A quantitatively expressed reduction of uncertainty
based on one or more observations,

The practical differences between this definition and the most
popular definitions of measurement are enormous.

Not only does a true measurement not need to be infinitely precise
to be considered a measurement, but the lack of reported error—
implying the number is exact—can be an indication that empirical
methods, such as sampling and experiments, were not used (i.e., it’s
not really a measurement at all).

Measurements that would pass basic standards of scientific validity
would report results with some specified degree of uncertainty, such
as, “There is a 90% chance that an attack on this system would
cause it to be down somewhere between 1 and 8 hours.”

.... A measurement is, ultimately, just information, and there is a
rigorous theoretical construct for information. field called
“information theory”, was developed in the 1940s by Claude
Shannon, an American electrical engineer and mathematician.

11 settembre 2020

ISACA Roma
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The Concept of Measurement

It’s not a point value.

Measurement: a quantitatively expressed reduction in uncertainty based on
observation.

You can quantify your current uncertainty — additional observations reduce it.
Even marginal reductions in uncertainty can be extremely valuable.

/ Probability Distribution After Me
robability Distributi

ertezza»

Doing “Uncertainty Math”

Using ranges to represent your uncertainty instead of unrealistically precise
point values clearly has advantages. When you allow yourself to use ranges
and probabilities, you'abnt really “have to assume anything you don't know

for a fact. But precise values have the advantage of being simple to add,
subtract, multiply, and divide in a spreadsheet. If you knew each type of

loss exactly it would be easy to compute the total loss. Since we only have
ranges for each of these, we have to use probabilistic modeling methods to
“do the math.” i1
“So how do we add, subtract, multiply, and divide in a spreadsheet | A
when we have no exact values, only ranges? Fortunately, there is a practi- l
cal, proven solution, and it can be performed on any modern personal
computer—the “Monte Carlo” simulation method. A Monte Carlo simulation
uses a computer to generate a large number of scenarios based on prob-
abilities for inputs. For each scenario, a specific value would be randomly
generated for each of the unknown variables. Then these specific values
would go into a formula to compute an output for that single scenario. This
process usually goes on for thousands of scenarios.

ISACA Roma 2
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Le ricerche ci dicono che:

* Non tutti siamo in grado di stimare
. ' \ . .
Stimando s’impara correttamente le probabilita di accadimento
di un evento o l'entita del danno potenziale
* Tutti possono imparare a farlo, anche in
modo piu che soddisfacente

—+SACA 11 settembre 2020

Rome Chapter

Discreta (binaria) nell’arco di tempo
o Lancio moneta

Due tipi di stima di o Data Breach
probabilita o Blocco sistema
@R

Continua (Intervallo di confidenza: Cl 90%)
o Conseguenze Data Breach (€ ., .min)
o Durata interruzione di servizio (t ;,y.min)

0o .
Due atteggiamenti Il fenomeno é stato studiato (Psicologia delle Decisioni) a partire
. Ottimista dagli anni “80: premio Nobel Scienze Economiche 2002.

*  Pessimista
Per ogni individuo I'atteggiamento relativo alle stime e abbastanza
costante (prevale 'ottimismo)
Le ricerche hanno dimostrato che si puo imparare a correggere la
nostra attitudine «congenita», migliorando, in modo misurabile, la
nostra capacita di stima

Esercizi di calibrazione (Corso % giornata)

*’SACA 11 settembre 2020 n

Rome Chapter

ISACA Roma 3
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No Data?
No Problem

by Jack Jones

 Start with an absurd estimate (e.g., less than an
inch or greater than ten feet tall). It breaks the ice

and gets people out of the “I have no idea”

mindset.

» Use references and logical reasoning to begin

narrowing the range.
» Challenge your reasoning along the way, and

consciously look for reasons your range might be

wrong.

+ Remember that accuracy — not precision — is
king. Many people gravitate toward precision, but
that’s a great way to end up with an inaccurate

answer.

https://www.fairinstitute.org/blog/no-data-no-problem

1 iSAcA 11 settembre 2020 7
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Question Lower Bound  Upper Bound Statement Answer  Confidence that you are
(95% chance  (95% chance (1) correct (Circle one)
value s higher)  value is lower)
1 The melting point of tin is higher than the melting point 50% 60% 70% 80%
1 of aluminum. 90% 100%
What percentage of bronze is typically made of copper? [T ot e e ) e ey =) 50% 60% 70% 80%
2 “speed”. 90% 100%
How many countries have at least one McDonald's? S it OiCRsnead s S 600 20%80%
3 How many employees did ebay have in the first quarter of ) ey CO me
20067 Any male pig s referred to as a hog.
. g 4 ' f | 50% 60% 70% 80% f
4 What was the population of Miami (within the city limits, California’s giant sequoia trees are named for an early
T e e (oD 19th century leader of the Cherokee Indians. 90% 100% inte rp retare
5 How many casualties did the French suffer in the Battle of g SOXSDRT 00K PR .
Waterloo? The Model T was the first car produced by Henry Ford. 90% 100% i risultati
6 ' X 6 50% 60% 70%80%
= What is ‘:E e ek ’""“; of a Minuteman M““‘”ﬂ When rolling 2 dice, a roll of 7 is more likely than a 3. 90% 100%
What is the percentage of IT jobs in the US were unfilled in
T R At were uniled! 7 Noone has ever been reported to have been hit by any U350
object that fell from space. e s ’;‘%g
8 The Supremes’ (with Diana Ross) song “Stop! In the Name of g SR EoRTOR
Love” was how long? (minutes, seconds)
9 " Sir Christopher Wren was a British anthropologist. 90% 100%
9 50% 60% 70%80%
How many undergraduates attended Cambridge in 19907
10 i = £ Pakistan does not border Russia. 90% 100%
1fyou could jump 50 feet straight up into the air, how many = [0
You could ju ight up i ir, how many
seconds would you be airborne before you landed? 1y e Nawwon the fist ArmyNavy football game. 23: :ng;u% a0% CALIBRATED PROBABILITY
11 How many gallons are in a bushel (they are both measures The paperback version of the book “The Da Vinci Code”, T
el as of July 2007, still ranks in the top 500 bestselling ASSESSMENTS
. i books on Amazon.
12 How many sovereign rulers has England had in the fast troductio
e Za0d e a 1 50% 60% 70%80% An Introduction
T s e et e Italian has more words than any other language. 90% 100%
p 13 50% 60% 70%80%
(Fahrenheit) and the wind speed was 15 mph, what would %
the temperature adjusted for wind-chill be? The month of August is named after a Greek god. 90% 100%
Average cost of testing in software development is what 14 The deepest ocean trench is deeper than the Grand LD OB
percentage of total project costs? Canyon. S0%100%
On average, if a software development project was 15 Abraham Lincoln was the first president born in a log 50% 60% 70% 80%
projected to take 17 months, it actualy takes how many LUSTS
months? 16 As of luly of 2007, more people search Google for 50% 60% 70% 80%
6 . N “Harry Potter” than “Hillary Clinton” (according to R
How many meters tallis the Sears Tower GoogleTrends).
B old medals did esse Owens win at the 1936 17 The population of Alabama s higher than the 50% 60% 70%80%
ST population of Arizona. 90% 100%
In 2005, the average combined MPG for all US cars and light 18 50% 60% 70% 80%
trucks on the road was how much? No category 5 hurricane hit the US in 2004. 90% 100%
The average house in the United States uses how many 19 The UKis among the top 10 largest economies in the 50% 60% 70% 80%
gallons of water per day? ‘world (by GDP). 90% 100%
What was the average price in the United States of a house 20 The movie Forest Gump has grossed more to date than 50% 60% 70% 80%
sold in 20017 E.T. The Extra Terrestrial 90% 100%

THSACA

Rome Chapter

11 settembre 2020

earch.com/wp-content/uploads/2019/06/Introduction-to-Calibrating-Probability-Assessments-Hubbard
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La gamma (estensione dei possibili
valori) ci consente di esprimere
numericamente il nostro livello di
incertezza:

minimo pit probabile massimo

Oppure :

minimo pit probabile

ma non :

11 settembre 2020

Distribuzione Beta-PERT

La distribuzione Beta — PERT, oggi utilizzata

da FAIR, consente di:

* tracciare la distribuzione
corrispondente ai tre valori stimati
(min, pp, max) —Calibrato
con un quarto parametro (lambda) &
possibile indicare il livello di
«confidenza» dei dati forniti.

La distribuzione
triangolare e la beta-Pert
—Sicuro

Probabilita

—Non so

HHHHH‘ ‘MHMHmmmmm!HHHHHHHH\H\HHHHHHHH\HHHH\W

ISACA Roma 5
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> Monte Carlo

Frequenza
evento
dannoso

Possibile frequenza evento (eventi/anno)

%
o% _ M
01

2 3 4 s & 7 8

9 10 o2 B ou

€10 €33 €67 €96 €124 €153 €181 €210 €239 € 267 € 296 € 324 € 353 € 381 € 410

Entita del

danno

Fattore di confidenza : medio

Possibile danno/ evento

€0 e
€100CCCCeaaaaeeeeaaeeeeeaceacec

€0CCECCeeecaaaaeeaaaeeaeeaeccacee

€30CCccccaaacaececacaacdce
€a0CCCCCCCeeeaceeceeacace

€500 C e
€600 CCCCCCECC
€700C CCCCC
€800 CCCC
€900 C C

€1.000¢ €

€1.100¢ ¢

€1.200C

€1.300C

€1.400 C

11 settembre 2020

€1.500C
€1.600C
€1.700
€1,800
€1.900
€2.000
€2.100
€2.200

11 settembre 2020
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Percentili

10% €138.00
25% €221.00
€392.00
€643.00
€916.00
€1,125.00
€1,627.00

Probabilita

11 settembre 2020

nalisi del rischi

11 settembre 2020

o «quanti

PROBABILITY DISTRIBUTION

10
09
<
o
i
0,5;?
H
£
Z
02
0.1
$1200  $1500  $1800  $2100  s2400  s2.780°
Loss Exposure (1000)
MAKE EFFECTIVE COMPARISONS
014 goof Losses — 1.0
equal or below
ssaK 09
S —— Lon
07 €
2
3 g
[
04 g-
£
03 F

0.2
0.1

| $600 $900  $1200 $1500 52100 52400 52780

Loss Exposure (1000)

$1,800

LOSS EXCEEDANCE CURVE

Probability of Loss or Greater

&Q =;9° o @&@ §°@ @Q@ @Q@ 6&0@%&@: @°

Loss Exposure

r&“

LOSS EXCEEDANCE CURVE COMPARISON

Probability of Loss or Greater

s&vﬁ%@@@@@@a@@m@&ﬁ é’i’&e@q@o@(@o&‘#@@@@o@g

Loss Exposure

11 settembre 2020
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Rischio accettabile

Eesprimibile mediante una curva,
confrontabile con le «Loss Exceedance

curves»

St s, e i e ae

Rome Chapter

| Rischi accettabili |

100%
90%
80%
70%
60%
50%

30%
20%
10%

0%

Chance of Loss or Greater

40% -

A ~——before mitigation
—Risk Tolerance
—— after mitigation
2 8 8 8
2 b S g
prs =
&

Given Loss or Greater (Millions)

11 settembre 2020

dell’incertezza

. Al
Minimum Most Likely.

Distribuzione probabilita ALE annualizzata ALE annualizzato
- min €34
. media €485
in 10 anni >= € 954

in10° anni >=

Probabith cumultivs

in10° anni>= _€1,580

€1,977

in 10* anni >=

€2,288

in 10° anni >=

€2,290

ISACA Roma

Maximum
Annualized Rate of Occurance’ 0] 5) 15
. N
Single Loss Expectancy | €10 [ €59 | €1,000]
Possibile frequenza evento (eventi/anno) Possibile danno / evento

Calibrato

Possibile frequenza evento (eventi/anno)

Distribuzione probabilita ALE annualizzata

Distribuzione probabilita ALE annualizzata ALE annualizzato

Possibile danno/ evento

ALE annualizzato

media

in 10 anni >= € 8,290
in 10 anni >= €12,674]
in 10° anni >= € 13,961
in 10* anni >= €14,281
in 10° anni >= € 14,284

Possibile danno/ evento

min €127

in10anni>= €314

Sicuro
(dati storici ?)

media €257

in10° anni>= €366

.
H
H

w ] in10° anni>=  €409)
:

in10* anni>= €435

in10° anni>= €435

2 %z 3 2 § ¥
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Si puo dimostrare gquantitativamente c
una valutazione, almeno qualitativa, e
necessaria

11 settembre 2020

Open FAIR Tool Overview
Loss Event Frequency (LEF) Frequenza evento dannoso

Lass Event Frequency (LEF) is the probable frequency. within a given timgframe, that a threar
agent will inflict harm upon an asset. In order for a loss event to occur, a threat agent has to act
upon an asset, such that loss results. Probability is always based on a rimeframe (evemt X iz 10%
likely to occur over the next I).

Objective  Loss Event Frequency is the count of events for the trial period.

E
g

T

Each of the following sections describes one factor, using the following naming convention:
& Estimate — produce output based on direct user input
¢ Derive - produce cutput based only on data m the model

i s Sisved B e sik

i |o fo | [ for | |

of Operatioe:

ISACA Roma 9
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11 settembre 2020

—ISACA

Sistemi informativi: averne fiducia e trarne valore

Rome Chapter

T

IN PRATICA

TOOLS FAIR

—HSACA

SaaS

EXCEL (scaricabile, free 90 gg poi .. . )

RisktLens

'RISKLENS PLATFORM SUPPORTS ENTERPRISE SCALE PROGRAMS

Open Group

Open FAIR™
Risk Analysis Tool

GROUP

Fogli EXCEL + tools (OPENPERT, ecc.)

Python

Open =

11 settembre 2020

FAIRT

(@ frstofficilly sanctioned
wraining app for FAIR

(Q)offered free of charge by
RiskLens, technical advisor to
The FAIR Institute.

Generates reports with
results in business dollar
terms

Free training

Loss Magnitude

ISACA Rom Rome Chapter
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G Loginto AR x o+

& > C @ sppfaunetioginredirect=%2Fanalysis

B MMl [ Timit B & Isthereovaytoce. @ Radarprecptazion. @ = UICEO BENEDETTL. @

FAIRT

POWERED BY RISKLENS

Login
ema
abertopamorteg@alc.t

Passworg
O Remember Me?
Forgot your password?

OR

tuenzin st uesa G ke
Rome Chapter

nt?

FAIR-U accounts are brought to you
FAIR Institute.

Don't have an accot

free by th

Need Holp?

o B

@ 12181107

G AR~ dnsyis x +

@ appfairunet/analysis

@ 128107

e>c
B el Timit £ 2

FAIRT

sthereawaytocr. @ Radarprecpitazoni.. @ » UICEO SENEDETT

oy A My Analyses
+ Example - Phishing Database Breach
Croatod duno 27, 2020
+ SdS-ISACA 11 sattembre 2020
Crestad Juno 2, 2020
+ prova2
Cresed ugust3, 2020
* My new FAIR Analysis
Creted Aot 3, 2020
ling FAIR + Example - Phishing Database Breach
- Copy
oot Hel Cresod August3, 2020
© New Analysis

Seterm) s 3vern i ¢ £ ke

Rome Chapter

Select an analysis or create a new one.

=

1 e boskman

@ Averoparone v

11 settembre 2020
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B FARL- Ansysis

Llnk Utlll € > C @ appiairunet/analysis/15750

B TMMaITimit [E. & Isthereaway tocr. @ Radarprecpiazions, @ » LCEO BENEDETTL. @

FAIRT

My Analyses

My Analyses

+ Example - Phishing Database

Current A

Seings + SdS-ISACA 11 settembre 2020
2

Costec una 2

= . prova2
L= Crastad August 3, 2020
+ My new FAIR Analysis

Scalng FAR

fugust, 2020

+ Example - Phishing Database
Holp? Breach - Copy
13,2020

© New Analysis

e ko

P
Rome Chapter

sdraircontrolsoft.. @ Cient Area- A2 Ho.. @ OPPO Mobie Phon. Fertie.. @ Coldaia Beretta Met.

$dS - ISACA : 11 settembre 2020 @

R =

@ hpsiecorrer.. @ 1921681107 » | [ Other bookmarks

@ Averopamonie

ErterLoss Nappiude e
Prnay and Secsosay s

B AR - A

x o+

& > C @ sppfarunetanalysis/15750

B b it .

FAIRT

POWERED BY RISKLENS

My Analyses
Current Analys
Settings
Leam FAR
caling FAIR

Need Help?

Documentare

Seterm) s 3vern i ¢ £ ke

Rome Chapter

ISACA Romb
6

sthereawaytocr. @ Radarprecpitazioni.. @ » UCEO BENEDETT.

Scope Inputs

Loss Event Frequency
How many times over the next year is
the loss event likely to occur?

Inputs @

Minimum Most Likely Maximum

Confidence

Medium

B Rationale

@ 121107 Gther boskmanis

°

a e

SdS - ISACA : 11 settembre 2020 @

ANNUAL

(@ Abero Piamonte v

“The forecasted annuaized loss

from this scenario.

€48,8k €116,7k €988,1k|
n — x

LOSS EVENT FREQUENCY
Minimum: 0

Most Likely: 0

Maximum:

Confidence: Iedium

qatine Loss

VULNERABILITY

You are estimating at tne Loss
Event Frequency level, no
estimate is neeced here.

STRENGTH

THREAT CAPABILITY

 level, no.

Enter Loss Magnil
Primary and Secol

PRIMARY LOS:
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* Gli esperti hanno stimato che le
probabilita di attacco
Ransomware nei prossimi anni
sono :

Stima del LEF

* Nella realta si potrebbe sentire il
parere di piu SME’s per mediare le

i T

4 12 22

Sester) szt averne o e

Rome Chapter

Mm i 11 settembre 2020

B AR - A x +

¢ > C & apha is/15750

B MMl Timit [ & Isthereovaytoce. @ Radarprecpiazion. @ = UICEO BENEDETTL. @ . a ° LE © w2607

- ISACA : 11 settembre 2020 @ (@ Abero Piamonte v

POWERED BY RISKLENS

Scope Inputs ANNUA OSUR » Run Analysis
My Analyses

Loss Event Frequency

Current Analysis i €48,8k €116,7k €988,1K|
How many times over the next year is e T

the loss event likely to occur?

Settings

Inputs @
LeaniFAIR Minimum ~ Most Likely Maximum
........ "
Scaling FAIR 2 3 5 SRS ‘Primary and Secol
Maximum: 5
- Confidence: edum
Need Help? Confidence

Medium

B Rationale VULNERABILITY

You are estimating at tne Loss B
Event Frequency level, no Most Likely: €79.550
estimate is neeced here. Maximum: €133,.450

PROBABILITY OF ACTION THREAT CAPABILITY

 level, no.

ISACA Romle———= 4
8
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Sesterm iz wverne.

Forms of Loss
- ~—| Competitive Advaniage I\ Lossol

"

Trace sacrets.

Rogulstory body

—sfoes

ot eustomers)

Cisss action wsuits

Color Key

SALA

Rome Chapter

[T

D topicay seconsany
O

Produt
(perdita)

Perdita di produttivita impiegati non attivi

Costo annuo

Giornate lavorative
Costo/giorno

Perdita produttivita %
#impiegati

Costo giorn
produttivita

Giorni non produttivi
Totale perdite

Min Piu probabile

€50,000 €70,000

260
€192

260

€269
60% 60%
50 50
€5,769 €8,077

6 8
€34,615 €64,615

11 settembre 2020

ISACA Romb
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B AR - A x
¢ c

B el Timit (£, 2
RS
My Analyses
Current Analysis
Settings

Leam FAIR

fsthere sy tocr

+

@ appfairunet/analysis/ 15750

® Racar precpitssion.

Scope Inputs

Primary Loss
How much money are we likely to lose
from each loss event?

Maximum

€115.200

Minimum ~ Most Likely

€34.560 €64.800

B Rationale

aa

Response @
Most Likely
€12.800

Maximum
€16.000

Minimum

€9.600

Confidence

@ - ucko seneozT.

@ soraircontolsofe.

@ Cienties - A2be. @

x

=
o a x B # @)

@ 121107 1 Gther boskman

SdS - ISACA : 11 settembre 2020 o

EXPOSURE

“The forecasted annuaiized loss

from tis scenario.

€102,7k €3159k €2,1M
Min —— Aig — M@

(@ Abero Piamonte v

» Run Analysis

VULNERABILITY
‘ou are estimating at the Loss
Hvent Frequency level, no
‘stimate is needed here.

LOSS MAGNITUDE

Enter Loss Magnifude at the
Primary and Secondary levels

PRIMARY LOSS.
Minimum: €45 410
Most Likely: £79.850
Maximum: €139 450

RESISTANCE STRENGTH

‘You are estimating at the Loss
Event Frequency level no
estimae s needed nere.

'SECONDARY RISK

Enter Secondary Risk at the.
Secondary LEF and
Secondary L levels.

ONDARY LEF

SECONDARY LM

Minimy
Most Likely: €450 000
‘Maximum: €900.000

Minimum: 2%
Most Likely: 3%

axim
Confidence: edium
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B AR A x
¢ c

B sl i

RS

My Anal
Current Analysis
Settings
Leam FAR

ling FAIR

Need Help?

St rvcuma e iesa G vk
Rome Chapter

@ app.fairunet/analysis/ 15750

fsthere sy tocr

+

-ax B

@ 121107 1 Gther boskman

® Rasarprecpiszoni.. @ »LCEOBENEDETTL. @ . a e

SdS - ISACA : 11 settembre 2020 @
20

reated June 27, 20

“The forecasted annuaiized loss
from tis scenario.

€102,7k €3159k €2,1M
Min — Aug — Max

Most Likely Maximum
€12.800 €16.000

Minimum

€9.600

(@ Abero Piamonte v

» Run Analysis

Confidence

B4 Rationale

aaa

Enter Loss Magnituge at the
Primary and Secondary levels

VULNERABILITY PRIMARY LOSS
Minimum: €45 410
Most Likely: £79.850
Maximum: €139 450

‘ou are estimating at ne Loss
Svent Frequency level, no

Replacement @
imate 1 necded here

Most Likely Maximum
€2.250 €2.250

Minimum

€2.250

You re essmatng at e Loss
Event Frequency levet o
B Rationale estimate s needed nere.

aaa

'SECONDARY RISK
Enter Secondary Risk at the.
se F and
Secondary L levels.

‘Minimum: €300.000
Most Likely: €450.000
‘Maximum: €900.000

R —
e>ec
B i it £ 2

FAIRT

POWERED BY RISKLENS

My Analy
Current Analys
Settings
Leam FAR
caling FAIR

Need Help?

Seterm) s 3vern i ¢ £ ke

Rome Chapter
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@ appfairunet/analysis/ 15750

fsthere sy tocr

x4

Gther boskmanis

o a % B *

@ 121107 »

@ - ucko seneoerT! . a e - B

SdS - ISACA : 11 settembre 2020 @
p 2020

reated June 27,

® Racar precpitssion.

Scope Inputs
“Tne forecasted annualzed loss

rom this scenaro
€102,7k €315,k €2,1M
— ax

Min —

e Advantage @

Compet
Most Likely  Maximum

€0 €0

Minimum
€0

(@ Abero Piamonte v

» Run Analysis

Confidence

Medium

B Rationale

MAGNITUDE

Enter Loss Magnituge at the
Primary and Secondary levels

VULNERABILITY PRIMARY LOSS
Minimum: €45 410
Most Likely: £79.850
Maximum: €139 450

‘ou are estimating at ne Loss
Fines and Judgments @ “vent Frequency level. no.
. stmate i needed nere
Most Likely ~Maximum

€0 €0

Minimum
€0

Confidence

Medium

B Rationale

'SECONDARY RISK
Enter Secondary Risk at the.
‘Secondary LEF and
Secondary L levels.

Minimum:
Most Likely: €450.000
Maximum: 5% ‘Maximum: €900.000

Confidence: edium
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B FARU- Ao x|+
€ 5 C @ appfoinunet/analysis/15750
B MMl Timit B & Isthercovaytoce. @ Radarprecpiaion, @ = UICEO BENEDETTL. @ . a

R? Sds - ISACA 1" sett?Tbre 2020 @ (@ Abero Piamonte v

4 June 27,
» Run Analysis

e @ 121681107 Gther boskmanis

POWERED BY RISKLENS

Scope Inputs
My Analyses —
“The forecasted annualzed loss
rom this scenaro

Current Analysis 0l €102,7k €315,9k €2,1M
—Ag—

Setivs Confidence

Medium
Learn FAIR
B Rationale Erter Loss Magniude at e

ling FAIR Primary and Secondary levels

Need Help?

Reputation @ VULNERABILITY PRIMARY 'SECONDARY RISK

Minimum Most Likely Maximum  ou are estmating at the Loss Minimum: €46 410 B Enter Secondary Risk at the
fvent Frequency level, no Most Likely: €79.350 ‘Secondary LEF and
€0 €0 €0 stimate is needed nere. Maximum: €133 450 ‘Secondary LM levels.

Confidence
Medium
ANCE STRENGTH

B Rationale You re essmatng at e Loss
Event Frequency levet o : Most Likely: €450.000
estmate s neecea here. Maximum: €500 000

Seterm) s 3vern i ¢ £ ke

Rome Chapter

G AR~ dnsis x +
a #« B »
@ 121107 Gther boskmanis

€ 5 C @ appfainunet/analysis/15750
B TVmai [ Timit[£. & Isthereswaytocn, & Radarprecpiszioni.. @ = LCEQ SENEDETT . a ° e

EAI R? SdS - ISACA : 11 settembre 2020 & @ Averto Piamonte v

Created June 27, 2020
€2,1M
Scope Inputs v

8

POWERED BY RISKLENS

My Analyses

Analysis Scope

Ci it Analysi
IS ANE S A description of the asset, threat, and

effect related to the scenario being
) Enter Loss Magnitude at the
analyzed. A well-defined scope is Primary and Secondary levels

LOSS MAGNITUDE
Settings

essential to accurate analysis.
Learn FAIR

Analysis Purpose

Scalig EAIR Prova per seminario 11/9

Need Help?
Minimum: €46.410 Enter Secondary Risk at the

Most Likely: €79 850 Secondary LEF and
Maximum: €133 450 Secondary LM levels

Asset(s)

SECONDARY LEF SECONDARY LM
Minimum: 2% Minimum: €300.000
Most Likely: 3% Most Likely: £450.000
Threat Actor(s) Maximum: 5% Maximum: €900.000
Confidence: Medium

Seterm) s 3vern i ¢ £ ke

Rome Chapter

ISACA Romb
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B AR A x
¢ c

B Ml Timit B & Isthereawaytocr

FAIRT

POWERED BY RISKLENS
My Analyses
Current Analysis
Settings
Learn FAIR

Scaling FAIR

Need Help?

Seterm) s 3vern i ¢ £ ke

Rome Chapter

@ app.fairunet/analysis/ 15750

a & B »

@ 121107 1 Gther boskman

@ -ucosemT. @ . a e

® Racar precpitssion.

SdS - ISACA : 11 settembre 2020 @

Created June 27, 2020

Scope

€2,1M

8

Inputs

(@ Aerto Piamonte v

Secondary LEF

What percentage of primary loss
events are likely to result in losses from
secondary stakeholder reactions?

Inputs €]

Minimum Most Likely Maximum

LOSS MAGNITUDE

Enter Loss Magnitude at the
Primary and Secondary levels

2% 3% 5%
Minimum: €46 410
Most Likely: €79.850
Maximum: €133 450

Confidence

Medium

B Rationale

Enter Secondary Risk at the.
Secondary LEF and
Secondary LM levels

SECONDARY LEF
Minimum: €300.000
[ ely: €450.000
Maximum: €900.000

Minimum: 2%
Most Likely: 3%
Maximum: 5%
Confidence: Medium

G AR~ dnsis x

& 5 C @ sppfarunetanalys

B Tl Timit (6 & Isthereawaytocr

FAIRT

POWERED BY RISKLENS

My Analyses
Current Analysis
Settings

Leam FAIR
Scaling FAIR

Need Help?

St rvcuma e iesa G vk
Rome Chapter

ISACA Romb
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+

is/15750

o x

Qx B » @)

@ 121107 1 e boskman

@ -ucosne. @ . e

® Racar precpitssion.

SdS - ISACA : 11 settembre 2020 @

Created June 27, 2020

Scope

Inputs

(@ Aerto Piamonte v

Rationale

Enter Loss Magnitude at the
Primary and Secondary levels

Reputation @

Minimum Most Likely  Maximum PRIMARY LO
Minimum: €46.410
Most Likely: €79 850

Maximum: €133.450

€300.000 €450.000 €900.000

Confidence

Medium

B Rationale

B Enter Secondary Risk at the.
Secondary LEF and
Secondary LM levels

ECONDARY LM

Minimum: €300.000
Most Likely: €450.000
Maximum: €800.000

Minimum: 2%
Most Likely: 3%
Maximum: 5%
Confidence: Medium
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G AR~ dnsis x4

& > C @ sppfaunetanalysi/15750

a & B »

@ 121107 Gther boskmanis

@ -ucosemT. @ . a e - B

SdS - ISACA : 11 settembre 2020 @
ated June 27, 2020

B bl Tt £
RS

POWERED BY RISKLENS

sthereauaytocr. @ Radarprecpitazion.

Scope

Inputs

My Analyses
Loss Event Frequency

Current Analysis v S
G How many times over the next year is

the loss event likely to occur?
Settings

(@ Avero Piamonte v

ANNUAL

“The forecasted annuaiized loss
from this scenario.

Inputs @

Leam FAIR

Minimum Most Likely Maximum

ing FAIR 2 2 2
Confidence: hedium

Need Help? Confidence

Medium

NT FREQUENCY

B4 Rationale
You are estmating at ne Loss
Eent Frequency evel o
estmate s needed here

You are estmating at the Loss
Event Frequency level, no

estimate is needed here Maximum: €139 450

RESISTANCE STRENGTH

Seterm) s 3vern i ¢ £ ke

Rome Chapter

G AR~ dnsis x4

& > C @ sppfarunetanalysis/15750

a #« B »

@ 121107 Gther boskmanis

@ -ucosnemT. @ . e

SdS - ISACA : 11 settembre 2020 @
Greated June 27,2020

» Run Analysis

B sl i

FAIRT

POWERED BY RISKLENS

sthereauaytocr. @ Radarprecpitazion.

Scope Inputs

My Analyses

Loss Event Frequency
el (o1 many times over the next year is
Setivs the loss event likely to occur?

Inputs @

LOSS EVENT FR:

LeaniFAIR Minimum  Most Likely Maximum
ing FAIR 2 4 5

" Confdence: edium
Need Help? Confidence

Medium

THREAT EVENT FREQUENCY

B Rationale
You are estmating atne Loss
Euent Frequency evel o
estmate s needed here

estimate is needed here.

Seterm) s 3vern i ¢ £ ke

Rome Chapter
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(@ Abero Piamonte v

Analysis Results

K
The Annualized Loss Exposure (ALE) that results from the estimated
probable frequency and probable magnitude of future loss for this
scenario.

€106,6k

Minimum

€315,6k

Average

€1,8M

Masimum
Loss Exceedance Curve
= Linear Scale

100 %}

0%

0%

0%

20%

[T IR R R
& &S

Loss Exposure

Probability of Loss or Greater

Summary of Results

Primary
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Analysis Results
€98,7k €314,4k €1,8M
Minimum Average Maximum
Loss Exceedance Curve

_ = Linear Scale

100 %|

2 son

é’ 60 %

S a0n

2

g 20 %

E oo

= R R T G

F &S
Loss Exposure
Summary of Simulation Results @
Primary
Min Avg Max

Loss Events / Year 2 317 5

Loss Magnitude €49 3k €831k €126 6k
Secondary

Min Avg Max
Loss Events / Year 0 01 2
Loss Magnitude £€300,7k €498 5k €860,1k

@ = $aaa 84

80% of simulated results between (1) and (4) (10" to 90th Percentile)
On average simulated results are around (3) $526K
The most likely (most often occurring) result was around (2) $667K

i

11 settembre 2020
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TREATMENT OPTION 1: UPGRADE ENDPOINT SECURITY

 Replacing AV with “Next generation Endpoint protection” will have what impact?

Loss
Magnitude

Threat
Event
Frequency

Secondary
Loss
Magnitude

Contact Probabilit Threat
Frequency y of Action Capability

* Proviamo a sostituire gli antivirus att
(AV) con quelli di nuova generazione
(NGAV) e stimiamo la riduzione della LEF

11 settembre 2020
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G AR~ dnsis x

+

& > C @ sppfaunetanalysi/15750

B TV mai [ Timit[£. & Istheresvaytocr. & Radarprecpiazion. @ »LCED BENEDETTL

<
EalEE
My Analyses
Current Analysis
ettings
Leam FAR
ing FAIR

Need Help?
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Scope Inputs

Loss Event Frequency
How many times over the next year is
the loss event likely to occur?

Inputs @
Most Likely Maximum

1 1 2

Minimum

Confidence

Medium

B4 Rationale

a & B »

@ 121107 Gther boskmanis

° . a ° - B

SdS - ISACA : 11 settembre 2020 @
20

Created June 27, 20:

(@ Abero Piamonte v

“The forecasted annuaiized loss
from this scenario.

Confidence: Hedium

NT FREQUENCY
You are estimating attne Loss

Event Frequency level, no
estimate is needed here.

You are estmating at the Loss
Event Frequency level, no

estimate is needed here Maximum: €139 450

ANCE STRENGTH

G AR~ dnsis

x4

& > C @ sppfarunetanalysis/15750

B TVmai [ Timit[£. & Isthereswaytocn, & Radarprecpiszioni.. @ = LCEQ SENEDETT

FAIRT

POWERED BY RISKLENS

My Analyses
Current Analysis
Settings
Leam FAR

ing FAIR

Need Help?
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Scope Inputs

Loss Event Frequency
How many times over the next year is
the loss event likely to occur?

a #« B »

@ 121107 Gther boskmanis

a ° - B

SdS - ISACA : 11 settembre 2020 @
20

Created June 27, 20:

ANNUAL L B Run Analysis
“The forecasied annualized foss
rom tis scenario

€48,8k €116,7k €988,1k
Min —— Avg — Max

Inputs @

Most Likely Maximum
1 1 2

Minimum

Confidence

Medium

B Rationale

You are estmating at the Loss
Event Frequency level,no
estimate is needed here.

(@ Abero Piamonte v

Analysis Results

Minimum Average Maximum

Loss Exceedance Curve
= Linear Scale

100 %},
s
0%
0%

20%

Probabillty of Loss or Greater

0%l
FFF PSS TS
A A

Loss Exposure

Summary of Simulation Results

Primary
Avg
Loss Events / Year 1,16

Loss Magnitude €83,0k €128,7k

Secondary
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$964k

Minimurm

Primary

Loss Events / Year

Loss Magnitude

Secondary

Loss Events / Year

Loss Magnitude

Current State

After treatment

$314.3k

Average

$1.8M $48.2k

Maximum  Minimum
Primary

Max
5 Loss Events / Year

$127.7k Loss Magnitude

‘Secondary

Loss Events / Year

Loss Magnitude

$116.3k
Average

$990.1k

Paximum

Max
2

§128.7k

§849.4k

Potremmo analizzare
altre soluzioni che
agiscono anche
sull’entita del danno

 Servizio Cloud per restore istantaneo

Min Piu probabile

Produttivita
Costo annuo

€50,000
(perdita)

€70,000

Giornate lavorative 260 260
Costo/giorno €192 €269

Perdita produttivita %

#impiegati
Costo giorno non
produttivita

€5,769 €8,077

60% 60%
50 50

6 8

ISACA Romk

Siterm s 3vern i ¢ e ke

Rome Chapter

Giorni non produttivi

Totale perdite €34,615 €64,615 €115,385

Si riducono i giorni non produttivi a 1h max

11 settembre 2020
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enti

on modelli semplici ed usando «excel»
termini «qualitativi» cui si & abituato da:

10% didanno >= € 1.500.000/ anno

2% didanno <= €300.000/ anno
i danno <= € 50.000 / anno

‘‘‘‘‘‘‘‘‘‘‘‘‘

auantifcation:

Tip 1: Come to the conference prepared

11 settembre 2020
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FAIR consente di capire meglio

Come nasce lo scenario di rischio (fattori)
Dove é possibile intervenire

Come valutare gli impatti

Quali aree approfondire

E semplice da usare (v. prossima slide)

LOSS EXCEEDANCE CURVE COMPARISON

TP PP P PP PP PP
S8 s

Probability of Loss or Greater

Loss Exposure

Report Output

o w wm W w T S T S

%, Nt s,
‘a\ T N ‘x\\ *a

Regular Model 1
Caleulation Deiznﬂ!n:y Tree
e v - = -
© i ™ o suer stem
L S )

iy |
. -

B I T —— F .
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Grazie per l'attenzione

alberto.piamonte@alice.it
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