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whoami

• Happy husband and dad

– My little daughter will be 1 year old tomorrow
• Degree as a Telecommunication Engineer at Politecnico 

di Milano

• Today: EMEA Cyber Security Spcialization and Advisory 

at Splunk (3 months):

– Responsible for Cyber Security across EMEA

• Past: Global Cyber Security Practice Lead at Symantec 

(13 long years):

– Built Centralized/Decentralized SOCs for customers

– Worked on building Threat Intel Programs

– Supported customers during various breaches

• Lecturer at Politecnico di Milano since 13 years

• Love hacking and coding
• EMT since 25 years (yes COVID was/is a mess).

• Wine taster/snowboarder/biker/love sailing
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A Look into 
Cyber 
Security 
Frameworks 
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Si narra di un signore ricchissimo che
decide di interpellare un matematico
un fisico e un ingegnere chiedendogli
di fare un modello applicato alle gare
ippiche che permetta di indovinare
scientificamente il cavallo vincente.
Da ai tre un mese di tempo…

A nice story about frameworks
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A nice story about frameworks

Alla fine del mese:
• il matematico risponde dicendo il

problema è mal posto e che non è
possibile raggiungere una soluzione

• il fisico fa altrettanto dicendo che ci 
sono troppe variabili dunque troppe
incognite

• l'ingegnere invece arriva bello bello 
con la sua relazione di 20 pagine e il
suo modello per predire il vincitore
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A nice story about frameworks

alla fine della relazione vi è però una 
nota:

Per comodità di 
calcolo i cavalli
sono supposti

sferici
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Common Cyber Security Attack & 
Response Frameworks

• OODA Loop

• Diamond Model

• Lockeed Martin Cyber Kill Chain

• MITRE ATT&CK

For SOC Managers, IT Security Architecture, SOC Analysts

Which one is “best?”
It depends on your requirements!
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OODA Loop

• Fairly high level and flexible.

• Observe: Track security bulletins, 
advisories

• Orient: Assess applicability, 
operational issues, risk

• Decide: Prioritize remediation 
strategy

• Act: Rollout, Monitor, Manage 
“breakage” 

From Dogfight to Cyber Security
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• Nation-state sponsored adversary
• Located (+8.5 timezone)
• Uses Korean encoded language
• Uses Hancom Thinkfree Office

• European VPS servers

• Western innovative Brewers 
and Home Brewing companies

• PowerShell Empire
• Spearphishing

• Seeking to obtain high end 
Western Beers for production in 
their breweries

• Documents with .hwp 
suffix

• PS exec lateral 
movement

• YMLP
• Self signed 

SSL/TLS certificates

• +8.5 hour time zone
• Korean fonts for English
• Korean text google 

translated to English
• Naenara useragent 

string A special thanks to
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Lockheed Martin Cyber Kill Chain
§ When is it useful?

– To “bin” the phases of an adversary’s intrusion
– To examine what you might be missing

§ Limitations
– High-level
– Flexible – need to decide among your team  

how you “bin” information
§ Also examine Courses of Action:

– Detect, Deny, Disrupt, Degrade, Deceive,
Destroy

https://www.lockheedmartin.com/content/dam/lockheed-
martin/rms/documents/cyber/LM-White-Paper-Intel-Driven-
Defense.pdf

| 6 |

https://www.lockheedmartin.com/en-
us/capabilities/cyber/cyber-kill-chain.html
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So cyber looked 
for something 
different



©  2 0 1 9  S P L U N K  I N C .



©  2 0 1 9  S P L U N K  I N C .

MITRE 
ATT&CK 
explained
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MITRE ATT&CK

• ATT&CK: Adversarial Tactics, Techniques, and Common Knowledge.

• Tactics: represent the “why” of an ATT&CK technique or sub-technique. It is the adversary’s 
tactical goal: the reason for performing an action. For example, an adversary may want to 
achieve credential access. (ROWs in ATT&CK matrix)

• Techniques: represent “how” an adversary achieves a tactical goal by performing an action. For 
example, an adversary may dump credentials to achieve credential access. (COLUMNs in 
ATT&CK matrix)

• Sub-techniques: are a more specific description of the adversarial behaviour used to achieve a 
goal. They describe behaviour at a lower level than a technique. For example, an adversary may 
dump credentials by accessing the Local Security Authority (LSA) Secrets.

Few things you need to know
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MITRE ATT&CK

• Procedures: are the specific implementation the adversary uses for techniques or 
sub-techniques. For example, a procedure could be an adversary using PowerShell to 
inject into lsass.exe to dump credentials by scraping LSASS memory on a victim. 
Procedures are categorized in ATT&CK as the observed in the wild use of techniques 
in the "Procedure Examples" section of technique pages. 

• Sub-techniques vs Procedures: they describe different things in ATT&CK. Sub-
techniques are used to categorize behaviour and procedures are used to describe in-
the-wild use of techniques. Furthermore, since procedures are specific 
implementations of techniques and sub-techniques, they may include several 
additional behaviours in how they are performed. For example, an adversary using 
PowerShell to inject into lsass.exe to dump credentials by scraping LSASS memory on 
a victim is a procedure implementation containing several (sub)techniques covering 
the PowerShell, Process Injection, and Credential Dumping against LSASS behaviors.

Few things you need to know
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https://www.fireeye.com/content/dam/fireeye-www/summit/cds-2018/presentations/cds18-technical-s05-att&cking-fin7.pdf
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The Difficult Task of Detecting TTPs

Source: David Bianco, https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

David Bianco’s Pyramid of Pain

| 6 |
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15 different tactis/149 techniques 12 different tactis/184 techniques
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https://www.fireeye.com/content/dam/fireeye-www/summit/cds-2018/presentations/cds18-technical-s05-att&cking-fin7.pdf
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Example: Credential Dumping

8 different ways of dumping 
credentials all lumped together 
into the label Credential 
Dumping. 
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Example: Credential Dumping with Sub-
Techniques
Technique renamed with the 
addition of 8 Sub-Techniques.
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ATT&CK Navigator with Sub-Techniques
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Let’s have a look at 
the ATT&CK 
framework.
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What are the 
most common 
use cases
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ATT&CK Use Cases
Threat Intelligence

processes = search Process:Create
reg = f i l t e r  processes where (exe == "reg.exe" and parent_exe
== "cmd.exe")
cmd = f i l t e r  processes where (exe == "cmd.exe" and
parent_exe != "exp lorer .exe"" )
reg_and_cmd = join ( r eg ,  cmd) where ( reg.ppid == cmd.pid and
reg.hostname == cmd.hostname)
output reg_and_cmd

Detection

Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Execution Collection Exfiltration Command and Control

AccessibilityFeatures AccessibilityFeatures BinaryPadding BruteForce AccountDiscovery ApplicationDeployment  
Software Command-Line AutomatedCollection AutomatedExfiltration Commonly UsedPort

AppInitDLLs AppInitDLLs BypassUserAccount  
Control CredentialDumping ApplicationWindow  

Discovery
Exploitationof  
Vulnerability Execution throughAPI ClipboardData DataCompressed CommunicationThrough  

RemovableMedia

Basic Input/OutputSystem Bypass UserAccount  
Control

CodeSigning CredentialManipulation Fileand Directory  
Discovery

LogonScripts Graphical UserInterface DataStaged DataEncrypted CustomCommand and  
ControlProtocol

Bootkit DLLInjection ComponentFirmware Credentials inFiles Local Network  
ConfigurationDiscovery Pass the Hash PowerShell Data from LocalSystem Data Transfer SizeLimits Custom

Cryptographic  
Protocol

Change DefaultFile  
Handlers DLL Search OrderHijacking DLLInjection Exploitationof  

Vulnerability
Local Network Connections  
Discovery Pass the Ticket Process Hollowing Data from NetworkShared  

Drive
Exfiltration Over  
AlternativeProtocol DataObfuscation

ComponentFirmware Exploitationof  
Vulnerability DLL Search OrderHijacking InputCapture Network ServiceScanning Remote DesktopProtocol Rundll32 Data fromRemovable  

Media
ExfiltrationOverCommand  
and ControlChannel FallbackChannels

DLL Search OrderHijacking LegitimateCredentials DLLSide-Loading NetworkSniffing PeripheralDevice  
Discovery

Remote FileCopy ScheduledTask Email Collection ExfiltrationOverOther  
NetworkMedium

Multi-StageChannels

Hypervisor Local Port Monitor Disabling SecurityTools Two-FactorAuthentication  
Interception

PermissionGroups  
Discovery Remote Services ServiceExecution InputCapture ExfiltrationOverPhysical  

Medium MultibandCommunication

LegitimateCredentials NewService Exploitationof  
Vulnerability Process Discovery ReplicationThrough  

RemovableMedia Third-partySoftware ScreenCapture ScheduledTransfer MultilayerEncryption

WindowsManagement

Adversary Emulation
Assessment and Engineering

| 12 |
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• Look at shared analytics/content and choose what to implement
• Adapt them for your own data sources and environment
• This is where you can start from:

– Splunk Security Essentials: https://www.splunksecurityessentials.com/
– Splunk ES Content Updates: https://splunkbase.splunk.com/app/3449/
– MITRE Cyber Analytics Repository: https://car.mitre.org/
– Endgame EQL Analytics Library: 

https://eqllib.readthedocs.io/en/latest/analytics.html
– Threat Hunter Playbook: https://github.com/hunters-forge/ThreatHunter-

Playbook
– Sigma: https://github.com/Neo23x0/sigma
– Atomic Threat Coverage: https://github.com/krakow2600/atomic-threat-

coverage

| 15 |

Detection – reuse what you can!
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Detection – MITRE Example Analytic

| 16 |
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Detection – MITRE Example Analytic

| 16 |
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Detection – Splunk Example Analytic
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Detection – Splunk Example Analytic
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• Given the datasources you have what can you detect with your SIEM?
• Which additional data can provide you better coverage?
• Are you considering:

– Sysmon
– OSQuery
– Zeek
– Command-line parameters
– Windows Registry
– ?!?

• We can use MITRE script to pull data sources from ATT&CK:
– https://github.com/mitre-attack/attack-scripts/tree/master/scripts

| 17 |

Detection – what can I detect?
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Detection – what can I detect?
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Detection – Splunk Approach Select data sources
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Detection – Splunk Approach What can we detect?
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• Assess your detections against ATT&CK
– Score: (e.g.: 1-5 based on quality or number of detections or quality)
– 100% is a paramount, don’t aim for it.

| 17 |

Detection – Self Assess!

ATT&CK Navigator
https://github.com/mitre-attack/attack-navigator
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| 15 |

Assess and Engineeering
• Prioritize Sources that will provide coverage for multiple tactics and threats actors

– Windows Event Logs
§ Malware Archaeology Cheat Sheets (including ATT&CK):  

https://www.malwarearchaeology.com/cheat-sheets/
– Sysmon:

§ SwiftonSecurity sysmon-config: https://github.com/SwiftOnSecurity/sysmon-
config

• Any other Endpoint Detection and Response: Crowdstrike, Carbon Black etc.
• Can you mitigate anything?

– Consider additional tools for mitigation
– Consider policies for mitigation

• Can you automate something?
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Assess and Engineeering

• Assess your capabilities and plan for 
improvement:
– Should you change tools configuration?
– Should you acquire new technology?
Use ATT&CK Navigator
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| 17 |

Assess and Engineeering
What if we add DLP and 

DNS?
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Threat Intelligence 
• We can use ATT&CK framework

– To communicate in a common language
§ Across teams (e.g. Blue Team/Read Team)
§ Across Organizations 

– To compare attackers behaviour:
§ We can compare different groups
§ We can compare the same group over time
§ We can compare a group against the blue team capabilities

– We can make recommendation to defenders:
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Threat Intelligence 
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Threat Intelligence 
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Let’s have a look at 
some techniques.
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ATT&CK Navigator – APT28
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ATT&CK Navigator – APT29
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ATT&CK Navigator – Comparison
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Let’s have a look at 
the ATT&CK 
navigator.
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Building a lab  
infrastructure

Simulate attacks Write and test detection  
queries

Build Simulate Test Detections

Adversary Emulation - Challenges
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• Multiple tools can be used to test the detections we are building.
• Here few examples (most commonly used):

– CALDERA: https://github.com/mitre/caldera
– Red Team Automation: https://github.com/endgameinc/RTA
– Metta: https://github.com/uber-common/metta
– Red Canary’s Atomic Red Team: https://atomicredteam.io/
– SPLUNK ATT&CK RANGE: https://github.com/splunk/attack_range

| 39 |

Adversary Emulation -Attack Range
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Adversary Emulation - Attack Range
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Attack Range Architecture
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Automated building  
process with commands:  

Build, destroy, stop,  
resume

Simulate attacks with  
Atomic Red Team with  
command: simulate

Run Splunk queries with  
the command: search

Build Simulate Test Detections

Attack Range Commands
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Adversary Emulation - ATT&CK

python attack_range.py -m terraform -a simulate -st T1003 python attack_range.py -m terraform -a search -sn "ESCU - Attempted
Credential Dump From Registry via Reg.exe - Rule"
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Adversary Emulation - CI/CD

Commit  
detection

Convert  
detection

Package  
detection

Notify of  
build  

outcome

Notify of  
test  

outcome

Test  
detections

Deploy  
detections
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Adversary Emulation - CI/CD

Commit  
detection

Convert  
detection

Package  
detection

Notify of  
build  

outcome

Notify of  
test  

outcome

Test  
detections

Deploy  
detections

Attack Range
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https://github.com/splunk/attack_range@bareiss_patrick

Resources

Attack Range: https://github.com/splunk/attack_range

Attack Range Video: https://www.youtube.com/watch?v=xIbln7OQ-Ak

Attack Range White Paper: https://www.splunk.com/en_us/form/using-splunk-
attack-range-to-simulate-and-collect-attack-data.html

Mitre ATT&CK Matrix: https://attack.mitre.org/

Atomic Red Team: https://github.com/redcanaryco/atomic-red-team
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Good, Bad & 
Ugly for 
ATT&CK
Example of APT10 Group
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The Good, Bad & Ugly for ATT&CK

What are the limitations?

• It has inherent biases of 
being based on APT 
reporting

• It is tactical NOT strategic

• Mapping Techniques/Tactics 
can be… hard

• It doesn’t cover everything

When is MITRE ATT&CK 
useful?

• Tracking adversaries at a 
detailed level

• Sharing TTPs with 
defenders in a common 
taxonomy

• Measuring your defenses 
against your adversaries 
capabilities

Collection of “techniques, 
tactics, and procedures” 
manually curated from APT 
reports. 

• Identify where you have 
gaps in knowledge

• Compare adversaries to 
each other

• Compare adversary 
behavior to defenses 
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Example from
APT10 Group
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Am I a 
target?

Who is APT 
10?

What is 
MenuPass?

How do I 
defend my 

org?
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https://mitre-attack.github.io/attack-navigator/

One screen. All the answers
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What’s menuPass?
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How do I defend my org?
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How do I defend my org?

Discovering Accounts

menuPass uses a tool called 
csvde.exe to export AD data



©  2 0 1 9  S P L U N K  I N C .

csvde.exe
will be 
executed on 
an endpoint

Data Needs:

• 4688 Windows event code
• “A new process has been created“

• Sysmon logging
• Carbon Black/EDR
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How do I defend my org?

menuPass uses a global service 
provider for a c2
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C2 is in 
network traffic

Data Needs:

• Stream/Zeek/Wiredata
• DNS
• Firewall traffic
• Netflow traffic
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How do I defend my org?

menuPass uses stages data in 
the recycling bin
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Files written to 
disk on an 
endpoint

Data Needs:

• Sysmon logging
• Carbon Black/EDR
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How do I defend my org?

menuPass collects data with 
“net use” and robocopy
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“net use” will 
be executed 
on an 
endpoint

Data Needs:

• 4688 Windows event code
• Sysmon logging
• Carbon Black/EDR
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When does 
ATT&CK go off 
the rails

Do Not Forget About The Security Basics

Do Not Assume All Techniques Are Equal

Do Not Think You Have To Alert On Each

Do Not Think It Covers Protection Of What 
Is Most Important For Your Organization
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aforzieri@splunk.com

Grazie...

Contatti

@ilf0rz 

https://www.linkedin.com/in/antonio-forzieri-1812375/


