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whoami

 Happy husband and dad
— My little daughter will be 1 year old tomorrow

« Degree as a Telecommunication Engineer at Politecnico
di Milano
 Today: EMEA Cyber Security Spcialization and Advisory
at Splunk (3 months):
— Responsible for Cyber Security across EMEA
« Past: Global Cyber Security Practice Lead at Symantec
(13 long years):
— Built Centralized/Decentralized SOCs for customers
— Worked on building Threat Intel Programs
— Supported customers during various breaches
« Lecturer at Politecnico di Milano since 13 years
« Love hacking and coding
 EMT since 25 years (yes COVID was/is a mess).

* Wine taster/snowboarder/biker/love sailing
+1SACA
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A Look into

Cyber :
Security

Frameworks
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A nice story about frameworks

Si narra di un signore ricchissimo che
decide di interpellare un matematico
un fisico e un ingegnere chiedendogli
di fare un modello applicato alle gare
ippiche che permetta di indovinare
scientificamente il cavallo vincente.

Da ai tre un mese di tempo...

splunk > wnasa o so »



A nice story about frameworks

Alla fine del mese:

ccccccccc

Il matematico risponde dicendo Il
problema € mal posto e che non e
possibile raggiungere una soluzione

il fisico fa altrettanto dicendo che ci
sono troppe variabili dunque troppe

Incognite

l'ingegnere invece arriva bello bello

con la sua relazione di 20 pagine e |l
suo modello per predire il vincitore

= A=

.,,,IRUST ME, I'M AN+
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A nice story about frameworks

alla fine della relazione vi € pero una
nota:

Per comodita di

calcolo I cavalli

sono supposti
cA sferici

All models are wrong

but some are useful

George E.P. Box

Splunk > turn data Into doing
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Common Cyber Security Attack &
Response Frameworks

For SOC Managers, IT Security Architecture, SOC Analysts

* OODA Loop
* Diamond Model
* Lockeed Martin Cyber Kill Chain

° MITRE ATT&CK

Which one is “best?”

It depends on your requirements!
“HSA CA splunk S turn data Into dol ng
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OODA Loop g NDISCOISE

From Dogfight to Cyber Security | []" wlnmnu

* Fairly high level and flexible. a”[l “]5'"['

* Observe: Track security bulletins, : “]n" D HUU[I
advisories ;

* Orient: Assess applicability, observe Orient Do Act
operational issues, risk — Yoot ucontrolﬂ

circumstances\ *

* Decide: Prioritize remediation 1 et flosy

strategy ousi //', \
miormation :
. ‘Unfoldi‘ng \ Feedback iggz:%%i‘:)%

* Act: Rollout, Monitor, Manage nteraction Feedback environmen

“ b rea kag e” envionmest Feedback John Boyd's OODAloop

+SACA

splunk > turn data Into doing



‘ SOCIO-POLITICAL AXIS
LY ADVERSARY

Nation-state sponsored adversary
Located (+8.5 timezone)

Uses Korean encoded language
Uses Hancom Thinkfree Office

Seeking to obtain high end
Western Beers for production in
their breweries

CAPABILITIES REE &% INFRASTRUCTURE
PowerShell Empire European VPS servers
Spearphishing

‘ TECHNICAL AXIS
VICTIMS
Documents with .hwp +8.5 hour time zone
suffix Korean fonts for English Weste n Innovatlve Brewe rs
PS exec lateral Korean text google . .
movement translated to English and Home Brewmg companies BOSS OF THE SOC
YMLP Naenara useragent
Self signed Siing A special thanks to “= s CONNECT

SSL/TLS certificates
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Lockheed Martin Cyber Kill Chaln

®= When is it useful?
— To"bin” the phases of an adversary’s intrusion
— Toexamine what you might be missing

= Limitations
— High-level
— Flexible — need to decide among your team

how you “bin” information
= Also examine Courses of Action:

— Detect, Deny, Disrupt, Degrade, Deceive,

WEAPTINIZ ATION

COMMAND & CTINTRIE (22)

AUTIONS (N THJECTIVES

Destroy
https://www.lockheedmartin.com/content/dam/lockheed- _ _
martin/rms/documents/cyber/LM-White-Paper-Intel-Driven- https://www.lockheedmartin.com/en-
—+SADafense.pdf us/capabilities/cyber/¢cyber-kill-chain.html

splunk > turn data into doing
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ATT&CK"
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MITRE o
ATT&CK
explained
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“If you know the enemy P
and KNOW YOURSELF SR &=
you need notfear " e
the result of a

hundred battles.” | f |

I

j,
~ Sun Tzu
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MITRE ATT&CK

Few things you need to know

* ATT&CK: Adversarial Tactics, Techniques, and Common Knowledge.

* Tactics: represent the “why” of an ATT&CK technique or sub-technique. It is the adversary’s
tactical goal: the reason for performing an action. For example, an adversary may want to
achieve credential access. (ROWSs in ATT&CK matrix)

* Techniques: represent “how” an adversary achieves a tactical goal by performing an action. For
example, an adversary may dump credentials to achieve credential access. (COLUMNSs in
ATT&CK matrix)

* Sub-techniques: are a more specific description of the adversarial behaviour used to achieve a

goal. They describe behaviour at a lower level than a technique. For example, an adversary may
dump credentials by accessing the Local Security Authority (LSA) Secrets.

—*-’SACA sp'unk > turn data Into doing
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MITRE ATT&CK

Few things you need to know

&
* Procedures: are the specific implementation the adversary uses for techniques or
sub-techniques. For example, a procedure could be an adversary using PowerShell to
infect into Isass.exe to dump credentials by scraping LSASS memory on a victim.
Procedures are categorized in ATT&CK as the observed in the wild use of techniques
in the "Procedure Examples" section of technique pages.

* Sub-techniques vs Procedures: they describe different things in ATT&CK. Sub-
techniques are used to categorize behaviour and procedures are used to describe in-
the-wild use of techniques. Furthermore, since procedures are specific
implementations of techniques and sub-techniques, they may include several
additional behaviours in how they are performed. For example, an adversary using
PowerShell to inject into Isass.exe to dump credentials by scraping LSASS memory on
a victim is a procedure implementation containing several (sub)techniques covering
the PowerShell, Process Injection, and Credential Dumping against LSASS behaviors.

—*'lSACA sp'unk > turn data Into doing
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Infroduction to MITRE ATT&CK™

A knowledge base of adversary behavior

» Based on real-world observations

* Free, open, globally accessible, and community-driven

= A common language |ﬁ| XAT%?&I;GK

Recon Deliver Control Maintain

~

' Weaponize : “~._ Exploit Execute .-~

\ Enterprise -~
PRE-ATT&CK ATTR CK

https://www.fireeye.com/content/dam/fireeye-www/summit/cds-2018/presentations/cds18-technical-s05-att&cking-fin7.pdf

-
\

Sp'unk > turn data Into doing
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The Difficult Task of Detecting TTPs
ATT&CK“”.’ A «Tough!

Tools  eChallenging

Network/ | ;
Host Artifacts °An noying

Domain Names eSimple

David Bianco’s Pvramid of Pain
-ﬂm y splunk > turn data Into doing’
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Recon

Weaponize

PRE-ATT&CK ATT&CK for Enterprise

Priority Definition Initial Access
Planning, Direction Execution

Target Selection Persistence

Information Gathering Privilege Escalation
Technical, People, Organizational Defense Evasion

Weakness Identification Credential Access
Technical, People, Organizational Discovery

Adversary OpSec Lateral Movement

Establish & Maintain Infrastructure Collection

Persona Development Exfiltration

Build Capabilities Command and Control

Test Capabilities Impact

Stage Capabilities

15 different tactis/149 techniques 12 different tactis/184 techniques

Sp'unk > turn data Into doing



+SACA

Porze Chspter

Breaking Down Enterprise ATT&CK

Tactics: the adversary’s technical goals

Exarrples

L ¢ APT s el D v o W . Pl W P
8 Sen e R
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Techniques
g8 achieved
i
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i
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https://www.fireeye.com/content/dam/fireeye-www/summit/cds-2018/presentations/cds 18-technical-s05-att&cking-fin7.pdf
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MITE ATT&CK Matrices Tactics * Techniques * Groups  Software Resources Blog(Z Contribute Search site

TECHNIQUES Scheduled Task

All

Utilities such as at and schtasks, along with the Windows Task Scheduler, can be used to

Initial Access . schedule programs or scripts to be executed at a date and time. A task can also be ID:T1053
. scheduled on a remote system, provided the proper authentication is met to use RPC and file Tactic: Execution, Persistence,
Execution ’ Privilege Escalation

and printer sharing is tuned on. Scheduling a task on a remote system typically required

Persistence being a member of the Administrators group on the the remote system. '/ Platform: Windows
Privilege Escalation - ' Permissions Required:
An adversary may use task scheduling to execute programs at system startup or on a Administrator, SYSTEM, User
;ccéssl?km scheduled basis for persistence, to conduct remote Execution as part of Lateral Movement, Effective Permissions: SYSTEM
anipulation . .
1o gain SYSTEM privileges, or to run a process under the context of a specified acoount. Administrator, User
Accessiility _
Festures Data Sources: File monitoring,
Process monitoring, Process
AppCert DLLs command-ine parameters, Windows
Appinit DLLs event logs
Application Supports Remote: Yes

Splunk > turn data Into doing
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| Mapping to ATT&CK: the Manual, Human Way

I Scripting (T1064) I
All of the backdoors identified - excluding RoyalDNS - required APT15 to create batch |
scripts in order to install its persistence mechanism. This was achieved through the use
of a simple Windows run key| Registry Run Keys / Startup Folder (T1060)
Analysis of the commands executed by APT15
off the land'. They utilised Windows commands| Command-Line Interface (T1059)
reconnaissance activities such as tasklist.exe, ping.exe, netstat.exe, n| piscovery - 71057, 71018,
systeminfo.exe, ipconfig.exe and bcp.ex1 Cred Dumping (T1003) T1049, T1082, T1016

APT15 was also observed using Mimikatz to dump credentials and generate Kerberos

olden tickets. This allowed the group to persist in t it Cant ﬁoss nt of
I-HPass the Ticket (11097) | nput Capture (T1056)

up also used keyloggers and their own .NET tool 1o

enumerate folders and dump data from Microsoft Exchange mailboxes.
I Email Collection (T1114) I

SP|unk > turn data Into doing
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Example: Credential Dumping '

Credential Dumping

Credential dumping is the process of cbtaining account login and password

8 different ways of dumping e ————
credentials all lumped together

into the label Credential -

D u m pl n g . SAM (Security Accounts Manager)

The SAM Is a database file that contains local accounts for the host, typically those

Movermnent and access restricted Information

Several of the %00is mentioned in this technique may be used by both adversaries and
professional security testers, Additional custom 100l likaly exist as well

found with the 'net user’ command. To enumerate the SAM database, system level
access is required. A number of tools can be used to retrieve the SAM file through In-
memory techniques

o pwdumpx exe
* gsecdump
o Mimikatz

* Secretsdump.py
ARernatively, the SAM can be extracted from the Registry with Reg

¢ reg save NXIX\sa= sa=

* reg save NXLX\systesm system

Creddump7 can then De used 10 process the SAM database locally 10 retrieve hashes

Notes:Rid 500 account is the local, in-buit administrator.Rid 501 is the guest
ACCouUM User accounts start with & RID of 1,000+

Cached Credentials
_ﬂSABA The DCC2 (Domain Cached Credentisls version 2) hash, used by Windows Vista and
newer caches credentials when the domain controller Is unavallable. The number of splunk > turn data Into doing

Porse Chapter default cached credentials varies, and this number can be altered per system. This



Example: Credential Dumping with Sub-
Techniques

_ _ OS Credential Dumping
Technique renamed with the

t . Sub-techniques (8) A
dd f 8 Sub-Techniq
adailtion o u ecnniques. . -
T1003.001 LSASS Memory
T1003.002 Security Account Manager
T1003.003 NTDS
11003.004 LSA Secrets
T1003.005 Cached Domain Credentials
11003.006 DCSync
T1003.007 Proc Filesystem
T1003.008 /etc/passwd and /etc/shadow

—*.’SACA sp'unk > turn data Into doing



ATT&CK Navigator with Sub-Techniques

layer
selection controls layer controls fechniq.
_ A A v )
ac qo ., x. a. b4 E Q = v ll ‘, ® I = L 7 S
. Privim . Lateral
Initial Access Execution Persistence Escal Defense Evasion Credential Access Discovery Movement
9 techniques 10 technigues 17 technigues 12 techniques 32 techniques 22 techniques 9 techniques
Drive-by Command and Account Abuse Elevation Abuse Elevation Credential Stuffing count Exploitation of
Compromise Scripting Manipulation . Control Control iscovery .. . Remote
Inerpreter Maeochanism Mechanism . . Password Cracking Services
Exploit Public- BITS Jobs pplication Window
Facing Exploitation for Access Token Access Token Password Guessing iscovery Internal
Application Client Execution Boot or Logon Manipulaticn ., Maripulation . . Spearphishing
Autostart Password Spraning  Browser Bookmark
External Remote Inter-Process Execution Boot or Logon BITS Jobs scovery Lateral Tool
Services Communication ., Austostart Transfer
Boot or Logen Execution Deobluscate/Decode from Password Domain Trust
Hardware Native AP| Initialization Files or Information Stores ., Discovery Remote
Additions Scripts . Boot or Logon Service
Scheduled Initisization Direct Volume Access Exploitation for File and Directory Session
Phishing ., n Task/Job Browser Scripts Credential Discovery Hijacking
Extensions Execution Access
Replcation Shared Modules Create or Moddy Il Guardrails |, Network Service Remote
Theowugh Compromise System Forced Scarning Services
Removable Software Client Software Process Expicitation for Authentication
Meda Deployment Tools Binary Defense Evasion Network Share Replication
Event Triggered Input Discovery Theough
Supply Chain I System Croate Execution .., File and Directorey Capture Removable
Compromise Services . . Account Permissions Network Snffing Meaia
Exploitation for Modification . Man-in-the-
Trusted User Execution Croate or Modily |l Privi Middle . Password Policy Software
Relationship System Escalation Growp Policy Discovery Deployment
Windows Process . , Modification Modity Tools
Valid Mansgement Group Policy Authentication Peripheral Device
Accounts Instrumentation Evemt Triggered Modification Hide Artifacts Process Discovery Taint Sharod
Execution . Content
Hijack Execution Mijack Execution Network Permission Groups
External Remote Flow ... Flow ., Sevtfing Discovery Use Alternate
Services Authentication
Process Impair Defenses . . OS Credent Process Discovery Material .
Mjack Execution M Injection . ., Dumping .,
Flow ., Incicator Removal on Query Registry
Scheduled Host . Steal or Forge
Office Task/Job .. Kerberos Remote System
Appication Indrect Command Tickets .. Discovery
_W Startup . Valid Expcution
Accounts . Steal Web Software 3 '
Pre-0S Boot . Masquerading . . Session Cockie Discovery . . A K > turn data into doing
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Let’s have a look at
the ATT&CK
framework.
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What are the .
most common
use cases
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ATT&CK Use Cases

Detection Threat Intelligence

processes =search Process:Create -~ e e e R p—
reg =filter processes where (exe =="reg.exe" and parent_exe o e . e = =
=="cmd.exe") Z e - T T
cnd=filter processes where (exe =="cmd.exe" and e | & ————
parent_exe != "explorer.exe"") S S, S Sk
reg_and_cmd =join (reg, cmd) where (reg.ppid ==cmd.pid and e R — | _—
reg.hostname == cmd.hostname) — - . .'_ : e
output reg_and_cmd S - ——

Assessment and Engineering
il — —— e Adversary Emulation

nnnnnnnnn

| | ty y g Pl Comrenddine
IApplnmLs |AppinitCLLs BypessUserAccount ¢ ExeautionthroughAPl | ipboard Data DetaCorrpressed | Communication Through
3 [Bypess UserAcoourt QoG
IBEInpul/OulpmSﬁan m% Graptical Userinterface [ DetaStaged ot
Bootkt DL Injection forrponentFmwere. | redertils inFies LocaNetwork Possthe PowerShel o rom LoraSysem  paTrarslorSetims. |CSO™
/ />‘ N ) ypogrphic
DefaultFile . L i Network i w4 Deta Exdiltratic 3
Qrenge msfac.noder%ang Oiiecion _edE00 #ﬁm theTod o oo ‘ Deta Obfuscation
Corrponent Fmnere: V‘E’fm"' IR Hiacking |Input Capture N ‘\' Rundiz2 I mﬁm‘m Exfitat Falback Crannels
D11 Search Order Hiadking Legnnmeof:emas /fs@madrg Network Sniffing PeripheralDevioe: tReqrote il Copy e Collection lratonOverOher i §age Crarmess
Hypenvisor Disebir Tods c i issk Rams«ava\ Pegice Exection hpucoptre m"'ﬂmoﬁrw Multiband G
Legimnew g Senice /w‘@“d Process Discovery anmm\w Sareen Capture Schedued Transfer Multiayer Encryption
/ Windows Veragement
]‘SACA splunk > turn data Into doing
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Detection — reuse what you can!

* Look at shared analytics/content and choose what to implement

* Adapt them for your own data sources and environment

* This is where you can start from:
— Splunk Security Essentials: htips://www.splunksecurityessentials.com/
— Splunk ES Content Updates: hiips://splunkbase.splunk.com/app/3449/
— MITRE Cyber Analytics Repository: https://car.mitre.org/

— Endgame EQL Analytics Library:
https://eqgllib.readthedocs.io/en/latest/analytics.html

— Threat Hunter Playbook: hitps://github.com/hunters-forge/ThreatHunter-
Playbook

— Sigma: https://github.com/Neo23x0/sigma

— Atomic Threat Coverage: htips://github.com/krakow2600/atomic-threat-
#iSACA  coverage SPIUNK > trn oo oo
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Detection — MITRE Example Analytic

CAR-2013-03-001: Reg.exe called from Command Shell

Registry modfications are often essential in establishing persistence via known Windows mechanisms. Mary legtimate

moddications are done graphically via regedit.exe of Dy using the corresponding channels, or even caling the Submission Date: 2013/03/28
Registry APls directly. The bullt-in utility reg.exe provides a command-line interface to the registry, so that queries Information Damain: Host

and modifications can be performed from a shell, such as esd. exe . When a user is responsible for these actions, the Data Subtypes: Process
parent of cmd.exe will likely be explorer.exe . Oocasionally, power users and administrators write scripts that do Analytic Type: TTF

this behavior as well, but Skely from a different process tree. These background scripts must be leamed 5o they can be Applicable Platforms: Windows
tuned out accordingly. Contributors: MTRE
Output Description

The sequence of processes that resulted in reg.exe being started from a shell. That is, & hierarchy that looks ke

* great-grand pareat.exe
* grand_parent.exe

¢ pareat.exe

* reg.exe
ATT&CK Detection
Technique Subtechnique(s) Tactic(s) Level of Coverage
Query Registry NIA Discovery Moderate
Modify Registry N/A Defense Evasion Moderate
Boot or Logon Autostart Execution Registry Run Keys / Startup Folder Persistence Moderate
Hijack Execution Flow Services Regstry Permissions Weakness Persistence, Privilege Escalation Moderate

—Hm splunk > turn data Into doing
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Detection — MITRE Example Analytic

Implementations

Pseudocode

To gain better context, it may be useful to also get information about the cmd process to know its parent. This may be helpful when tuning the analytic to an
environment, if this behavior happens frequently. This may also help to rule out instances of users running

processes = search Process:Create

req = filter processes where (exe == "reg.exe" and parent exe == "cmd.exe")

cmd = filter processes where (exe == "cmd.exe" and parent exe != "explorer.exe"")

reg and cmd = join (reg, cmd) where (reg.ppid == cmd.pid and reg.hostname == cmd.hostname)
output reg_and_cmd

Dnif, Sysmon native

DNIF version of the above pseudocode.

_fetch * from event where $LogName=WINDOWS-SYSMON AND $EventID=1 AND $Process=regex(.*reg\.exe.*)i AND $ParentProcess=regex(.
>> fetch * from event where $LogName=WINDOWS-SYSMON AND $EventID=1 AND $Process=regex(.*cmd\.exe.*)i NOT $ParentProcess=regex
>> checkif sjoin #B.S$SPPID = #A.SCPID str compare #B.$SystemName eq #A.S$SSystemName include

—ﬂSACA splunk > turn data Into doing
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Detection — Splunk Example Analytic

Data Check Suatus Open in Search Resclution (if needed) Schedule In ES

Must have Demo Lockup ° Open in Search Vierify that lockups instaled with Splunk Securty Essentials is peesent

Emer a search

| "Load_Sample_Log_Data("Local Short-Lived Account®) Last 30 days » n

| rex scde=sed fleld=Security 1D "8/
2:/8"° | makesw Security _ID delim=";"| makemv Account Name deline®;*
| search Eventlode=4720 (EventCode=4712 Administrators)
| transaction Security ID saxspa=18dm connected=false
| search Eventlode~4720 EventCode~4732
| table _time EventCode Security ID Group Name Account Name Message | v
< 1 result (60920 12:00:00. 000 AM to 7/9/20 12:00:00 000 AM) Job v ? Smart Mode »

Detect New Values Line-by-Line SPL Documentation

> Related Splunk Capabilities
> How to Implement

> Known False Positives

> How To Respond

> SPL Mode

> Help

—ﬂSACA splunk > turn data Into doing
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Detection — Splunk Example Analytic

2

Spdunk Securty Essentials

Security Content / New Local Admin Account

Asgistare Sirple Sewrch

Description
Local achmin accounms ane Uned by gtmane technicians, Dt theyTe Ao waed Dy attackoers. This search lockos for newly Created acoounts that ane elewsied %0 oo adming
Use Case Bookmark Status
b eh Sag 2d o
Adverced Threst Detection, Securty Noriosng. Cormplance ot B o

Category Data Avalablity 2

Fred 1 Cornge (wrise L

Security Impact Jowrney
Siace | 1®

Now oca a3 SCCOUTEE 8% OREN B LOUCe Of CONE MATHIOCR will SoprOy 3 vl numser of o adTn e

BCOOUNES, s ¥ PATCUAN SOOI At OF TOr SOCRSS W T Case OF 00 Saue COMACTING Ihad Nited GOMan OOl On

. MITRE ATTACK Tactics (Cick for Detall)
SO0 OWe 10 ol LN i aCCourT Decaune 1 » w e %

8, Sving $e company _-

10 Mahe ure that R & vabo
MITRE ATTACK Yechnigques (Chick for Detall)

Alert Volume

Mechum (T

SPL Difficuny MITRE Threat Groups (Chck for Detal)

e 0 (D D D) D (D () ) 0 G G D
D e (e ) s ) ) 0 (D

SWwere. ekl woun P uders 9 ever

of e

mardain acc o PanawWOr » In e cne

Whenewer a local admin account &

Ot paTSOUarly & privieged how

Tt G 134 [ et G 3590

K Chain Phases 12

Data Scurces
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Detection — what can | detect?

* Given the datasources you have what can you detect with your SIEM?
* Which additional data can provide you better coverage?
* Are you considering: scripts

This folder contains one-off scripts for working with ATTACK content. These scripts are included either because they provide useful

- SyS| I |O n functionality or as demonstrations of how to fetch, parse or visualize ATT&CK content.
OSQuery s ceserpton

Fetches the current ATTACK STIX 2.0 objects from the ATTACK TAXII server, prints all of the data
techniques_from _data_source.py  sources listed in Enterprise ATTACK, and then lists all the Enterprise technigues containing a given
- Zee k data source, Run python3 techniques_from_data_source.py -h for usage instructions

Generate the csv data used 1o create the "Techniques Mapped 1o Data Sources” visualization in the

— CO m m a n d —I i n e pa ra m ete rS CRCEMNIGUSS_IMRSOUICHR.YH. DY ATTECK roadmap. Run python3 techniques_data_sources_vis.py -h for usage instructions.

Create markdown and/or ATT&CK Navigator layers reporting on the changes between two versions

—_ Wi n d OWS Reg istry ditf_stix.o of the STIX2 bundles representing the ATTACK content. For default operation, put enterprise-
ni_ ,'

attack json, mobile-attack.json, and pre-attack.json bundles in 'old’ and ‘new’ folders for the script
’?|? to compare. Run pythoa3 diff_stix.py -h for full usage instructions.
L] L L

Fetches the current ATTACK content expressed as STIX2 and creates spreadsheet mapping
technique_mappings_to_csv.py Techniques with Mitigations, Groups or Software. Run python3 technique sappings_to_csv.py =
h for usage instructions

* We can use MITRE script to pull data sources from ATT&CK:

— https://github.com/mitre-attack/attack-scripts/tree/master/scripts
+SACA splunk> turn data Into doing
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Detection — what can | detect?

[ 3 Desktof The following 54 techniques use 'Windows Registry' as a data source:

python3 techniques_from_data_source.py -data_source 'Windows Registry'
All data sources in Enterprise ATT&CK: Run Virtual Instance
Hidden File System
Netflow/Enclave netflow COR_PROFILER
Packet capture Component Object Model Hijacking
Host network interface Services Registry Permissions Weakness
Windows Registry Service Execution
File monitoring System Services
Process monitoring Disable or Modify Sys
Process command-line parameters Disable or Nodify Tools
Authentication logs Impair Defenses
Stackdriver logs LLMNR/NBT-NS Poisoning and
audit logs Modify Authentication Process
zure activity logs Keylogging
AWS CloudTrail logs Distributed Component Object Model
Loaded DLLs Masquerade Task or Service
DLL monitoring SIP and Trust Provider H13
Anti-virus Subvert Trust Controls
Binary file metadata Credentials in Registry
Sensor health and status Unsecured Credentials
Process use of network Bypass User Access Control
Malware reverse engineering Abuse Elevation Control Mechanism
SSL/TLS 1inspection Port Monitors
DNS records Security Support Provider
Network protocol analysis Winlogon Helper DLL
API monitoring Image File Execution Options Injec
PowerShell logs Application Shimming
Fnvironment variable Authentication Package
AppInit DLLs

Web proxy AppCert DLLs




Data Inventory

Emall (112) 7

DNS (O/3) 7

Authentication (2) v/
' Successtul Authentication

' Faled Authentication

administrative conrod, or for idenafying authentications to specific systems outside of work hours.

Anti-Virus or Anti-Malware (3) v/

Detection — Splunk Approach

© 2019 SPLUNK INC.

View Products

8@
/e C;
wores rrsonc (NI d&}g

Authentication 8

Authentcation Is the basis for all 620ess In an environment and ™ basis of ateral Movement, a5 wall as ACCess 1O assots and Intelleciual property. Pamieens found within authentication events can poin 1
unusual o malicious activity. such as Deute force attempes, Of amlempts 1O dscover Imernal o exernal Fesouwces [ether as & Stepping SoNe 10 3 More valuable asset. Of with the iment 1o take over

(l/'ces

_ Successful Authentication

AutheeScation 1ogs <an Lol you when and from whiede users are sSuccessfully acoeising systoms and appications and cam help identify Nnot Snly uNaUthorized use DUt AlS0 PAINT 10 & Misconfiguation in
BCCOUM DRrmissSions (0.9, successiul authentication from foemer emplioyees). Furthermore, Since Mot successiul attacks evenually inciude the use of vald credentials, this data is crscal in helping 10 tell
the difference Detween a valid login and an account takeover Authentication logs come from but are not limited 100 host Sevices, JomMain CONtrollers, CeCiory SeNvers, Network devices, Nnetwork access,

Web Proxy (2) v spplication logs, cloud identity & access management, and many others. At 3 minimum, the logs showld contain the timestamp, source 1P, user accourt, type of authentication event and the result e,

success or Yaliure)

User Activity Audit (0/5) 7

Content for This Data Scurce Category MITRE ATTECK Tactics (2

MITRE ATTECK Techniques (=

Endpoint Detection and Response (6)

o Account Compromise with Suspicious Imernal Acovity
Network Communication (0/3) 7 o Activiy fom Expired User identiy

o Basic Birgte Force Detection

Malware Analysis (0/1) ?

o Brute Force Access Behavier Detected

IDSorIPS (1) vV o Goographicaly Improbable Access Detectied against Category
Ticket Management (0/2) 7 « High or Criscal Priority Indvidual Logging into infecied Machine

e Increase In £ of Hosts l.-.;-;nc nto

Web Server (0/3) 7

o lvestigate GOPR Broaches Using ES

Configuration Management (O/1) 7 o Latoral Movoment
o AnG 48 others

Kill Chain Phases 2

oLP (o) 7
Physical Security (0/1) 7
Vudnerability Detection (0/1) 7

Open in e Security Content Dashboarg (2

Data Onboarding Guides

o Windows Securty Logs
o Linux Auth Logs

Patch Management (0/3) 7

Host-based 1IDS (O/1) 7 Products for this Data Sowrce Category

IP Address Assignment (0/1) ? i

Vendor Product Status Actions

Backup (0/1) 7 >
Application Data (0/1) 7
Vendor-Specific Data (0/11) 7

+iSAwr
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1. Avallable Content
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Detection — Self Assess! —

* Assess your detections against ATT&CK

— Score: (e.g.: 1-5 based on quality or number of detections or quality)
— 100% is a paramount, don’t aim for it.

| Acies 1 |ow i

. Acimss | Owiswery [Lwwn c At o vepat

(wve by (svpwr—ie Agramt we B e L e e L L A ovav Mharepe ha v R et e Acsts (g Cawwmewvy Wt oot | Ahoratd € o Wt [
T - " | - A (- . s (e § serypomss v g
Commmand e woatace | A court Mg sanon ApoCe On Ly TS Soow Oaste Fome

| Ay AopCee (A Ly Apohwt O Ly e (xrwan [nas (bncovery e —~
Canihn oo B, Adpmet TLL & il - i) e [
Ny D O T el e O € v e e e

L. el - A b i gy Pat B Tt Tk Bt o

P I TS A g A (e Ve A e St Db wp - Wt &y G v ey

‘q..... (A oG ) P vammt Py (nncove] Smeore Foe Copy € e Canc o - L S vt gy e ter 1 hemrwenn Cmmand of Samc o

| 0a ) e w4 e LA -t et Aot | e e et e Ha g

e A s Pt et “:.'\‘v [ e e ] &

W s by J Pwnwnn (e vy [RP———— [ —

e

Wy A gy .

1 d TN Marre § v (s [V —— [ |
] Theat Carts e

Pasvwand Fites 01,4 - Wodhmn Adver Whamn e A wnd by

Phvaie Sy W Sowie T de Capw

PO i 1 ——

Sartem Servew (ncowed

)
LU oty e o
ol
: VD St

ATT&CK Navigator

https://qithub.com/mitre-attack/attack-navigator

Surten Fame Dhncovery

- )
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Assess and Engineeering } Lalke

Prioritize Sources that will provide coverage for multiple tactics and threats actors
— Windows Event Logs

* Malware Archaeology Cheat Sheets (including ATT&CK):
hitps://www.malwarearchaeology.com/cheat-sheets/
— Sysmon:

= SwiftonSecurity sysmon-config: hitps://github.com/SwiftOnSecurity/sysmon-
config

Any other Endpoint Detection and Response: Crowdstrike, Carbon Black etc.
Can you mitigate anything?

— Consider additional tools for mitigation

— Consider policies for mitigation

* Can you automate something?
+SACA
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Assess and Engineeering

1. Avallable Content
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Threat Intelligence
* We can use ATT&CK framework

— To communicate in a common language
= Across teams (e.g. Blue Team/Read Team)

= Across Organizations
— To compare attackers behaviour:

= We can compare different groups

= \We can compare the same group over time

= \We can compare a group against the blue team capabilities
— We can make recommendation to defenders:

—*.’SACA splunk > turn data Into doing
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| Mapping to ATT&CK: the Manual, Human Way

I Scripting (T1064) I
All of the backdoors identified - excluding RoyalDNS - required APT15 to create batch |
scripts in order to install its persistence mechanism. This was achieved through the use
of a simple Windows run key| Registry Run Keys / Startup Folder (T1060)
Analysis of the commands executed by APT15
off the land'. They utilised Windows commands| Command-Line Interface (T1059)
reconnaissance activities such as tasklist.exe, ping.exe, netstat.exe, n| piscovery - 71057, 71018,
systeminfo.exe, ipconfig.exe and bcp.ex1 Cred Dumping (T1003) T1049, T1082, T1016

APT15 was also observed using Mimikatz to dump credentials and generate Kerberos

olden tickets. This allowed the group to persist in t it Cant ﬁoss nt of
I-HPass the Ticket (11097) | nput Capture (T1056)

up also used keyloggers and their own .NET tool 1o

enumerate folders and dump data from Microsoft Exchange mailboxes.
I Email Collection (T1114) I

SP|unk > turn data Into doing



Threat Intelligence

Home > Techniques > Enterprise > Phishing > Spearphishing Link

Phishing: Spearphishing Link

Other sub-techniques of Phishing (3) ~
V) Name
T1566.001 Spearphishing Attachment

T1566.002 Spearphishing Link

T1566.003 Spearphishing via Service

Adversaries may send spearphishing emalls with a malicious link in an attempt to elicit sensitive information and/or gain access to
victim systems. Spearphishing with a link is a specific variant of spearphishing. It is different from other forms of spearphishing in
that it employs the use of links to download malware contained in emall, instead of attaching malicious files to the email itself, 1o
avoid defenses that may inspect email attachments.

All forms of spearphishing are electronically delivered social engineering targeted at a specific indnidual, company, or industry. In this
case, the malicious emails contain links. Generally, the links will be accompanied by social engineering text and require the user to
actively click or copy and paste a URL into a browser, leveraging User Execution, The visited website may compromise the web
browser using an exploit, or the user will be prompted to download applications, documents, zip files, or even executables depending
on the pretext for the email in the first place. Adversaries may also include links that are intended to interact directly with an email
reader, Including embedded images intended to exploit the end system directly or verify the receipt of an emall (I.e. web bugs/web
beacons). Links may also direct users 10 malicious applications designed to Steal Application Access Tokens, ke OAuth tokens, in
order 10 gain access to protected applications and information, ")

THSACA

ua?cn—-
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10: T1566.002
Sub-technique of: T1566
Tactic: Initial Access
Platforms: Linux, Office 365, Saa$S, Windows, mac0S
Data Sources: DNS records, Detonation chamber, Email
gateway, Mail server, Packet capture, SSL/TLS inspection,
Web proxy
CAPEC |D; CAPEC-163
Contributors: Jeff Sakowicz, Microsoft identity Developer
Platform Services (IDPM Services), Mark Wee, Saisha
Agrawal, Microsoft Threat Intelligent Center (MSTIC);
Shallesh Tiwary (Indian Army)
Version: 1.0
Created: 02 March 2020
Last Modified: 02 March 2020
Version Permalink
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hreat Intelligence i
Mitigations
Mitigation Description
Restrict Web-Based Determine if certain websites that can be used for spearphishing are necessary for business operations and consider blocking access if activity cannot be menitored well
Content or if it poses a significant risk,
User Training Users can be trained to identify social engineering techniques and spearphishing emails with malicious links.
Detection

URL inspection within email (including expanding shortened links) can help detect links leading to known malicious sites. Detonation chambers can be used to detect these links and either automatically
go to these sites to determine if they're potentially malicious, or wait and capture the content if a user visits the link,

Because this technique usually involves user interaction on the endpoint, many of the possible detections take place once User Execution occurs.
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Let’s have a look at
some techniques.




ATT&CK Navigator — APT28
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ATT&CK Navigator — APT29
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ATT&CK Navigator — Comparison

~ about

Windows, Linux, macOS

1.0 14 18 22 3.0

APT28 & APT29
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Let’s have a look at
the ATT&CK
navigator.
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Adversary Emulation - Challenges

Build Simulate Test Detections
(]
=
-~
Building a lab Simulate attacks Write and test detection
infrastructure queries

—ﬂSACA splunk > turn data Into doing
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Adversary Emulation -Attack Range

* Multiple tools can be used to test the detections we are building.
* Here few examples (most commonly used):
— CALDERA: https://github.com/mitre/caldera
— Red Team Automation: https://github.com/endgameinc/RTA
— Metta: https://github.com/uber-common/metia
— Red Canary’s Atomic Red Team: hitps://atomicredteam.io/
— SPLUNK ATT&CK RANGE: https://github.com/splunk/attack range

+iSACA
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ive Directory X[ B ) == windowsT0
Sysmon Sysmon
VWndowsEventLis

Windows Event Logs

splunk > i
[ p phantom l
Phantom Metasplot
—HSAGA splunk > turn data Into doing
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Attack Range Architecture

\7

python attack_range py -m vagrant -a build
»  Vagrant

' Local Virtual Machines |

(,

-

!

splunk> || splunk
]
( AWS VPC \
> k==”- e ][ g ][ll\
T B
splunk: |[ splunk Lﬁ?@u
\ — J




Attack Range Commands

Build Simulate
(=

H =
-

Automated building Simulate attacks with
process with commands: Atomic Red Team with
Build, destroy, stop, command: simulate

resume

+SACA
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Test Detections

Run Splunk queries with
the command: search

splunk > turn data Into doing
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) Notify of '
Commit Convert Package bui?/d Test Nigz of Deploy
detection detection detection outcome detections outcome detections

—*-’SACA sp'unk > turn data Into doing
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Adversary Emulation - CI/CD

Notify of '
Commit Convert Package bui?/d Test Notgz of Deploy
detection detection detection outcome detections outcome detections
Attack Range

—*-’SACA sp'unk > turn data Into doing
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Resources

Attack Range: hitps://github.com/splunk/attack range

Attack Range Video: htips://www.youtube.com/watch?v=xlbin70Q-Ak

Attack Range White Paper: https://www.splunk.com/en_us/form/using-splunk-
attack-range-to-simulate-and-collect-attack-data.ntml

Mitre ATT&CK Matrix; https://attack.mitre.org/

Atomic Red Team: hitps://github.com/redcanaryco/atomic-red-team

ﬂ%areiss_patrick https://github.com/splunk/attack range splunk > turn data Into doing
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Good, Bad &
Ugly for
ATT&CK

Example of APT10 Group

Splunk > turn data into doing’

e



The Good, Bad & Ugly for ATT&CK

Collection of “techniques, When is MITRE ATT&CK

tactics, and procedures” useful?

manually curated from APT

reports.

* |dentify where you have * Tracking adversaries at a
gaps in know|edge detailed level

e Compare adversariesto ~ ° Sharing TTPs with

each other defenders in a common
taxonomy
* Compare adversary
behavior to defenses * Measuring your defenses
against your adversaries
HSACA capabilities

Porze Chspter
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What are the limitations?

* It has inherent biases of
being based on APT
reporting

* ltis tactical NOT strategic

* Mapping Techniques/Tactics
can be... hard

* |t doesn’t cover everything

Splunk > turn data Into doing
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Example from
APT10 Group

Splunk > turn data into doing’
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[
NEWS [Eepmm— —
DOJ charges Chinese nationals with
‘extensive' hacking, stealing from tech

companies, government agencies
By Chria Cisccia | Fou News GOOOOO More from Fox News

Bosten woman's
suspected

Ance Hathawus
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~

-/ BY THE FBI
APT 10 GROUP

Conspiracy to Commit Computer Intrusions; Conspiracy to Commit Wire Fraud;
Aggravated ldentity Theft

7 WANTED

ZHANG SHILONG

ZHU HUA

DETAILS
On December 17, 2018, a grand jury in the United States District Court for the Southern District of New York indicted ZHU HUA, aka “Afwae” aka “CYNX" aka
V. ~ palitliacand ZHAN *Raobedoonaaka Q " aka "Atreenn” OGS O D4 GEasR Operating in Ching

LIy0s 19 D qQuo., 0 oe
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What is
Who is APT MenuPass?
10?
How do |
Amla defend my
target? org?
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One screen. All the answers
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e Who and am | a target?

Porze Chapter

Matrices Tactics ~ Techniques ¥ Groups  Software  Resources ~ Blog(Z  Contact

Check out the results from our first round of ATT&CK Evaluations at attackevals.mitre.org!

Home > Groups > menuPass

menuPass

menuPass is a threat group that appears to originate from China and has been active since

approximately 2009. The group has targeted healthcare, defense, aerospace, and government ID: G045

sectors, and has targeted Japanese victims since at least 2014. In 2016 and 2017, the group Aliases: menuPass, Stone Panda,

targeted managed IT service providers, manufacturing and mining companies, and a university. APT10, Red Apolio, CVNX, HOGFISH

(1] (20 63 14 1S) Contributors: Edward Millington,
Michael Cox

Version: 1.0

splunk > turn data Into doing
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S What’s menuPass?

Alias Descriptions

Name
menuPass
Stone Panda
APT10
Red Apollo
CVNX

HOGFISH
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e How do | defend my org?

echniques Used

Domain D Name Use

Enterprise T1087 Account Discovery menuPass has used the Microsoft administration tool csvde.exe to export Active Directory data.*

Enterprise T1059 Command-Line menuPass executes commands using a command-line interface and reverse shell. The group has used a
Interface modified version of pentesting script wmiexec.vbs to execute commands. /191

Enterprise Connection Proxy menuPass has used a global service provider's IP as a proxy for C2 traffic from a victim. !

Enterprise

Credential Dumping menuPass has used a modified version of pentesting tools wmiexec.vbs and secretsdump.py to dump

credentials, ')

e
(75 (A

Enterprise T1002 Data Compressed menuPass has compressed files before exfiltration using TAR and RAR.

Enterprise T1039  Data from Network menuPass has collected data from remote systems by mounting network shares with net use and using
Shared Drive Robocopy to transfer data, '

Enterprise T1074 Data Staged menuPass stages data prior to exfiltration in multi-part archives, often saved in the Recycle Bin."

Enterprise  T1140 Deobfuscate/Decode menuPass has used certutil in @ macro 10 decode basebd-encoded content contained in a dropper document
Files or Information attached to an email. The group has used certutil -decode to decode files on the victim's machine when

oy

drooging UPPEF

S
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—— How do | defend my org?

Discovering Accounts

menuPass uses-atool called
csvde.exe to export AD data



Data Needs:

CSVde_exe 4688 Windows event code

“A new process has been created”

Sysmon logging

will be
executed _On Carbon Black/EDR
an endpoint

Yy ova
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menuPass uses aglobal service
provider for a c2



Data Needs:

C2 is in Stream/Zeek/Wiredata
hetwork traffic DNS

Firewall traffic

Netflow traffic

Yy ova
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menuPass uses stages data in
the recycling bin



Data Needs:

Files written to Sysmon logging
disk on an Carbon Black/EDR

endpoint

Yy ova
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menuPass collects data with
“net use” and robocopy



Data Needs:

“net use’ will 4688 Windows event code
be executed Sysmon logging

on an Carbon Black/EDR
endpoint

Yy ova



When does
ATT&CK go off
the rails

Do Not Think You Have To Alert On Each
Do Not Assume All Techniques Are Equal
Do Not Forget About The Security Basics

Do Not Think It Covers Protection Of What

Is Most Important For Your Organization
splunk > turn data Into doing




Contatti

g @ilfOrz

B aforzieri@splunk.com
m https://www.linkedin.com/in/antonio-forzieri-1812375/
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