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* Approccio attuale al cybersecu
non é una soluzione ma rapprese
problema

» Cambio di paradigma: da qualitativo a
guantitativo

* La soluzione: usare strumenti statistici
consolidati
— «in teoria»
— «in pratica»

5 giugno 2020

he Biggest Cybersecurity Risk

stion: What is Your Single Biggest Risk in Cybersecurit

ow You Measure Cybersecurity Risk
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Solution

Here are some risks plotted on a “typical heat map”.
Suppose mitigation costs were:

ould be funded and wh

Solutions
ds and certification tests promote risk analysis as a type of ordinalscoring metho
g Methodology” on OWASP.org states:

Jentified a potential risk and wants to figure out how serious it is
At the highest level, this is a rough measure of how like
ed and exploited by an attacker. It is not necessar

hether the likelihood is low, . or hig
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Share of Methods Used in Cybersecurity Risk
Assessment

ost Popular
ethod

Other Probabilistic
Qualitative

Likelihood

Risk Matrix

e: HDR 2015 Survey of Cyberse
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alysis or Expertise be a “Placebo button”?

da riconosciuto esperto di tecnica delle decisioni, ipotizza
e should assume increased confidence from analysis i

Placebo button is a push-button or other control
which has apparent functionality but has no
physical effect when pressed.

* Office thermostats

e Walk buttons




hat the Research Says

ounting evidence against (and none for) the effectiveness of
1 “risk matrices.”

mlsconceptlons about statistical inference may keep sc

en naive statistical models outperform human e

: Every improvement we @ as already been adopted in
several cybersecurity environments

uno ha continuato la ricerca di soluzioni migliori .

Fortunately, other researchers have run experiments” showing that ex-
perts can b be trained to be better at estimating probabilities by jpp;lymg [ &
a battery ttery of eszg the experts a lot of quick, repetitive,
clear feédback along with training in techniques fo for i improving subjective |
probabﬂmes In short, researchers discovered that assessing uncertainty is |
a general skill that can be taught with a measurable improvement. That is,
when [calibrated cybersecurity experts] say they are 85% confident that a
major data breach will occur in their industry in the next 12 months, there
really is an 85% chance it will occur.
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The human brain is a relatively inefficient device for noticing, selecting, i/
categorizing, recording, retaining, retrieving, and manipulating informa-
tion for inferential purposes. Why should we be surprised at this?””

ols for improving the Human Component
Our goal is actually to elevate the expert. We want to treat the cyberse-
curity expert as part of the risk assessment system. Like a race car or athlete,
they need to be monitored and fine-tuned for maximum performance. The

expert is really a type of measurement instrument that can be “calibrated”
to improve its output.

bility Component

A critical component of risk analysis is cybersecurity experts’ assessment
of the likelihoods of events, like cybersecurity breaches, and the potential
costs if those events occur. Whether they are using explicit probabilities or
nonquantitative verbal scales, they need to judge whether one kind of threat
is more likely than another. Since we will probably have to rely on the ex-
pert at some level for this task, we need to consider how the experts’ skill at
this task can be measured and what those measurements show.

mparimo a «scomporre» il problemi

Doing the math explicitly, even it the inputs themselves were subjective
estimates, removes a source of error. If we want to estimate the monetary
(impact of a denial of servicelattack on a given system, we can estimate the

( duration] the [number of people affected] and the(cost per unit of time|per
person affected. Once we have these estimates, however, we shouldn’t then
just estimate the product of these values—we should (compute]the product.
Since, as we have shown earlier, we tend to make several errors of intuition
around such calculations, we would be better off just doing the math in
plain sight.
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premessa: Le possibili scale di misura

La misurazione, nel senso piti ampio, consiste nell’attribuzione di
numeri a oggetti o eventi seqguendo determinate regole. Il fatto che s
possano assegnare dei numeri seguendo regole differenti porta a
differenti tipi di scala e differenti tipi di misurazione” (S. S. Stevens,
1946)

| possibili tipi di scale di misura definiti da
Stevens sono:
e Scala nominale

e Scala ordinale

* Scala ad intervalli equivalenti
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di misura

Caratteristiche

Categorie (nessun ordine o verso)

i q Conteggio
Definisce una tassonomia. ge!

Nominale

I numeri associati alle classi di equivalenza
esprimono unicamente la relazione d’ordine
esistente tra le classi, sono dei semplici codici che
servono a distinguere e ordinare, max, min, ma non
ci dicono nulla sulla grandezza delle distanze tra le
classi di equivalenza. Algebriche ?

Differenza tra misure ma non esiste
Intervalli equivalenti un reale valore 0, °C, °F e fanno
riferimento ad un’altra scala (°).

Qualitative

Categorie (posizione in una

2rdinale graduatoria)

Differenza tra i numeri associati ai diversi punti
della scala

Quantitative

Rapporti equivalenti Differenza tra misure ma esiste un Algebriche ‘

reale valore 0, K

ISACA

et
Rome Chapter
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Frequenza annua (P)

n errore abbastanza comune
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5 The Black Swan Event u
4 100 a 8 12 16 20 2 N E Actually Black Swan” Events are highly
H unlikely to happen but would have
= severe consequences
o0.10f 3 6 9 12 15 18 6 3.0 3
3 = if they happened
2 0.01 2 4 6 8 10 12
1 0.001 1 2 3 4 5 6 1
€10 €100 €1,000 €10000 €100,000 €1,000,000 Severity/impact
1 2 3 4 5 6 1 2 3 4 5 6
DB Access Mitigate
ly Measure | Mitgace
Data in Transit Mitigate
. Network Access Control Mitigate
k I n File Access
Web Vulnerabilities
System Configuration

ybersecurity?

What if we could measure

risk more like an actuary —

“The probability of losing
ore than $10 million due to
curity incidents in 2021 is

if we could prioritize
tments based

Siterm s 3vern i ¢ e ke

Rome Chapter

100%

90%

80%

losing more than

a10% chan:

0%

This means there is about a 40% chance of

OM in a year and about
osing more than}ZOOM.

60%

50%
40%

ter

T

0%

0%

Chance of Loss or Greater

| [
|
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» Cybersecurity is too complex or lacks sufficient data
for quantitative analysis...
* Probabilities can’t be used explicitly because ...

 Remember, softer methods never gllevijate a lack of data,
complexity, rapidly changing environments or
unpredictable human actors...they can only gbscure it.

5 giugno 2020
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There is no evidence that the types of scoring and risk matrix
methods widely used in cybersecurity improve judgment.

On the contrary, there is evidence these methods add noise and
error to the judgment process. One researcher——Tony CoX—-
goes as far as to say they can be “worse than random.”

Any appearance of “working” is probably a type of “analysis
placebo.” That is, a method may make you feel better even
though the activity provides no measurable improvement in
estimating risks (or even adds error).

There is overwhelming evidence in published research that
guantitative, probabilistic methods are effective.

Fortunately, most cybersecurity experts seem willing and able to
adopt better quantitative solutions. But common misconceptions
held by some—including misconceptions about basic statistics—
create some obstacles for adopting better methods.

5 giugno 2020
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It is possible to greatly improve on the existing methods.

Many aspects of existing methods have been measured and found wanting. This is not
acceptable for the scale of the problems faced in cybersecurity.

Cybersecurity can use the same quantitative language of risk analysis used in other
problems.

As we will see, there are plenty of fields with massive risk, minimal data, and profoundly
chaotic actors that are regularly modelled using traditional mathematical methods. We do
not need to reinvent terminology or methods from other fields that also have challenging
risk analysis problems.

Methods exist that have already been measured to be an improvement over expert
intuition.

This improvement exists even when methods are based, as are the current methods, on
only the subjective judgment of cybersecurity experts.

These improved methods are entirely feasible.

We know this because it has already been done. One or both authors have had direct
experience with using every method described in this book in real-world corporate
environments. The methods are currently used by cybersecurity analysts with a variety of
backgrounds.

You can improve further on these models with empirical data.

You have more data available than you think from a variety of existing and newly
emerging sources. Even when data is scarce, mathematical methods with limited data can
still be an improvement on subjective judgment alone. Even the risk analysis methods
themselves can be measured and tracked to make continuous improvements.

5 giugno 2020
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Una concetto
fo nda m enta I e based on one or more observations

Definition of Measurement

Measurement: A quantitatively expressed reduction of uncertainty

The practical differences between this definition and the most
popular definitions of measurement are enormous.

Not only does a true measurement not need to be infinitely precise
to be considered a measurement, but the lack of reported error—
implying the number is exact—can be an indication that empirical
methods, such as sampling and experiments, were not used (i.e., it’s
not really a measurement at all).

Measurements that would pass basic standards of scientific validity
would report results with some specified degree of uncertainty, such
as, “There is a 90% chance that an attack on this system would
cause it to be down somewhere between 1 and 8 hours.”

.... A measurement is, ultimately, just information, and there is a
rigorous theoretical construct for information. field called
“information theory”, was developed in the 1940s by Claude
Shannon, an American electrical engineer and mathematician.

5 giugno 2020
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The Concept of Measurement

It’s not a point value.

Measurement: a quantitatively expressed reduction in uncertainty based on
observation.

You can quantify your current uncertainty — additional observations reduce it.
Even marginal reductions in uncertainty can be extremely valuable.

Probability Distribution After |

incertezza»
" Doing “Uncertainty Math”

Using ranges to represent your uncertainty instead of unrealistically precise
et otk b ) e
point values clearly has ad\Tantage_s When you allow yourself to use ranges

and probabilities, you'ﬂbn t really have to assume anything you don't know
for a fact. But precise values have the advantage of being simple to add,
subtract, multiply, and divide in a spreadsheet. If you knew each type of
loss exactly it would be easy to compute the total loss. Since we only have
ranges for each of these, we have to use probabilistic modeling methods to
“do the math.” o

“ So how do we add, subtract, multiply, and divide in a spreadsheet
when we have no exact values, only ranges? Fortunately, there is a practi-
cal, proven solution, and it can be performed on any modern personal
computer—the “Monte Carlo” simulation method. A Monte Carlo simulation

abilities for inputs. For each scenario, a specific value would be randomly
generated for each of the unknown variables. Then these specific values
would go into a formula to compute an output for that single scenario. This
process usually 'goes on for thousands of scenarios.

5 giugno 2020

uses a computer to generate a large number of scenarios based on prob- \

24
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Il metodo Monte Carlo & un'ampia classe di metodi computazionali basa

campionamento casuale per ottenere risultati numerici. Puo essere utile p

problemi computazionali legati ai test esatti (ad esempio i metodi basati

sulla distribuzione binomiale e calcolo combinatorio, che per grandi campioni g
mll"27lﬂnl ecce. I\In\

I metodo & usato per trarre stime attraverso simulazioni. Si basa su un algoritmo ch

genera una serie di numeri tra loro non correlati, che seguono la distribuzione di

probabilita che si suppone abbia il fenomeno da indagare.

a simulazione Monte Carlo calcola una serie di realizzazioni possibili del fenomeno in

esame, con il peso proprio della probabilita di tale evenienza, cercando di esplorare in
modo denso tutto lo spazio dei parametri del fenomeno. Una volta calcolato questo
campione casuale, la simulazione esegue delle 'misure' delle grandezze di interesse su
tale campione. La simulazione Monte Carlo & ben eseguita se il valore medio di queste
misure sulle realizzazioni del sistema converge al valore vero.

Le sue origini risalgono alla meta degli anni 40 nell'ambito del Progetto Manhattan. |
formalizzatori del metodo sono Enrico Fermi, John von Neumann e Stanistaw Marcin
Ulam!, il nome Monte Carlo fu inventato in seguito da Nicholas Constantine
Metropolis in riferimento al noto casino situato a Monte Carlo, nel Principato di
Monaco, I'uso di tecniche basate sulla selezione di numeri casuali & citato giainu
lavoro di Lord Kelvin del 1901 ed in alcuni studi di William Sealy Gosset!!].
L'algoritmo Monte Carlo & un metodo numerico che viene utilizzato per trova
soluzioni di problemi matematici che possono avere molte variabili e che

essere risolti facilmente, per esempio il calcolo integrale. L'efficienza d

aumenta rispetto agli altri metodi quando la dimensione del prob

Un primo esempio di utilizzo del metodo Monte Carlo &

dell'ago di Buffon e forse il piti famoso

5 giugno 2020
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Quadro d’insieme

—— o e Controlli
di Business 3 Hoedure
Infrastrutture Fisiche
13
@ Risorse Umane (Ruoli)
= Sistemi Operativi e Software

Processi ImpattoAsset Minaccia Probabilita Impatto

Proc3

1.1.1- Gestione

rete vendita

1.1.1- Gestione Infrastrutture — 2
rete vendita Fisiche 8
1.1.1- Gestione Infrastrutture 5 Scariche atmosferiche (Fulmini,

1- Principali -1- Vendite Effetti di catastrofi ambientali 4.0

-1- Vendite

1- Principali -1- Vendite 3.00

1.1.1- Gestione 4. Problemi
vendita tecnici

1.1.1- Gestione Infrastrutture

1- Principali .1-Vendite 000 4005 5. Atti deliberati

o e 11.2-Gestione Materiale access
1- Principali -1-Vendite o X

2.00Hardware 2 Organizzative 51 gisponibil

sione di supporti

: is
Lia=Crmie 2.00Hardware 3. Errori umani tici contenenti dati senza
adeguate garanzie

-1-Vendite o0

1-Vendite 112~ Gestione 2.00Hardware 5. At delberati
Promoter

izzo non autorizzato di

util
- 1- Vendite i

112~ Gestione 2.00Hardware 5. At delberati
Promoter

Sesterm) s 3eern i ¢ e ke
Rome Chapter 1.1.2 - Gestione , yRisorse Umane

ple “One-For-One Substitution”

Each “Dot” on a risk matrix can be better represented as arow ona
table like this

Quindi partendo da una struttura logica sostanzialmente eguale ad una
utilizzata per la Risk Matrix posso procedere all’elaborazione «statistica»

legli eventi identificati - - P

e? Proc3 1imp Ast CL_Thr Pl RP 1l

1.1.1- Gestione infrastrutture 1. Forza
1- Principal 1.1-vengite 111Gt aofirest e
1.1.1- Gestione Infrastrutture
1- Principal 1.1-vengite 111G aoofirest
1.1.1- Gestione Infrastrutture Scariche atmosferiche (Ful
ke L1 Vendite oie vendita +isiche maggiore sovratensioni, ecc.
1.1.1- Gestione 4.Problemi  Guasto nel sistema i
rete vendita Fisi tecnic alimentazione

1.1.1- Gestione ogfrastrutture Accesso fisico non autorizzato ai
local

Effetti di catastrofi ambientali 400 1.0 4.00

Incendi

1.00 4.00
1- Principali 1.1-Vendite
1- Principali L1-vendite L 4000 e
1.1.2 - Gestione e 1.Forza
Promoter maggiore
1.1.2 - Gestione
Promoter
1.1.2- Gestione.
Promoter

5. Atti deliberati | 200 4.00

1- Principali 1.1-Vendite

> - : .
1 principali 1.1- Vendite 2.00Hardware 2. Organizzative M2teriale accessorio /supporti 200 2.00

1.1-Vendite 2.00Hardware

1.1.2- Gestione ione di supporti

o
1.1-Vendite 2.00Hardware 3. Errori umani  informatici contenenti dati senza 5. 1.00 2.00
Promoter 5
adeguate garanzie

1.2 - Gestione Furto di apparecchiature IT

1.1-Vendite & 2.00Hardware 5. Atti deliberati 3.00 2.00
Promoter m

1.1-Vendite 2.00Hardware 5. Atti deliberati

1.1.2- Gestione Utilizzo non autorizzato di 2001200
Promoter Estenl

1.1-Vendite - 1-2- Gestione 2pRisorse Umane 1. Forza
Promoter m

BT Indisponibilita di personale X 100 200

Sistors ans. averne e - 1.1.2-Gestione Sicurezza n
Ly - 1.1-Vendite oo " 2. Organizzative l;m:e =D 200 200

Rome Chapter
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bello poter simulare le varie combinazioni per ottenere dati
del rischio

Excel : Generazione N. casuali

D esempio excel

E . e e g delz o)

Monte Carlo v |

10,000,000 Evento Probabilita
00:00:02 A 16%)
B 50%)|

Conteggio Probabilita
Cnt (A) 1,599,996 16.0%
Cnt (B) 4,999,671 50.0%

Cnt(A*B) 799,860 8.0%
Cnt (A+8) 5,799,807 58.0%

prove / sec. 9,950,249

14
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Simuliamo un
evento
specificando: P

Impatto: Distribuzione log - normale
Casuale : 90% tra (Linferiore e Lsuperiore) SO0
valori positivi e possibili valori molto alti

Probabilita annua : Distribuzione normale ‘ A

Probabilita acc.
Intensita

Formula excel :

=SE ( CASUALE() < P;
INV.LOGNORM.N(CASUALE(); (LN(L;)+LN(L,))/2;(LN(L)-LN(L;))/3.29);
0)

Ogni volta che calcoliamo la formula otteniamo un valore casuale, che ha
le caratteristiche richieste.

(compreso lo 0 : non accaduto)

L’insieme dei valori ottenuti &, anche lui, una distribuzione e quindi . . . .

5 giugno 2020
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31

ematica dell’incertezza

RISCHIO

Impatio

Definition of Measurement

Measurement: A quantitatively expressed reduction of uncerainty
based on one or more observations.
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norm. Gauss

8

BN 2 Gella formula

Impatto 90%
min max

Prob. Anno

RISCHIO

€3,000 €10,000
€3,000 €10,000
€3,000 €10,000

€3,000 €10,000

€3,000 €10,000

€3,000 €10,000

€3,000 €10,000

€3,000 €10,000

€3,000 €10,000

€3,000 €10,000

€3,000 €10,000

| €10,000

€10,000
€10,000
€10,000
€10,000

€10,000

€10,000

€10,000

€10,000

€10,000

€10,000

€10,000
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€11,202

©-6-0-0-0-0-0-0
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Risk Table
(parziale)

Ripetere la
simulazione n volte
(ad es.10.000 volte)
Ad ogni «anno»
sommare i danni
degli eventi
avvenuti
Registrarne il valore
Creare il grafico

Filtro = d B
Eventd Prob. ARG Impatto 90% Danno anno | Totale danno

min max effettivo 1 €17,460]
AA 6% €398 €2,512 €0 2 €5,447|
AB 6% €398 €2,512 €0 3 €1,098
AC 10% €398 €2,512 €0 4 € 1,726
EG 3% €3,631| €22,909 €0 5 €2,776|
RT 7% €3,631 €22,909 €0 6 €0|
My 11% €398 €2,512 €0 7] €898
MA 6% €832 €5,248 €2,120 8 €685
RM 10% €575 €3,631 €0 9| €6,811]
DS 12% €398 €2,512 €1217 10 €0|
us 4% €398 €2,512 €0 11 €1,373)
FM 10% €398 €2,512 €0 12 €19,342]
MD 5% €398 €2,512 €0 13 €15,203)
UN 5% €398 €2,512 €1,743 14 €726
EP 8% €398 €251,101 €0 15| €679
(] 1% €832 €5,248 €0 16 €620
MF 10% €832 €5,248 €0 17/ €1,785
SN 4% €575 €3,631 €0 18/ €2,339
s 5% €398 €2,512 €0 19 €2,151

€575 €3,631 20

€398 €2,512 21

2

€398 €2,512

€22,909
18.00%

16.00% €3,631 €22,909

5 giugno 2020
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Rischi XYZ

e
9
]

Probabilitaannua evento
2
]

€10,000

Anche il concetto di rischio accettabile si
avolve e diviene :
rva statistica di accettabilita

17



€10,000 10.0%|

Analista: Accetterebbe una probabilita del 10% all'anno di perdere piu
milionia causa di un rischio di sicurezza informatica?

Dirigente: preferisco non accettare alcun rischio !

Analista: anch'io, ma gia ora accetta rischi similiinaltre aree. Potrebbe sempre
spendere di pit per ridurre i rischi, ma ovviamente c'é un limite.

Dirigente : vero. Sarei disposto ad accettare un anno di probabilita del 10% di una
perdita di $ 5 milioni.

Analista: che ne dice di una probabilita del 20% di perdere pit di $ 5 milioniin un
anno?

Dirigente : Non spingiamoci troppo avanti. Restiamo con il 10%.

Analista: fantastico, 10% quindi. Ora, quante possibilita sarebbe disposto ad
accettare per una perdita molto pit grande, come $ 50 milioni o pit?
Potrebbe andare un 1%?

Dirigente: penso che sia troppo. Potrei accettare una
accettare con una perdita di

5 giugno 2020

dence curve

Probabilita annua perdita

0%
€10000  €110000  €210,000

Montecarlo - Probabilita eventi perdita

—e—Rischio residuo

—e— Loss eceedance Curve

€310,000 €410,000 €510,000 €610,000 €710,000 €810,000 €910,000
Impatto

5 giugno 2020
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oss Exceedance Curves: Before and After

» How do we show the risk exposure after applying available mitigations?

_\ Risk Tolerance

R Stoclhastic Inherent Risk
Dominance

=
Residual Risk il

Chance of Loss or Greater

=]
<Q
o

Given Loss or Greater (Millions)

In teoria il metodo sembra funzionare,
e la qualita dei dati adesso dipende
alla qualita delle stime.

ome migliorarla

19



> efficace
posizione
assere:
chiara
- osservabile
utile

Scale di misura
Processi di Business
* Impatti
* Risorse utilizzate
Risorse
* Eventi
* Conseguenze RID
* Probabilita eventi
* Controlli applicabili
« Livello di implementazione
Controllo
e Standard (ISO, NIST, CSF, ecc.)
e Efficacia
+ RID
* Riduzione Probabilita

5 giugno 2020

Concordiamo le scale di misura

Frequenza annua

Frequenza
annuay

indice

1 0.0%

0.08

0.5
3
20.

Impatto

indice

i

€335,81

€ 251,189

€ 1,584,893

€ 10,000,000

di indice di rischio

42

5 giugno 2020
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Scomposizione e valutazione di Impatto sui

(omensone | perataa:

Riservatezza Integrita Disponibilita

Perdita di 1-6 1-6 1-6
Produttivita

Risposta 1-6 1-6 1-6
all’evento

Perdita di 1-6
Competitivita

Multe e penali

Reputazionale

Max

Risorse utilizzate (direttamente / indirettamente)

Azienda

Dati Cartacei (Documenti, ...)
Dati Elettronici (DB, ...)
Hardware

Infrastrutture Fisiche

Reti

Umane (Ruoli)

Sistemi IT

Software

Servizi esterni

5 giugno 2020
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» controlli

Risorsa

Controllo
Standard
(Ne]
NIST
CSF

Capability /
maturity

Costo

Evento

RID

Riduzione
Probabilita
RID

Riduzione
Impatto
RID

* Controllo
e Applicabilita
* Risorsa
* Minaccia

Standard (ISO, NIST, CSF,
ecc.)
Strumento

Efficacia

* RID

* Riduzione Probabilita
¢ Riduzione impatti

Costo

5 giugno 2020
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Possibilita di analisi e confronto «documentato»

o» la Risk Table posso analizzare statisticamente per :

Figurn 38— rampls Risk Scanarias (cant)

Upkort smatyss s parormed ans 3
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imparare dagli altri

onte Carlo: How to Model Uncertainty in Decisions

Frequency Outage
and Freque
magnitude e i

$20$25530$35540

Cost Per
Outage Ilo_yr

Simple decomposition greatly reduces
estimation error for estimating the most
uncertain variables (MacGregor, Armstrong,
1994)

As Kahneman, Tversky and others have
shown, we have a hard time doing
probability math in our heads

In the oil industry there is a co
and financial performa

improvemen

5 giugno 2020
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I metodo visto mette a disposizione i valori dei rischi i
«Scala a rapporti equivalenti» espressa in ALE €/anno (A
Loss Expectation).
Sono quindi possibili

*  Somma di rischi

*  Percentuali

e Ecc.
Si possono quindi produrre alcuni utili reports altrimenti
impossibili
Se si utilizza excel, pivot tables: campi calcolati, la soluzione &
banale

AA 4 10 10.000€ 100.000€
AB 5 1 2.000.000€ 2.000.000€
Totale 2.100.000€

IR equiv. 5.16

5 giugno 2020

a dl Pa rEto Rischi : Diagramma di Pareto 2020

5.00
.50

0
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Titolo del grafico
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Processo

When someone in cybersecurity or any other field says something like, “We don’t
have enough data to measure this,” they probably do not understand that they are

Sma " Sa m ples Te" making a very specific mathematical claim—for which they provided no actual math to
support. Did they actually compute the uncertainty reduction from a given amount of

You More Tha n You data? Did they actually compute the economic value of that uncertainty reduction?
Probably not.

Think Our intuition is one problem when it comes to making probabilistic inferences about

data. But perhaps a bigger problem is What We think We learned (but learned
incorrectly) about statistics. Statistics actually helps us make some informative
inferences from surprisingly small samples

Rule of Five

There is a chance that the median of a population is between
the smallest and largest values in any random sample of five from that
population.

Mm ’ 5 giugno 2020

Seterm i o e vk

‘ame Chapter

26



5 giugno 2020

Le ricerche ci dicono che:

* Non tutti siamo in grado di stimare
correttamente le probabilita di accadiment
di un evento o 'entita del danno potenziale

* Tutti possono imparare a farlo, anche in
modo piu che soddisfacente

5 giugno 2020

Improving Expert Forecasts

Tetlock also looked at what
improved f orecastin g. The Psychology of Intelligence Analysis: Drivers of Prediction
He tracked 743 individuals who Aceuracy in Werld Polities
made at least 30 forecasts each
over a 2-year period.
He determined factors that

ade the biggest difference in

e performance of forecasting.

Probabilistic Training

Teams and Belief Updating

Selecting the Best

27
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e Discreta (binaria) nell’arco di tempo
o Lancio moneta
Due tipi di stima di o Data Breach

probabilita o Blocco sistema
oo

¢ Continua (Intervallo di confidenza: Cl 90%)
o Conseguenze Data Breach (€ ,..min)
o Durata interruzione di servizio (t ,y.min)

o ..

Due atteggiamenti
e Ottimista
*  Pessimista

Il fenomeno e stato studiato (Psicologia delle Decisioni) a partire
dagli anni ’80: premio Nobel Scienze Economiche 2002.

Per ogni individuo I'atteggiamento relativo alle stime & abbastanza
costante (prevale l'ottimismo)

Le ricerche hanno dimostrato che si puo imparare a correggere la
nostra attitudine «congenita», migliorando, in modo misurabile, la
nostra capacita di stima

SACA

Sesterm) s 3eern i ¢ e ke
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ation questions

Lower Bound Upper Bound

e ke

# Question

What percentage of bronze is typically made of
copper?

How many countries have at least one McDonald's?
How many employees did ebay have in the first
quarter of 20067

What was the population of Miami (within the city
limits, not the entire metropolitan area)

How many casualties did the French suffer in the
Battle of Waterloo?

What is the range in miles of a Minuteman Missile?
What is the percentage of IT jobs in the US were
unfilled in 19977

The Supremes’ (with Diana Ross) song “Stop! In the
Name of Love” was how long? (minutes, seconds)
How many undergraduates attended Cambridge in
19907

Ifyou could jump 50 feet straight up into the air,
how many seconds would you be airborne before
you landed?

How many gallons are in a bushel (they are both
measures of volume)?

How many sovereign rulers has England had in the
last thousand years?

f the air temperature was 5 degrees below zero
(Fahrenheit) and the wind speed was 15 mph, what
would the temperature adjusted for wind-chill be?
Average cost of testing in software development s
what percentage of total project costs?

On average, if a software development project was
projected to take 17 months, it actually takes how
many months?

How many meters tall is the Sears Tower?

How many gold medals did Jesse Owens win at the
1936 Berlin Olympics?

In 2005, the average combined MPG for all US cars
and light trucks on the road was how much?

‘The average house in the United States uses how.
many gallons of water per day?

What was the average price in the United States of
a house sold in 20017

(95% chance
value s
higher)

(95% chance
value is
Tower)

Statement

The melting point of tin is higher than the melting
point of aluminum.

In English, the word “quality” is more frequently
used that the word “speed”.

Any male pig s referred to as a hog.

California’s giant sequoia trees are named for an
early 19th century leader of the Cherokee Indians.
The Model T was the first car produced by Henry
Ford.

When rolling 2 dice, a roll of 7 is more likely than a
3

No one has ever been reported to have been hit by
any object that fell from space.

Sir Christopher Wren was a British anthropologist.
Pakistan does not border Russia.

‘The Navy won the first Army-Navy football game.
‘The paperback version of the book “The Da Vinci
Code”, as of July 2007, still ranks in the top 500
bestselling books on Amazon.

Italian has more words than any other language.

‘The month of August is named after a Greek god.
The deepest ocean trench is deeper than the Grand

nyon.
Abraham Lincoln was the first president born in a
Iog cabin.

As of July of 2007, more people search Google for
“Harry Potter” than “Hillary Clinton” (according to
GoogleTrends).

The population of Alabama is higher than the
population of Arizona.

No category 5 hurricane hit the US in 2004.

The UK is among the top 10 largest economies in the
world (by GDP).

‘The movie Forest Gump has grossed more to date
than ET. The Extra Terrestrial.

Answer
(T/F)

Confidence that you
are correct (Circle

50% 60% 70% 80%
90% 100%
50% 60% 70% 80%

50% 60% 70% 80%
90% 100%
50% 60% 70% 80%
90% 100%

50% 60% 70% 80%

50% 60% 70% 80%
90% 100%

50% 60% 70% 80%

50% 60% 70% 80%
90% 100%

Come
interpretare
i risultati

giiHkboard

CALIBRATED PROBABILITY
ASSESSMENTS
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Reducing Uncertainty with
Bayesian Methods

Esistono metodi matematici per ridurre
I'incertezza collegando cause, di cui sappiamo
stimare la probabilita, all'effetto di cui vogliamo
valutare la probabilita

Ad esempio:

Calibrated Expert Input

P(REV[~PPT)  0.05%

Positive
Pen
| Test @

Sistemi aziendali

Exploitable  gh P(MDB|~REV) 1.00 %

Vulnerability
Major
Data -a
Breach

Bayes derived value

P(MDB) ?%

5 giugno 2020

5 giugno 2020
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v O

Contact HDR to develop custom
quantitative methods for your firm.

Decision Research www.hubbardresearch.com Sistemi aziendali

Chapter 8 Simple Bayes Example Key Remotely

(in yellow).

tables below contain the calculations necessary to compute
the table on the right from the inputs in the table on the left

This is the major data breach example from Chapter 8. The Exploitable 44

Vulnerability

P(MDBREV)
P(MDB]|~REV)

Figure 8.2 Major Data Breach Decomposition Example with Conditional
Probabilities

Fillin

P(REV[PPT)

everything

P(REV|~PPT)
P(PPT)

in yellow

Sesterm) s 3eern i ¢ e ke

Rome Chapter
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Rome Chapter

ologie di Cybersecurity che utilizzano Monte Carlo:

With a view to creating a tool that helps accelerate the adoption of the Open FAIR standard, the
tool provides both experienced and novice risk practitioners with a practical and pragmatic tool
to help analyze perceived risk in a consistent and simple to use way, whatever industry they work
in. It is now available for our members and others to download and evaluate.

5 giugno

2020
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0 Action for Cybersecurity

lizations should stop using risk scores and risk matrixes and
ards organizations should stop promoting them
simple probabilistic methods now: They demonstrate a measurable
2ment over unaided intuition and they have already been used.
) reason not to adopt them.

le methods when you are ready — always based on whe
rable improvement.

—HSACA 1

Sistemi informativi: averne fiducia e trarne valore

Rome Chapter

Grazie per
I'attenzione

Questions ?

alberto.piamonte@alice.it
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