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Who we are...

Senior Principal Consultant for Incident Response and a leading figure of the RSA 

IR Team operating worldwide.

I begun my ICT career in 1997 in Digital Corp, but I started to crack software in 

1985 with a Commodore C64…

I decided to get out of the cracking scene in early 2000s and for about three years 

I remained focused on Networking and System administration… until Nimda and 

Blaster came out and testing network and system security became an interesting 

career…

I worked on the offensive side until 2009 when I jumped into the IR bandwagon.

Since then I got busy with engagement around the world covering investigation in 

banks, military, governments and telco companies.

Stefano Maccaglia
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Who we are...

I am a Senior Consultant for Incident Response operating in the EMEA area.

I joined RSA on 2012 as Delivery Specialist performing implementation,

design and analytics support to customers globally.

From 2016 I’m part of the RSA Incident Response team and I participate to 

engagements covering Private and Public companies and Telco sector.

Graduated in Computer Engineering in Padua, I started my career by dealing with 

issues related to computer security, collaborating with different consultancy 

companies located in Italy and in UK.

My actual role led me to follow some of the most important customers in the EMEA 

region.

Marco Faggian
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The RSA Incident Response team

ISO22301

Global Practice responsible for Reactive Incident Response, Proactive Incident 

Discovery, general IR expertise, support, and enablement services. 

It has built from the ashes of the RSA Breach in 2011. 

We are specialized in these type of incidents

APT

Criminal Activity

Internal Threats

Commodity Malware

Loss of Intellectual Property or PII/PHI

Non-Disclosure Agreements not to release information regarding our customers, but 
the following is a sampling of our clients and associated verticals:

Fortune 50, 100 and 500 companies

Financial Institutions

Utility Companies

Government Agencies

Law Firms 
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Our Approach

ISO22301

In time, we have organized our investigation process developing a methodology 

organized in parallel streams involving host forensics and malware analysis upon all 

suspicious artifacts.

In addition, thanks to our network forensics solution, we can deeply analyze the traffic 

and trace any suspicious or malicious communication by dissecting the payloads with 

direct observation or through rules and IOCs that we can input in it.

Network 

visibility

System 

visibility

Malware 

visibility

Network, system 

and log indicators.

Classification and 

attribution.

Incident 

surface.

Triage planned from 

a tailored set of 

strategic actions.
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The case

The enemy of my 

enemy is here!

The enemy of my 

enemy is here!

Let’s begin…Let’s begin…
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The case – Initial Status

The action took place in Middle East, a recent battlefield for several cyber-espionage 

actors, both locals and foreigners.

A Government Agency requested seek our assistance when her staff found an 

internal system storing a significant set of sensible data copied from protected 

servers. 

The Customer presented evidences of a system compromise dated back to August 

2018.

RSA provided onsite support to the Customer from October 8, 2018. 

During the initial call, we verified the presence of our gear on the environment 

because, while we can run an investigation without it, our technologies accelerates 

the investigation process consistently.

In this case, NWP and NWE were already installed, but were not configured to 

achieve an optimal visibility, especially for the endpoints.
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The case – Initial Status

RSA Netwitness platform was deployed earlier in the environment (in January 2018). 

RSA Netwitness Endpoint was working since January 2018 but only on Servers.

To increased the host visibility RSA deployed NWE to as many as 4,518 endpoints, 

immediately after the request of support. 
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The case – Initial customer findings

The Customer reported the presence of five archives, renamed as jpg files in a log 

folders of the REPO Server Web Application.

The files were created on August 19, 2018. 

The header of the files showed clearly they were RAR files.

The header alerted the 

Customer, as this was 

a restricted document 

stored in a dedicated 

area for the Managers.
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The case – Initial RSA findings

Investigating REPO server $MFT, via RSA NWE, we discovered interesting items:

Findings:

On December 28, 2017 the file w.exe was dropped onto IME folder part of the Windows 

operating system directories. 

The file is the Windows Credentials Editor (WCE) a tool to list logon sessions 

and add, change, list and delete associated credentials (ex.: LM/NT hashes, plaintext 

passwords and Kerberos tickets).

This action allowed the attacker to dump the credentials from the server (see the file 
“tmp1.txt”).

It is worth mentioning that the “Oilrig” APT group has been reported using the IME 

folder of Windows systems to drop his tools. We counted a number of similar cases 

related to this Actor.
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The case – Initial RSA findings

We were able to collect the files and tmp1.txt content is shown below:

We left a number of password in the clear to show you the level of “complexity” 

used for some local or services related accounts…

All these account were breached on late December 2017 (see file creation date)…

At this point we attempted to review the logs of the system in order to highlight the 

source of the compromise…

We were unable to investigate via NWE as the agent was deployed on the system 

on January 2018.

NT_AGENCY1\Administrator:*************

NT_AGENCY1\webapp:*************

NT_AGENCY1\nagios\nagiosadmin:Passw0rd123

NT_AGENCY1\testfs:agency1@qwerty

NT_AGENCY1\webapp\NT_AGENCY1\webapptest:agency1@321

REPO\Administrator\REPOAPP\Administrator:P@ssw0rd

NT_AGENCY1\sp-scom:P@ssw0rd@321
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The case – Initial RSA findings

The analysis on REPO revealed a number of failed logon on the day w.exe was 

dropped onto the system.

While Workstation were assigned dynamic IP 

addresses, we successfully tracked the 

172.16.21.102 host of that day thanks to Proxy logs.

At 3:02 PM a successful access with hardcoded 

Administrative credentials has been reported by the 

log analysis
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Investigation – Key System: ASFOUR

Once we got the opportunity to review the system, we identified a handful of 

interesting events…

Somebody does not like logs…

Somebody likes network shares…

Unfortunately records of December 2017 actions were not available because the 

NWE agent was installed only on January 2018…
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Investigation – Key System: ASFOUR

ASFOUR is a desktop belonging to a System Administrator and allowed to access 

the Agency Data Center Servers.

Reviewing logs, IOCs and Tracking data via NWE, we highlighted a number of 

sessions and IP addresses used by the adversary to access this System.

Thanks to the review of network traffic and logs we were able to track the host that 
was used as bridgehead to the environment: the host HAKIMI.

The owner of the system (a laptop), a lead developer, was moving back and forth 

from the environment.

NWE was installed on January 2018 on this host, so we missed the chance to 

directly track the initial infection. But, the persistence mechanism of the second 

stage was generating some alerts (IIOCs) on NWE server and we were able to 

dig quickly into this.
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NvidiaUpdate 

Investigation – Patient Zero

The host presented these files:

Once executed as a task is camouflaged under the name:

It drops the file dn.ps1 in: %APPDATA%\Local\Microsoft\Media\

upd.vbs 

dn.ps1 

Instant IOC (IIOC)

upd.vbs
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Investigation – Initial Infection: OILRIG
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Investigation – Initial Infection: OILRIG
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Once we identified infected systems, it was easy through our NWP platform to identify 

lateral movements as the attacker was noisy...

NetWitness – Tracing Lateral movements

Asfour host

Asker host

Hakimi host



The enemy of my enemy is not my friend…
20

…as the malware was:

NetWitness – Tracing C2s

Hakimi host

Attacker C2
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The big picture
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In about eight days we were able to review all compromised hosts based on the IOCs 

and to attribute the attack to the Oilrig APT, by the tools and techniques identified.

We supported the Customer’s staff to build a proper Remediation plan aimed to expel 

the attacker with as single and well arranged maneuver, including:

– Removal and rebuild of all compromised machines

– Full Domain password reset

– Removal of unused services accounts

– Review and removal of local authentication

– Adoption of Two-Factors authentication for VPN and access to public facing 

resources

There was only one item that wasn’t fitting properly into the analysis, nor it was easy to 

frame into the Oilrig attack… it was this weird and outdated virtual box driver with 

revoked certificate:

Remediation
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We found the driver into /system32 folder of ALMASI system (a workstation).

The system was not under our radar during the initial investigation, as it was barely 

touched by the Iranian attacker. However, during the triage, we reviewed the artifacts 

of all the suspicious systems and we found the following relics onto the $MFT of the 

system.

A simple research in Internet and several hours of Malware Analysis concluded the 
items were related to Epic Turla APT group. They belongs to Glazer package 

(2016).

The finding seems not to trouble the Customer… 

When we discussed the finding, he stated that on late 2016 he was targeted by Epic 

Turla and it was successfully expelled in January 2017.

In fact, no suspicious traffic was generated by the machine since NWP was 

installed….

Epic Turla relics
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However the system presented several DLLs injected in memory as identified through 

NWE. 

Additional artifacts

In ALMASI system, the Trojan was 

injected into the services.exe

process, but in our analysis of the 

malware we found another commonly 
used processes was winlogon.exe.

The only confirmation about a 

previous attack, compared with the 

one we were investigating was 

tracked by $MFT analysis, where the 

creation date of the vboxsys was back 

on late 2016…

In conclusion, while we insisted to expand the investigation radius, the Customer was 

satisfied with the outcome of the analysis related to Oilrig and they decided to organize 

the final expulsion in two months as the plan required several tasks to be attended.
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During the pre-flight check of the Expulsion day, we found new systems 

communicating with one of the attacker C2, since the completion of our investigation.

Anomalies

Two significant elements were different in these communications:

Is EPIC 

TURLA 

pwning

Oil Rig???

YES!

1. The attacker seems to switch to BITS protocol.

2. The attacker was using different implants to persists in the environment.
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An example of BITS protocol traffic intercepted.

Anomalies

RSA identified two C2s associated 

with this Trojan, one was part of 

the Oilrig infrastructure.

The finding appeared weird to our 

eyes at the beginning, but further 

analysis confirmed the Epic Turla

attacker was owning the C2 at 

least since October 3, 2018. 

The Trojan appears to use the 

BITS protocol or at least the BITS 

protocol HTTP method and 

headers. 

That allowed the attacker to stretch his persistence during the investigation period, as 

the BITS protocol was allowed by the perimeter firewalls being used by legitimate 

applications.
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The traffic was generated by a new Trojan composed of two DLL files: 

❑ GLocate.dll

❑ Scache.dll

These two files were found in 4 systems. 

The Trojan contains two export functions named 1W and 2W.

The 1W function is used to install the backdoor, and during the setup it calls the 2W

function activating the network socket. 

The DLLs persisted via a scheduled task:

Epic Turla implants

Turla Skipper package
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As we can imagine, a sophisticated attacker such as Epic Turla, is not relying only on 

a potentially detectable host, originally belonging to a different attacker.

So when we blocked the communication to the C2 on one host, we immediately 

noticed its fallback mechanism attempting to communicate with another host.

Thanks to that and based on the IOCs we collected, we were able to trace additional 

infected systems using this second server as main C2.

Malware falls back

This is the moment we 

cut the communication 

with the primary C2
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In the end, RSA identified the second Trojan used by the Russian actor on other four 

systems.

This Trojan is developed in .NET and it will only execute if a key is provided as a 

parameter during the execution. 

It was executed in different fashion by the attacker:

In three cases the attacker specified a remote system as a command parameter, 

whereas at in another case it was executed without specifying a system, which 

presumable executed the malware against the local system. 

New actor on stage

C:\Windows\TEMP\~DF22AF.tmp 349A3FDFAE56887B02104D9B54E2859A

A0FC3355FB0F167FD91854B3C35BB38B
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AKA… how to update my database of your credentials…

In conclusion, we found a very interesting Webshell implanted onto the OWA Servers 

of the Agency

How to keep an eye upon the target

Thanks to this webshell, the 

attacker was able to obtain 

credentials every time a user 

logged on OWA.

The credentials were stored 
on a file “LocalCache.hve” 

encrypted with Rijndael

encryption.

Every now and then, the attacker collected the stolen credentials by collecting .hve

files dropped onto specific folders of the OWA Web Server… howerver the 

functionality was tricky…
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How to keep an eye upon the target

The webshell performed a specific set of actions as specified in the Content-Type 

HTTP header. The following logic in the webshell determines the valid actions:

The webshell contained a form of authentication in it by only responding to requests 

that contained a specific Cookie HTTP header (OWA-Auth) with a value that matches 

the predefined key. 

This configuration ensures that if anyone other than the attacker tries to access this 

webshell, will fail to invoke the webshell functionality:

if(h.ContentType=="text/get") {

else if(h.ContentType=="text/del")

else if(h.ContentType=="text/exec")

else if(h.ContentType=="text/put")

else if(h.ContentType=="text/dump")

if ( Request.Cookies ("OWA-Auth) is System.Web.HttpCookie ) (

if (Request.Cookies ("OWA-Auth").Value == "9efc91cc1885c400984fcf9b945922" && Request.Files != null) (

Response.TrySkipIisCustomErrors = true;

Response.ClearContent ();

Response.ContentType = "text/plain";

Predefined encryption key
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How to keep an eye upon the target

Here is a sample session when the actor retrieved this password file

The reason why the authentication process

goes through owaauth.aspx is because the

attackers also modified file logon.aspx to

include a reference to owaauth.aspx:
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The EPIC SHOW OF EPIC TURLA
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Lesson learned

Do not assume Customer “remediation” carried out before was necessarily 
a success…

Do not rely on the assumption an apparently unrelated infection can be 
investigated lately

Do not assume sophisticated attacker is limited to the use of a 
dedicated infrastructure

Do not expect Epic Turla to behave like more common APT groups…

Think positive…
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Q&A
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stefano.maccaglia@rsa.com

marco.faggian@rsa.com

Thanks!

Contatti
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