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OPERATIONAL VS. INFORMATION TECHNOLOGY [mebril#i}

Protection target for security

Component Lifetime
Availability requirement
Real time requirement
Physical Security
Application of patches
Anti-virus

Security testing / audit
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Industrial Systems -l"<
N

¥

Production resources, incl. logistics

Up to 20 years

Very high

Can be critical

Very much varying

Slow / restricted by regulation
Uncommon, hard to deploy, white listing

Increasing
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Office IT

IT- Infrastructure

3-5 years

Medium, delays accepted
Delays accepted

High (for IT Service Centers)
Regular / scheduled
Common / widely used

Scheduled and mandated
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RETI DI CAMPO HSACA

* Mancanza di autenticazione e di criptazione

e Consentono la programmabilita (vedi Modbus)

* Esiste la versione «sicura», ma e opzionale (vedi DNP3)
* Sistemi di autenticazione obsoleti (vedi OPC)

* Apertura di porte non necessarie

* Vulnerabilita di Ethernet, di IP e degli altri standard della
pila ISO/OSI
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STANDARDS —+HSACA

HOW STANDARDS PROLFERATE:
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NIST — SP 800 - 82
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World Manufacturing Forum
Cybersecurity Presentation

National Institute of
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. 1012412002 NIST 80082
e Guide to ICS Security NIST 800-82 R1 Final
/ Initial Public Draft 2007 \
2002 / 2004 | NIST 800-83 R2 Appendix | \
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2002 X - DHS Cybersecurity
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PCSRF = Process Control Security
Requirements Forum
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NERC CIP

NERC CIP CLOSED-LOOP COMPLIANCE SYSTEM

DOCUMENT & DATA MANAGEMENT

+ Automated V¢
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+ Facility Assessment and Classification

AssurX

Classification
xd Classification

CIP-009—
Recovery
plans for
critical cyber
assets

e

CIP-008—
Incident
reporting and
response
planning

2006 2013
EEI| Spare Metcalf
Transformer 2011 Substation
Equipment GridEx 1 attack
Program
(STEP)
2008 2012
DHS Recovery NERC
Transformer Spare ECT
Program database

2010

ESCC Critical

Infrastructure

strategic
2008 o 2013
NERC initial FERC
reliability Electrically
standards Significant
(cyber) Locations

Study
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OCTOBER

2013
NERC
physical
security
guidelines

prescriptive

nd Test Scheduling for all Processes

rting
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Mandated

CIP-006—
Physical
security of
critical cyber
assets

2013
GridEx 2
NERC
2014
e |

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION
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tical cyber
‘ asset
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CIP-003 -
Security
management
controls

CIP-004—
Personnel
and training

CIP-005—
Electronic
security




ISO/IEC 27002:2005 —HSACA
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PLAN DO CHECK ACT
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Actions to Monitoring,
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BS 7799: 1995 securty Mpacs Information
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BS 7799-1:1999
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Cryptography ~ Operations
security
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Physical attack
Act of sabotage Cyber attack

Infiltrate business system

Gas-fueled
power plant

Gas Underground Gas
processing _._gas storage distribution
. ’ company

.................

008 \- - T i AR
3 \r Gas transmission
& e VR - ---—--m e ! A .

Propane truck

. W' ————— g,

‘ Transportation
...... X fuels

Oil storage ) WA N\ D
and terminal D A e e it

refinery Industrial users

Cyber attack
Infiltrate control system Physical attack
Explosive

CFATS

Chemical Facility Anti-Terrorism
Standards
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NUCLEAR REGULATORY COMMISSION

Level 4

Level 4: Vital Area

Level 3: Protected Area

Level 2: Owner-Controlled Area
Level 1: Corporate Accessible Area
Level 0: Public Accessible Area

TISACA
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United States Nuclear Regulatory Commission

Protecting People and the Environment

NO

Supports Critical
Assets

Assots/Functions &
Pathways

Protects Critical
Assets
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strategy strotegy
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strategy improvement
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IEC 62443 —HSACA
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IEC 62443 Series
Management System Industrial IT Security, IACS Embedded Security,
Component

Establishing an IACS Security technologies
Security program for IACS

Termininology,
concepts and models

Product development
requirements

Technical security
4-2

Master glossary of
terms and
abbreviations

Security risk
assessment and
system design

System security
requirements and
security levels

Operating an IACS

_ requirements for
security program

IACS components

System security Patch Management in
compliance metrics the IACS environment

Requirements for IACS
solution suppliers
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Industrial Automation and Control System (IACS)
n
erates E
op Operational and maintenance capabilities (policies and - J A
procedures) » J &
- —
~
Automation solution s
Integrates v
Subsystem 1 | Subsystem 2 %
em em e
Bas k process Contrd SafetyInstrumented cm*::::"we'“m -
System(BPCS) System(SiS) .
Configured for intended
environment
Includes a configured
instance of the product
Automationsystem ™
As combination of E |
Develops & tests £
> Applications Embedded device s Network devices ’ Host devices -

J

Desgned far intended
environment
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DEFENSE IN DEPTH —~iSACA

lormativi: averme naucia e i
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Data Layer

Application Layer

Host Layer

Internal Network

Perimeter Layer

Physical Layer

Policies Layer
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ZONE E CONDUITS —HSACA
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CicLo bl VITA —SACA

Sistemi informativi: averne fiducia e trarne valore
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1. Set the
scope and 2. Identify the 3. Definethe

asset threat Security Levels ;gCt:trFty 5. ldentify the
inventory ODJECINES risk

4. Determine the

6. Assess the
risks

11. Continuous
Improvement

7. Derive the
measures

10. Monitoring
and

testing(audit) 8. Planthe

implementation

9. Implementthe
measures
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CicLo DI VITA —HSACA

Sistemi informativi: averne fiducia e trarne valore
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Security Function
Documentation
Guideline
Continuous support

Security Requirements
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LIVELLO DI SICUREZZA ﬂSACA
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Security Description Skills Motivation Means
Level
SL1 Capability to protect against Misconfiguration No Confusion  No
casual or coincidental violation awareness ojective
SL2 Capability to protect against No security measures Basic Low Straight
intentional violation using simple  implemented, forward
means with low resources, hacker
generic skills and low motivation
SL3 Capability to protect against Only moderate security  Industrial Average Intentional
intentional violations using measures specific
sophisticated means with implemented,
moderate resources, IACS high level hacker
specific skills and moderate
motivation
SL4 Capability to protect against Economical Damage Industrial High Aggressive
intentional violations using specific

sophisticated means with
extended resources, IACS specific
skills and high motivation

Gestione del Rischio in Sistemi
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LIVELLO DI MATURITA —iSACA

lormativi: averne haucia e b
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Maturity Level Category Description

ML 1 Initial Capability of performing a service without a documented process that is
poorly controlled

ML 2 Managed Capability of performing a service in a formal documented characterized
process with evidence of expertise and trained personnel

ML 3 Defined Capability of performing ML2 level including evidence of practicing the
process e.g. Documented process plus list of participants in the training of
personnel

ML 4 Improved Capability of performing ML3 level including demonstration of continuous

improvement e.g. internal audit report

Gestione del Rischio in Sistemi
Interdipendenti: la Problematica Cyber-Fisica

29/10/2019



CERTIFICAZIONE
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Customer
Offer request
Agreement of cost and offer
Offer
Test order
Certification order
Workshop/Kick-off-
Meeting
Testing object,
Documents
Generation of technical
security requirements
Testing

—~HSACA
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-
Testing center Certification Body

Agreement of Test report

g

Test report

Acceptance of
Testreport

Decision over
certification

allotment

Gestione del Rischio in Sistemi
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RACCOMANDAZIONI —ISACA

Controllo degli Identificazione
accessi in ognuno dei sistemi da
dei gruppi proteggere

Implementazione Separazione
di una strategia logica dei sistemi
per defense-in- in gruppi

depth funzionali
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IDENTIFICAZIONE DEGLI ASSETS *HSACA

Sistemi informativi: averne
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System under
evaluation

Conlrols
or Operates a
Critical System,
Service, or
Network

Supports a
Critical System,
Service, or
Network

to Critical
System, Service,
or Network

Performs Critical
Function(s)

Protects
Critical Systems,
Service, or
Networks

o[ cmeansr )

Noncritical
Asset

NERC
|

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION
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SEPARAZIONE & SEGMENTAZIONE ~HSACA
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<— HTTP, HTTPS

-------- HTTP port 80 - - -==xes -~ ---

<
LR AR
A%

<— SMTP

\ Authentication
and ldentity Services

HTTP, HTTPS, SMTP,

<= SSH, SFTP, LDAP, AD

File Sharing Services

File Sharing Services <— SSH, SFTP

E @ E-mail Services
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SEPARAZIONE & SEGMENTAZIONE ﬂSA,‘?A

Business Supervisory

Internaly isolated
functional groups

<«4+—  Least Trusted to Most Trusted Demarcations
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DEFENSE IN DEPTH —SACA
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Human Element

- Awareness &
Training

Physical Layer

Data Diode

Network Layer

IDS, IPS,
Firewall

Application
Monitoring

File Integrity
Monitoring

Data Diode

Permissions Control

IAM, LDAP,
Active Directory

NAC, ACL

Physical Access Biometrics,

Physical Access
Systems
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CONTROLLO DEGLI ACCESSI

Good

User accounts are classified
by authority level

Assets are classified in
conjunction with user
authority level

Operational controls can
be accessed by any device
based on user authority

Better

User accounts are classified
by functional role

Assets are classified in
conjunction with function
or operational role

Operational controls can
be accessed by only those
devices that are within a
functional group

—HSACA

Rome Chapter

Best

User accounts are classified
by functional role and
authority

Assets are classified in
conjunction with function
and user authority

Operational controls can
only be accessed by
devices within a functional
group by a user with
appropriate authority

I changed all my passwords to “incorrect".

S0 whenever I forgetitwill &8
tell me =Your nassworu isincorrecty
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SOFTWARE NON AGGIORNATO —~ISACA
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1. Exploits may arrive via: 2. Attacker may directly
- Attachment to email messages target vulnerable servers
- Comproised websites

You probably have at least 3 applications i ool
installed that make your computer -
vulnerable to cyber attacks!

Exploits may drop malware

onto the vulnerable systemor
allow attackers remote

control
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PROXY EMAIL WEB
INTERNAL \ |
ZONE [emr
USER § N
WORKSTATIONS = INTERNET

o
®
&

APPLICATION gpiniror
SERVERS
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MANCANZA DI SICUREZZA —SACA

Cyber Security

HURRY UP, THEIR FACEBOOK PAGE SAYS
THEY ARE RETURNING FROM VACATION

TOMORROW!

A

P
GRO L1}
Creating Olobel Digitel Empires - < S =
1 \ \

Cybercrime costs businesses

billions of dollars every year.
No one is safe from hackers
and cyber criminals
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CONTROLLO DEGLI AcCESS| DEBOLE —+HSACA

lormativi: av € uciae b
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DEFAULT CREDENTIALS

WEBSITEHAS HIGHLY,COMPLEX
PASSWORD REQUIREMENTS

EMAILS YOUR PASSWORD IN PLAIN TEXT,

.‘ ‘ |
| "
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MONITORAGGIO INSUFFICIENTE —HSACA
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SATHERE IS INSUFFICIENT DATA'TO
ANSWER THAT QUESTION - . .

ot
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SPEAKER: CHIARA FOGLIETTA

EMAIL: CHIARA.FOGLIETTA@UNIROMA3.IT

makeamemerorne
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