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•  Brief	
  Overview	
  of	
  Internet	
  Iden/fiers	
  
•  Common	
  Uses	
  for	
  Criminal	
  Domains	
  
•  Taking	
  ac/on	
  on	
  a	
  host	
  or	
  domain	
  
•  Prepara/on	
  
•  Tools	
  for	
  Inves/ga/ng	
  Badness	
  

(Examples,	
  hands-­‐on,	
  walk-­‐thrus)	
  

Syllabus 

Time on Topic 



•  More	
  than	
  introductory	
  but	
  not	
  advanced	
  
•  LOTS	
  of	
  informa/on	
  
•  Fast	
  paced	
  
•  Repe//on	
  is	
  the	
  key	
  to	
  learning	
  

	
  

Try	
  a	
  simple	
  inves.ga.on	
  every	
  day.	
  	
  
These	
  will	
  make	
  you	
  familiar	
  if	
  not	
  
proficient	
  with	
  the	
  methods	
  and	
  

concepts	
  

About this course 



•  The	
  slides	
  serve	
  many	
  purposes	
  
–  Guide	
  the	
  discussion	
  
–  Support	
  live	
  demonstra/on,	
  encourage	
  hands	
  on	
  
–  Record	
  of	
  the	
  resources	
  you	
  can	
  use	
  

•  Please	
  do	
  not	
  post	
  to	
  a	
  public	
  site	
  or	
  repository	
  
•  Please	
  contact	
  us	
  before	
  you	
  distribute	
  outside	
  your	
  
agency	
  or	
  organiza/on	
  	
  

About the training materials 
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Course Scope and Limitations 
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We	
  train	
  how	
  to	
  	
  gather	
  
informa/on	
  related	
  to	
  
iden/fier	
  systems	
  abuse	
  

or	
  misuse	
  

All	
  of	
  the	
  informa/on	
  we	
  
use	
  is	
  publicly	
  available	
  or	
  
commercially	
  accessible	
  

via	
  an	
  API	
  or	
  for	
  fee	
  access	
  

The	
  tools	
  we	
  
demonstrate	
  are	
  freely	
  
available	
  or	
  offered	
  

commercially	
  

We do not train how to collect metadata or bulk personal 
data or for specific individuals or tangible things  

 



Brief	
  Overview	
  of	
  	
  
Internet	
  Iden/fiers 
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What Are Internet Identifiers?  

•  The Internet is a mesh of networks whose operators agree 
to communicate using predefined protocols (“TCP/IP”) 

•  Networks use identifiers to name or number individual 
computers (hosts) so that these can communicate 
o  IP addresses identify Internet’s streets and house numbers 
o  Autonomous System Numbers identify the Internet’s “neighborhoods”  
o  Domain Names provide user friendly ways to remember addresses 



What Are Internet Protocol (IP) Addresses?  

•  IP addresses are 32-bit or 128-bit numbers that are 
used to identify networks and individual hosts of 
networks 
o  IP version 4 number, e.g., 192.168.23.1 or 

o  IP version 6 fe80::226:bbff:fe11:5b32 

•  A subnet mask distinguishes the number of bits in a 
number that represent the network part of the 
address 



What	
  is	
  a	
  subnet	
  mask?	
  

A	
  number	
  that	
  iden/fies	
  the	
  
number	
  of	
  bits	
  of	
  an	
  IPv4	
  
address	
  that	
  represent	
  the	
  
local	
  network	
  iden/fier	
  

The	
  remaining	
  bits	
  iden/fy	
  the	
  
number	
  of	
  hosts	
  that	
  can	
  be	
  
addressed	
  in	
  the	
  local	
  network	
  

IPv6	
  prefix	
  numbers	
  serve	
  the	
  same	
  purpose	
  
	
  

Try	
  hVp://www.tunnelsup.com/subnet-­‐calculator	
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•  ASNs	
  iden/fy	
  operators	
  who	
  provide	
  Internet	
  access	
  or	
  transit	
  
rou/ng	
  service	
  
–  ISPs,	
  cable,	
  mobile	
  providers,	
  hos/ng/cloud	
  providers…	
  

•  ASNs	
  are	
  used	
  to	
  iden/fy	
  global	
  routes	
  (AS	
  paths)	
  

Autonomous System Number (ASN) 

AS	
  1	
  adver/ses	
  
prefix	
  

192.0.2.0/24	
  

AS	
  peers	
  add	
  their	
  
ASNs	
  to	
  enumerate	
  an	
  

AS	
  path	
  

AS	
  5	
  	
  sends	
  
traffic	
  for	
  

192.0.2.0/24	
  
to	
  AS	
  3	
  

Try http://whatismyasn.org 
Investigating DNS 



What is the Domain Name System? 

A	
  distributed	
  database	
  primarily	
  used	
  to	
  obtain	
  the	
  
IP	
  address,	
  a	
  number,	
  e.g.,	
  	
  
192.168.23.1	
  or	
  fe80::226:bbff:fe11:5b32	
  

that	
  is	
  associated	
  with	
  a	
  	
  
user-­‐friendly	
  name	
  (www.example.com)	
  

	
  

Why	
  do	
  we	
  need	
  a	
  DNS?	
  
•  It’s	
  hard	
  to	
  remember	
  lots	
  of	
  four	
  decimal	
  numbers	
  	
  
•  It’s	
  impossibly	
  hard	
  to	
  remember	
  long	
  hexadecimal	
  ones	
  

Investigating DNS 



¤  Top Level Domains are delegated from the root of the DNS 
¤  Generic Top Level Domains are operated by registry operators 

under contract to ICANN 
¤  Country code Top Level Domains are operated by a registry 

operator designated by a sovereign nation 
¤  Internationalized Domain names may use non-Latin characters 

Top Level Domains 

Names in country-code TLDs Names in generic Top Level Domains 

org 

icann ncfta 

www ssac 

gov 

irs 

com ... 

ftc google msn 

AF ... ZW 

google 

co 

Investigating DNS 



•  Characters	
  for	
  	
  
non-­‐La/n	
  scripted	
  
languages	
  	
  
can	
  be	
  included	
  	
  
in	
  domain	
  names	
  

Internationalized Domain Names 

http://пример.испытание 

http://παράδειγµα.δοκιµή 

http://例子.测试 



Brief	
  Overview	
  of	
  	
  
the	
  DNS	
  Ecosystem 
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Labels and Domain Names 
Each node in the DNS name space has a label 

The domain name of a node is the list of the labels on the 
path from the node to the root of the DNS 

3rd-level node 

2nd-level node 2nd-level node 

top-level node 

root node The root node  

”.” 
Top Level Domain 

e.g. 
COM 

2nd Level Domain 
e.g. 

EXAMPLE 
3rd Level Domain 

e.g. 
WWW 

The domain name for the 
node circled in RED is 

 
www.example.com. 

 
this is called a  

FULLY QUALIFIED DOMAIN NAME (FQDN) 
FQDNs are globally unique in the public DNS 

Investigating DNS 



IDN Converter: Unicode-to-punycode 

Investigating DNS 16	
  

http://xn--domain.net/ 



•  Manage top-level domain (TLD) 
databases and generate TLD zone 
files 

•  Have diverse operations 
-  Large corporations, 

-  Small non-profits, 

-  Departments in universities 
•  May outsource back-end operations	
  

Who’s	
  Who	
  in	
  the	
  DNS	
  Ecosytem?	
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•  gTLD registry operators 
contract with ICANN 
-  Must comply with ICANN policy 
-  http://www.icann.org/en/

resources/registries/listing 
-  May outsource back-end operations 

to third party provider 

Generic Top Level Domain Registries 
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•  Do not have contracts with ICANN 
-  http://www.iana.org/domains/root/db 

•  Participate in ICANN policy via the 
CC Name Supporting Organzation 
-  http://ccnso.icann.org 

•  Diverse in operations and policies 
-  Non-profit, for profit,  
-  Run by government or external party  
-  May have different registration or 

Whois services from gTLDs 

Country Code TLD Operators (ccTLD) 
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•  ICANN does not have contracts with 
resolver operators 

•  Resolver operator space is diverse: 
-  Internet Service Providers 
-  Web or application hosting 
-  Registrars (separate from ICANN contract) 
-  Corporate resolvers 
-  Public resolvers (Google, OpenDNS…) 

•  Home or personal use resolvers 

Recursive DNS Operations Providers 
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New Top Level Domains 

New TLDs are listed at ICANN as they are added to the root zone 

•  http://newgtlds.icann.org/en/program-status/delegated-strings 
•  https://newgtlds.icann.org/newgtlds.csv 

Unrestricted access  
(no account required) 



Registrars 

22	
  

•  Business	
  en//es	
  that	
  process	
  domain	
  name	
  registra/ons	
  
–  In	
  GTLD	
  space	
  all	
  registrars	
  must	
  be	
  ICANN	
  accredited	
  and	
  are	
  
subject	
  to	
  Registrar	
  Accredita/on	
  Agreement	
  (RAA)	
  	
  

•  hVps://www.icann.org/resources/pages/approved-­‐with-­‐
specs-­‐2013-­‐09-­‐17-­‐en	
  

•  hVp://www.icann.org/registrar-­‐reports/accredited-­‐list.html	
  

–  CcTLDs	
  define	
  their	
  own	
  registra/on	
  processes	
  
•  Some	
  use	
  ICANN	
  accredita/on	
  or	
  similar	
  accredita/on	
  

•  Retail	
  and	
  “wholesale”	
  (reseller)	
  business	
  models	
  
•  Providing	
  registra/on	
  services	
  is	
  not	
  an	
  exclusive	
  

business	
  



Domain name registration 101 

How to register a gTLD domain: 
•  Choose a string  e.g., example
•  Visit a registrar to check string 

availability in a TLD 
•  Pay a fee to register the name 
•  Submit registration information 
•  Registrar and registries manage: 

–  “string” + TLD  
(managed in registry DB) 

–  Contacts, DNS  
(managed in Whois) 

–  DNS, status  
(managed in Whois DBs) 

–  Payment information 
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ICANN reach and remit 
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Number of actors increases, ICANN influence diminishes  

DNS	
   Registra/on	
  
Services	
  



Opera/onal	
  elements	
  of	
  the	
  DNS	
  

•  Authorita/ve	
  Name	
  Servers	
  host	
  zone	
  data	
  
–  The	
  set	
  of	
  “DNS	
  data”	
  that	
  the	
  registrant	
  publishes	
  

•  Recursive	
  Name	
  Resolvers	
  (“resolvers”)	
  
–  Systems	
  that	
  find	
  answers	
  to	
  queries	
  for	
  DNS	
  data	
  

•  Caching	
  resolvers	
  
–  Recursive	
  resolvers	
  that	
  not	
  only	
  find	
  answers	
  but	
  also	
  
store	
  answers	
  locally	
  for	
  “TTL”	
  period	
  of	
  /me	
  	
  

•  Client	
  or	
  “stub”	
  resolvers	
  
–  Soiware	
  in	
  applica/ons,	
  mobile	
  apps	
  or	
  opera/ng	
  
systems	
  that	
  query	
  the	
  DNS	
  and	
  process	
  responses	
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DNS:	
  Internet’s	
  directory	
  assistance	
  

•  Stub	
  resolvers	
  	
  
ask	
  ques/ons	
  
–  Soiware	
  in	
  applica/ons,	
  
mobile	
  apps	
  or	
  opera/ng	
  
systems	
  that	
  issue	
  DNS	
  
queries	
  and	
  process	
  
responses	
  

•  Recursive	
  name	
  resolvers	
  
find	
  answers	
  to	
  queries	
  
for	
  DNS	
  data	
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What	
  is	
  the	
  IPv6	
  
address	
  for	
  

www.icann.org?	
  

dns1.icann.org 
I’ll	
  find	
  that	
  

answer	
  for	
  you	
  

Investigating DNS 



Domain	
  name	
  “directory	
  assistance”	
  
How	
  does	
  a	
  resolver	
  find	
  the	
  IP	
  address	
  of	
  WWW.ICANN.ORG?	
  
•  Resolvers	
  find	
  answers	
  by	
  asking	
  ques/ons	
  itera.vely	
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dns1.icann.org 

m.root-servers.net 
Ask	
  root	
  name	
  servers	
  for	
  	
  

IPv6	
  address	
  of	
  www.icann.org	
  

Ask	
  a0.org.afilias-­‐nst.info	
  
	
  for	
  IPv6	
  address	
  of	
  
www.icann.org	
  

Here’s	
  a	
  list	
  of	
  ORG	
  
TLD	
  name	
  servers.	
  	
  	
  
Ask	
  one	
  of	
  these. 

a0.org.afilias-nst.info 

ns.icann.org 

Here’s	
  a	
  list	
  of	
  
ICANN	
  name	
  
servers.	
  	
  	
  

Ask	
  one	
  of	
  these. 

Ask	
  ns.icann.org	
  for	
  	
  
for	
  IPv6	
  address	
  of	
  
www.icann.org	
  

The	
  IPv6	
  adddress	
  
of	
  www.icann.org	
  
2001:500:88:200::7 

Investigating DNS 



DNS zone data 

•  DNS	
  zone	
  data	
  are	
  hosted	
  at	
  
an	
  authorita.ve	
  name	
  server	
  
•  Each	
  “cut”	
  has	
  zone	
  data	
  
(root,	
  TLD,	
  delega/ons)	
  	
  	
  

•  DNS	
  zones	
  contain	
  resource	
  records	
  that	
  describe	
  
•  name	
  servers,	
  
•  	
  IP	
  addresses,	
  	
  
•  Hosts,	
  	
  
•  Services	
  	
  
•  Cryptographic	
  	
  
keys	
  &	
  signatures…	
  

Zone	
  data	
  can	
  only	
  contain	
  
US	
  ASCII-­‐7	
  leGers,	
  digits,	
  and	
  	
  

hyphens.	
  
	
  

	
  In	
  a	
  zone,	
  IDN	
  strings	
  will	
  	
  
Always	
  begin	
  with	
  XN-­‐-­‐	
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Root	
  zone	
  data	
  
The	
  root	
  zone	
  contains	
  delegated	
  top	
  level	
  domain	
  informa/on	
  
•  Name	
  server	
  	
  
records	
  (NS)	
  

•  Name	
  server	
  	
  
addresses	
  
(A,	
  AAAA)	
  

•  Cryptographic	
  	
  
records	
  
(DS,	
  RRSIG,	
  	
  
	
  DNSKEY,	
  NSEC)	
  
	
  
	
  

	
  
	
  
	
  
	
  
	
  

	
  
hVp://www.internic.net/domain/root.zone	
  (hVp)	
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Top	
  Level	
  Domain	
  zone	
  data	
  
The	
  TLD	
  zones	
  contain	
  delegated	
  sub-­‐domain	
  informa/on	
  
•  Name	
  server	
  	
  
records	
  (NS)	
  

•  Cryptographic	
  	
  
records	
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Where	
  can	
  I	
  get	
  TLD	
  zone	
  data?	
  
•  Freely	
  available	
  from	
  Centralized	
  Zone	
  Data	
  Access	
  

–  hVps://czdap.icann.org/en	
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1.  create an account, 
2.  create cryptographic keys for SFTP 
3.  select the TLD zone files 
4.  agree to terms and conditions  
5.  Provide IP address for SFTP 

6.  Request zone data from registry 
7.  Manage access 

Investigating DNS 



Common	
  DNS	
  Resource	
  Records	
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Time to live (TTL) 
•  How long RRs are accurate 
Start of Authority (SOA) RR 
•  Source: zone created here 
•  Administrator’s email  
•  Revision number of zone file 
Name Server (NS) 
•  IN (Internet) 
•  Name of authoritative server 
Mail Server (MX) 
•  IN (Internet)  
•  Name of mail server 
Sender Policy Framework (TXT) 
•  Authorized mail senders  

Investigating DNS 



Common	
  DNS	
  Resource	
  Records	
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Name server address record 
•  NS1 (name server name) 
•  IN (Internet) 
•  A (IPv4)  * AAAA is IPv6 
•  IPv4 address (192.168.0.1) 
Web server address record 
•  www (world wide web) 
•  IN (Internet) 
•  A (IPv4)  * AAAA is IPv6 
IPv4 address (192.168.0.2)  
File server address record 
•  FTP (file transfer protocol) 
•  IN (Internet) 
•  CNAME means “same address 

spaces and numbers as www” 

Investigating DNS 



Registra/on	
  Data	
  Directory	
  Service	
  

•  Domain	
  Whois	
  
–  Sponsoring	
  Registrar	
  
–  Domain	
  Name	
  Servers	
  
–  Domain	
  Status	
  
–  Crea/on/Expiry	
  dates	
  
–  Point	
  of	
  Contact	
  
–  DNSSEC	
  data	
  

•  Address	
  Whois	
  
–  Regional	
  Internet	
  Registry	
  
–  IPv4/v6	
  address	
  alloca/on	
  
–  ASN	
  alloca/on	
  
–  Crea/on/Expiry	
  dates	
  
–  Point	
  of	
  Contact	
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Whois 
Databases containing records of registrations  

Investigating DNS 



Why	
  Iden/fiers	
  Are	
  Relevant	
  to	
  Inves/gators?	
  

Online	
  crime	
  or	
  abuse	
  inves/ga/ons	
  typically	
  
require	
  that	
  you	
  collect	
  of	
  these	
  iden/fiers	
  
•  Domain	
  Names	
  
•  Name	
  Servers	
  
•  IP	
  networks	
  and	
  addresses	
  
•  Autonomous	
  Systems	
  
•  Registra/on	
  data	
  



Defining Badness  
in the DNS 
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Common Uses for Maliciously 
Registered Domains 

Domains	
  registered	
  by	
  criminals	
  for	
  
•  Counterfeit	
  goods	
  
•  Data	
  exfiltra/on	
  
•  Exploit	
  aVacks	
  
•  Illegal	
  pharma	
  
•  Infrastructure	
  (ecrime	
  name	
  resolu/on)	
  
•  Malware	
  C&C	
  
•  Malware	
  distribu/on	
  (drive-­‐by	
  pages)	
  
•  Phishing	
  
•  Scams	
  (419,	
  reshipping,	
  stranded	
  traveler…)	
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Domains	
  compromised	
  or	
  hijacked	
  by	
  
criminals	
  or	
  state-­‐sponsored	
  actors	
  
•  Host	
  criminal	
  DNS	
  infrastructure	
  
•  Domain,	
  NS,	
  or	
  MX	
  Hijacking	
  
•  Hack/vism	
  (e.g.,	
  defacement)	
  
•  Tunneling	
  (covert	
  communica/ons)	
  
•  Data	
  Exfiltra/on	
  
Methods	
  
•  Infec/on	
  (Malware)	
  
•  Configura/on	
  change	
  (DNSChanger)	
  
•  Poisoning	
  (resolver/ISP)	
  	
  
•  Man	
  in	
  the	
  Middle	
  aVacks	
  (inser/on,	
  capture)	
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Common Uses for Misused or Abused 
Domain Registrations 



How criminals acquire DNS resources 

•  Purchase	
  using	
  stolen	
  credit	
  cards,	
  
compromised	
  accounts	
  

•  Abuse“free”	
  services	
  

•  Leverage	
  bullet-­‐proof	
  or	
  grey	
  hat	
  
hos/ng/domain	
  providers	
  

•  Hack	
  and	
  exploit	
  legi/mate	
  hosts	
  	
  

•  Phish	
  registra/on	
  account	
  
creden/als	
  and	
  use	
  to	
  modify	
  
domain	
  data	
  or	
  buy	
  domains	
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https://www.flickr.com/photos/danielfoster/ 
https://www.flickr.com/photos/23905174@N00/ 



Is this an  
Abuse (Malicious) Domain  

or a  
Misused (Exploited) Domain? 

Not	
  always	
  easy	
  to	
  differen.ate	
  



•  Recent	
  domain	
  registra/on	
  crea/on	
  date	
  	
  
•  Ques/onable	
  Whois	
  contact	
  data	
  
•  Privacy	
  protec/on	
  service	
  
•  Suspicious	
  values	
  in	
  DNS	
  Zone	
  data	
  (e.g.,	
  TTL)	
  
•  Spoofing	
  or	
  confusing	
  use	
  of	
  a	
  brand	
  
•  Known	
  DGA	
  or	
  malware	
  control	
  point	
  
•  Hosted	
  on	
  suspicious/notorious	
  name	
  servers	
  	
  
•  High	
  frequency/volume	
  of	
  name	
  errors	
  
•  Suspicious	
  (notorious)	
  hos/ng	
  loca/on	
  
•  Suspicious	
  (notorious)	
  service	
  operator	
  
•  Base	
  site	
  content	
  is	
  non-­‐existent	
  or	
  bad	
  
•  Linked	
  content	
  is	
  suspicious	
  or	
  bad	
  
•  Suspicious	
  mail	
  headers,	
  sender,	
  or	
  content	
  

Collecting Evidence of DNS Abuse/Misuse 

http://www.flickr.com/photos/vincealongi/ 

Analogs: 
•  Number of 

matching 
minutiae 

•  Body of 
evidence 



•  Criminals	
  Use	
  Obfusca/on	
  
•  Redirec/on:	
  hacked	
  sites	
  use	
  URL	
  shorteners	
  
•  Recursion:	
  Shortened	
  URLs	
  are	
  shortened	
  	
  
•  One-­‐/me	
  use	
  URLs	
  
•  Add	
  subdomains	
  to	
  zone	
  at	
  a	
  hacked	
  DNS	
  server	
  
•  Country-­‐	
  or	
  script-­‐specific	
  content;	
  non-­‐visible	
  content	
  
•  Privacy-­‐protected	
  domain	
  registra/ons	
  
•  Whois	
  Point	
  of	
  Contact	
  informa/on	
  culled	
  from	
  obituaries	
  

•  Criminals	
  use	
  ACLs	
  
•  Prevent	
  registrars,	
  Google,	
  LE,	
  inves/gators	
  from	
  seeing	
  sites	
  

•  “Criminal”	
  behaviors	
  can	
  emulate	
  legi/mate	
  behavior	
  
•  EXAMPLE:	
  Fast	
  flux	
  versus	
  adap/ve	
  networking	
  (e.g.,	
  CDNs)	
  

Not always easy to identify badness 
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Taking Action Against 
Domains, Hosts, or 

Content 
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•  Who	
  is	
  the	
  target	
  of	
  your	
  ac/on?	
  
– Registrant,	
  Registry,	
  Registrar,	
  Hos/ng	
  operator	
  

•  What	
  is	
  the	
  goal	
  of	
  the	
  ac/on?	
  
•  When	
  will	
  you	
  act?	
  In	
  synchrony	
  with	
  others?	
  
•  Where	
  in	
  the	
  world	
  are	
  the	
  people	
  or	
  things	
  
you’re	
  targe/ng?	
  

•  How	
  will	
  you	
  take	
  ac/on?	
  
– Court	
  order,	
  acceptable	
  use,	
  compliance	
  viola/on	
  

Who? What? When? Where? How? 
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Chainsaw, scalpel or laser?  
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•  Domain	
  name	
  “takedown”	
  
– Contact	
  Registry,	
  registrar,	
  	
  
or	
  DNS	
  hos/ng	
  provider	
  

– DNS	
  will	
  not	
  resolve	
  name	
  
– DNS	
  will	
  resolve	
  name	
  to	
  sinkhole	
  
– Try	
  AUP	
  viola/on,	
  may	
  require	
  court	
  order	
  

•  This	
  ac/on	
  is	
  broadly	
  disrup.ve	
  
– All	
  subdomains	
  will	
  become	
  unreachable	
  
– All	
  content	
  is	
  taken	
  offline	
  
– All	
  users	
  of	
  all	
  services	
  	
  

Domain takedown
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•  Take	
  (malicious)	
  content	
  offline	
  
– Contact	
  content	
  hos/ng	
  provider	
  
– Minimizes	
  harm,	
  not	
  always	
  easy	
  
– Try	
  AUP	
  viola/on,	
  may	
  require	
  court	
  order	
  

•  This	
  ac/on	
  affects	
  targeted	
  content	
  only	
  
– No	
  assurance	
  that	
  content	
  is	
  removed	
  (forever)	
  

Content�

takedown
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•  Blocking	
  content	
  (or	
  traffic)	
  
– Contact	
  reputa/on	
  service	
  
provider	
  (blocklis/ng	
  org)	
  

– Most	
  granular	
  ac/on	
  
•  Can	
  be	
  applied	
  to	
  TLD,	
  ASN,	
  	
  
domain,	
  IP,	
  or	
  URL	
  

– Done	
  independently	
  from	
  AUP,	
  court	
  order	
  
•  Minimally	
  intrusive	
  but	
  highly	
  localized,	
  	
  

– Only	
  protects	
  par/es	
  protected	
  by	
  blocklist(s)	
  
– Content	
  may	
  remain	
  online	
  
– May	
  be	
  temporary/stop	
  gap	
  only	
  
– Names	
  will	
  con/nue	
  to	
  resolve	
  

Block listing
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What	
  Hinders	
  Mi/ga/on	
  or	
  Prosecu/on?	
  
	
  
JURISDICTION	
  
	
  

	
  
What	
  is	
  the	
  prevailing	
  jurisdic=on	
  of	
  
content	
  hos=ng,	
  DNS	
  hos=ng,	
  domain	
  
registra=on,	
  alleged	
  perpetrators?	
  
	
  

	
  
LAW	
  
	
  

	
  
Is	
  this	
  a	
  criminal	
  ac/vity	
  in	
  all	
  relevant	
  
jurisdic/ons?	
  
	
  

	
  
CONTRACT,	
  
INTERPRETATION	
  

	
  
Is	
  a	
  contracted	
  party	
  in	
  breach	
  of	
  an	
  
obliga/on?	
  According	
  to	
  whose	
  
interpreta/on?	
  
	
  



Steps to investigate & suspend domains 

1.  Collect	
  evidence	
  of	
  abuse	
  
The	
  purpose	
  of	
  this	
  course	
  is	
  to	
  show	
  ways	
  to	
  do	
  this	
  

2.  Determine	
  hos/ng	
  provider	
  or	
  registrar	
  
A.  Is	
  a	
  reseller	
  of	
  that	
  registrar	
  involved?	
  

3.  Contact	
  hos/ng	
  provider	
  or	
  registrar	
  abuse	
  desk	
  
A.  Provide	
  evidence	
  of	
  abuse	
  
B.  Point	
  out	
  registra/on	
  problems	
  
C.  Ask	
  if	
  TOS	
  ,ICANN,	
  ccTLD	
  registry	
  domain	
  suspension	
  policy	
  applies	
  

4.  No	
  success?	
  	
  Contact	
  registry	
  
A.  Same	
  suppor/ng	
  info	
  as	
  registrar	
  

5.  Escalate	
  
A.  Sharing/intel	
  networks	
  
B.  Na/onal	
  CERT	
  or	
  local	
  LE	
  
C.  Whois	
  Data	
  Problem	
  Repor/ng	
  System	
  
D.  ICANN	
  compliance	
  

If	
  you	
  are	
  looking	
  at	
  a	
  
suspicious	
  domain,	
  
someone	
  else	
  is,	
  too.	
  



Collect	
  Evidence	
  of	
  Iden/fier	
  Abuse,Misuse	
  
•  Domain	
  names	
  
•  Name	
  servers,	
  resolvers	
  
•  DNS	
  zone	
  data	
  
•  DNS	
  traffic	
  
•  Name	
  registra/on	
  data	
  
•  Registry	
  
•  Registrar	
  

•  Host	
  IP	
  addresses	
  
•  IP	
  networks	
  
•  Address	
  registra/on	
  data	
  
•  Autonomous	
  systems	
  
•  Service	
  providers	
  
•  Hos/ng	
  providers	
  
•  Content	
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•  Does	
  the	
  registra/on	
  violate	
  Terms	
  of	
  Service,	
  Acceptable	
  use?	
  	
  
•  Can	
  you	
  demonstrate	
  a	
  contract	
  viola/on	
  to	
  ICANN	
  Compliance?	
  
•  Do	
  you	
  have	
  sufficient	
  evidence	
  to	
  procure	
  a	
  court	
  order?	
  	
  

ToS? Contract Violation? Court order?  

Never	
  hurts	
  to	
  
ask	
  or	
  provide	
  
an	
  example	
  	
  



If you’re going to seize 
the domain… 

The	
  right	
  documenta.on	
  makes	
  a	
  
big	
  difference	
  

52	
  



Seizures	
  affect	
  several	
  Internet	
  name	
  
databases	
  and	
  opera/ons	
  

Investigating DNS 



Relevance	
  to	
  order	
  or	
  warrant	
  

•  (List	
  of)	
  domain	
  name(s)	
  iden/fies	
  
•  Registries	
  that	
  are	
  obliged	
  to	
  act	
  on	
  the	
  order	
  
•  The	
  name(s)	
  associated	
  with	
  the	
  (criminal)	
  act	
  

•  Registra/on	
  data	
  (“Whois”)	
  iden/fies	
  	
  
•  Sponsoring	
  registrar	
  
•  Party	
  alleged	
  to	
  “own”	
  the	
  domain	
  
•  Servers	
  that	
  provide	
  DNS	
  (name	
  resolu/on)	
  
•  “Status”	
  of	
  the	
  domain	
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Served parties must have context 	
  

•  Who	
  is	
  making	
  the	
  request?	
  	
  
– Plain/ff,	
  defendant,	
  court	
  of	
  record	
  
– Who	
  are	
  the	
  primary	
  points	
  of	
  contact?	
  
– Can	
  registry/registrar	
  readily	
  verify	
  the	
  request?	
  

•  What	
  kind	
  of	
  request	
  is	
  this?	
  	
  
– Court	
  order	
  or	
  3rd	
  party	
  request	
  for	
  ac/on?	
  

•  What	
  is	
  the	
  expected	
  response	
  /me?	
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Set expectations for served parties	
  

•  Is	
  there	
  a	
  desire	
  to	
  obtain	
  records?	
  
•  Is	
  the	
  domain	
  name	
  to	
  be	
  transferred	
  to	
  a	
  
different	
  sponsoring	
  registrar?	
  	
  

•  Are	
  you	
  transferring	
  the	
  registra/on?	
  To	
  whom?	
  
•  What	
  status	
  should	
  the	
  registry	
  set	
  for	
  the	
  
domain?	
  
–  E.g.,	
  prevent	
  transfer,	
  update,	
  or	
  delete?	
  

•  What	
  should	
  WHOIS	
  for	
  the	
  domain	
  name	
  
display?	
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What do you want the DNS to do?	
  

•  How	
  should	
  DNS	
  respond	
  to	
  queries	
  for	
  seized	
  
domains?	
  
–  Is	
  name	
  resolu/on	
  service	
  (DNS)	
  to	
  be	
  
suspended?	
  

–  Is	
  redirec/on	
  to	
  a	
  text	
  of	
  no/ce	
  page	
  required?	
  
–  Is	
  redirec/on	
  of	
  Internet	
  hos/ng	
  required?	
  	
  

•  Who	
  will	
  operate	
  DNS	
  for	
  seized	
  domains?	
  
•  Is	
  the	
  party	
  that	
  provides	
  name	
  resolu/on	
  service	
  (DNS)	
  to	
  

be	
  changed?	
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Have you minimized collateral harm? 
Examples	
  of	
  ques/ons	
  to	
  ask	
  before	
  you	
  file:	
  
•  Will	
  your	
  ac/on	
  disrupt	
  

–  Name	
  service	
  for	
  other	
  (reputable)	
  domains?	
  	
  
–  Hos/ng	
  services	
  for	
  par/es	
  other	
  than	
  those	
  named	
  in	
  
your	
  order?	
  

•  What	
  services	
  other	
  than	
  web	
  are	
  affected	
  by	
  your	
  
ac/on	
  on	
  the	
  domain	
  name?	
  

•  What	
  do	
  you	
  expect	
  as	
  the	
  “long	
  term	
  disposi/on”	
  of	
  
the	
  domain	
  name?	
  	
  	
  

•  Could	
  your	
  ac/ons	
  interfere	
  with	
  other	
  ac/ve	
  
inves/ga/ons,	
  monitoring,	
  surveillance…	
  ?	
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Read Is Jotform a Poster Child for Domain Takedown Overkill? 
http://www.securityskeptic.com/2012/02/is-jotform-a-poster-child-for-domain-shutdown-overkill.html 



Preparation 
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There’s	
  no	
  hiding	
  in	
  plain	
  sight…	
  



•  Should	
  you	
  hide	
  your	
  ac/vi/es	
  from	
  bad	
  actors?	
  
–  Criminals	
  may	
  block	
  IPs	
  of	
  known	
  inves/gators	
  
–  They	
  may	
  also	
  monitor	
  ac/vity	
  

•  Do	
  you	
  want	
  to	
  leave	
  crumbs	
  associated	
  with	
  
inves/ga/ons	
  that	
  are	
  traceable	
  back	
  to	
  you?	
  
–  Log	
  records,	
  metadata	
  at	
  third	
  party	
  intel	
  sources	
  

•  Do	
  you	
  want	
  resources	
  you	
  use	
  to	
  leave	
  crumbs	
  on	
  
your	
  devices	
  
–  Cookies,	
  plug-­‐ins,	
  or	
  worse…	
  

Before you begin an investigation, ask 



OnionWRT: Tor router 
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http://www.securityskeptic.com/2016/01/how-to-turn-a-nexx-wt3020-router-into-a-tor-router.html 

1.  Buy a micro router or Raspberry Pi (inexpensive!!) 
2.  Install OpenWRT and OnionWRT 
3.  Investigate over TOR from behind router 
4.  Put all your devices behind your router 

WiFi Encryption 



•  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  hVps://www.torproject.org/projects/projects.html.en	
  
–  The	
  Amnesic	
  Incognito	
  Live	
  System	
  (TAILS),	
  Tor	
  browser	
  

•  Disposable,	
  anonymous	
  inboxes	
  
–  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  hVps://mailinator.com/	
  

–  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  hVps://securemail.hidemyass.com/	
  

•  Browser	
  tricks	
  
–  Incognito/private	
  mode	
  can	
  s/ll	
  be	
  tracked	
  

–  User	
  agent	
  changes	
  (can	
  do	
  with	
  cURL	
  as	
  well)	
  

	
  

Software to Anonymize Traffic 
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Tools for Investigating 
Badness 

DNS…	
  domain	
  registra.ons…	
  
name	
  servers…	
  hos.ng…	
  
content…	
  reputa.on.	
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•  Tools	
  to	
  iden/fy	
  abused	
  or	
  malicious	
  resource	
  
– Domain	
  names,	
  host	
  names,	
  IP	
  addresses,	
  ASNs	
  
– Hos/ng	
  loca/on	
  (web,	
  DNS,	
  mail)	
  or	
  origin	
  
– Content	
  (URL,	
  file,	
  email,	
  aVachment)	
  

•  Tools	
  to	
  iden/fy	
  whom	
  to	
  contact	
  or	
  report	
  the	
  
resource	
  
– Databases	
  of	
  domain	
  registrants,	
  operators,	
  ISPs	
  
– Block	
  list	
  and	
  analysis	
  sites	
  and	
  data	
  providers	
  

SAVE	
  A	
  COPY	
  OF	
  EVERYTHING	
  YOU	
  VISIT	
  OR	
  QUERY	
  

Tools for Investigators 



•  nslookup	
  (Windows,	
  BSD)	
  or	
  host	
  
hVp://support.microsoi.com/kb/200525	
  

•  dig	
  (Linux,	
  BSD,	
  MacOS),	
  	
  
hVps://library.linode.com/linux-­‐tools/common-­‐commands/dig	
  

•  DNS	
  query	
  sniffer	
  
hVp://www.nirsoi.net/u/ls/dns_query_sniffer.html	
  

•  Passive	
  DNS	
  
BFK:	
  hVp://www.bu.de/bu_dnslogger.html	
  
DNSDB:	
  hVps://www.dnsdb.info/	
  

•  DNS	
  history	
  	
  
hVp://dnshistory.org	
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You Can Trace DNS Queries Using dig 
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dig <domain> +trace
Returns iterative 
 name resolution  

results 



Using dig (Linux, BSD) 

dig A <domain>
returns an IPv4 address 
dig AAAA <domain>

returns an IPv6 address
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Add > saveyourwork.txt 
To write your  

response to a file 



Using dig (Linux, BSD, MSDOS) 

dig MX  
returns mail  

relay 
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dig NS 
returns name  

server 



Using nslookup (MSDOS) 

basic nslookup 

ask for name servers 

ask for IPv6 addresses 

ask for mail servers 

 
For detailed/verbose 
answers add  -debug 
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nslookup  
commands use 

an explicit 
-querytype= 

or  
-q=  



70	
  

Using nslookup (Linux, BSD) 

nslookup <domain> <authority> 
If you don’t  trust a  

resolver’s answer ask 
an authoritative name server 

 



Query Zone Data Using Web Tools 

Free to use, 
No account required  

•  Commands available:    
•  For DNS 

•  soa, ns, mx, a, cname, txt, spf, ptr 
•   Other tools:     

•  scan:  a port scan on the host 
•  whois: domain registration information 
•  arin: IP address block registration information 
•  tcp: Verify an IP Address allows tcp connections 
•  http: Verify a URL allows http connections   
•  https: Verify a URL allows secure http connections   
•  ping: Perform a standard ICMP ping 
•  trace: Perform a standard ICMP trace route 
•  Blacklist: reputation checks 
•  Smtp: test mail server 
•  dns:Check DNS Servers for problems  



Observe	
  DNS	
  In	
  Ac/on,	
  In	
  Real	
  Time	
  

DNS	
  Query	
  Sniffer	
  (Windows,	
  freeware)	
  
hVp://www.nirsoi.net/u/ls/dns_query_sniffer.html	
  



Observe	
  DNS	
  using	
  a	
  LAN	
  Analysis	
  Tool	
  

Free	
  LAN	
  analyzers	
  with	
  a	
  “DNS”	
  filter	
  to	
  capture	
  DNS	
  traffic:	
  
•  WireShark	
  (BSD,	
  Linux,	
  Windows)	
  
•  Tcpdump	
  (BSD,	
  Linux,	
  DOS)	
  
•  DNS	
  Analyzer	
  (BSD,	
  Linux)	
  
•  nmcap3	
  (Windows)	
  hVp://support.microsoi.com/kb/933741	
  	
  



• Passive	
  DNS	
  	
  
– Monitors	
  DNS	
  queries	
  &	
  responses	
  near	
  
recursive	
  resolvers	
  

– Puts	
  DNS	
  data	
  you	
  monitor	
  into	
  database	
  
•  Passive	
  DNS	
  databases	
  shows	
  query	
  and	
  
response	
  traffic,	
  i.e.,	
  
–  DNS	
  records	
  that	
  clients	
  ask	
  to	
  resolve	
  
–  DNS	
  responses	
  that	
  resolvers	
  receive	
  from	
  
authorita/ve	
  servers	
  

• Query	
  database	
  to	
  extract	
  behavior	
  

Passive DNS Replication (PDNS) 



Passive DNS Replication: DNSlogger 
1)  Ask  

“What name  
server hosts the  
zone for the  
reported abuse  
domain?” 

2) Next ask  
“What has been collected  
about this name at BFK’s  
monitored resolvers?”  

And PDNS says… 

Investigating DNS 

hVp://www.bu.de/bu_dnslogger.html 



Investigating using DNSlogger 

Lots of  
other 

suspicious 
domains 

here!   

Investigating DNS 



Passive DNS Replication Using DNSDB 

https://www.dnsdb.info/#search 
(requires account) 

Investigating DNS 



DNSHistory.org: Historical DNS Data 
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Free to use, 
No account required  



Whois: Registration Data Directory  
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•  Decentralized	
  sets	
  of	
  registra/on	
  databases	
  
•  Domain	
  registra/ons	
  managed	
  by	
  registries	
  and	
  registrars	
  
•  Address	
  registra/ons	
  managed	
  by	
  regional	
  Internet	
  registries	
  	
  

•  Two	
  basic	
  models	
  for	
  domain	
  registra/on	
  data	
  	
  	
  
•  Thin	
  whois	
  

•  Registrar	
  keeps	
  points	
  of	
  contact,	
  name	
  servers	
  
•  Registry	
  keeps	
  sponsoring	
  registrar,	
  name	
  servers,	
  	
  
domain	
  status,	
  domain	
  crea/on/expiry	
  

•  Thick	
  whois	
  	
  
•  Registry	
  keeps	
  sponsoring	
  registrar,	
  name	
  servers,	
  domain	
  
status,	
  domain	
  crea/on/expiry,	
  points	
  of	
  contact,	
  name	
  servers	
  



Who Manages The Whois Database? 
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•  No	
  single	
  en/ty	
  manages	
  Domain	
  Whois	
  
– Domain	
  Whois	
  is	
  highly	
  distributed	
  and	
  	
  
privately	
  replicated	
  

•  Registrant	
  is	
  responsible	
  for	
  accuracy	
  
•  ICANN	
  gTLDs	
  and	
  registrars	
  must	
  display	
  Whois	
  data	
  
•  ccTLDs	
  are	
  under	
  no	
  obliga/on	
  to	
  display	
  Whois	
  data	
  
•  NewTLDs	
  are	
  all	
  to	
  use	
  “Thick	
  whois”	
  

•  Address	
  Whois	
  has	
  fewer	
  administra/ve	
  en//es	
  
•  Historically	
  more	
  accurate	
  contact	
  informa/on	
  than	
  

Domain	
  Whois	
  



2013 Registrar Accreditation Agreement 

2013	
  “RAA”	
  	
  
•  LE	
  and	
  public	
  Abuse	
  Points	
  of	
  Contact	
  
•  Privacy/Proxy	
  specifica/on	
  
•  Judicial	
  finding	
  on	
  cybersquawng	
  is	
  cause	
  to	
  terminate	
  
domain	
  registra/on	
  

•  Registrars	
  must	
  support	
  DNSSEC	
  &	
  IPv6	
  data	
  
•  Mandatory	
  whois	
  inaccuracy	
  checks	
  	
  
(valida/on,	
  verifica/on,	
  format)	
  

•  Enhanced	
  compliance	
  enforcement	
  tools	
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Command Line Whois 

http://technet.microsoft.com/en-us/sysinternals/bb897435.aspx 

Linux, BSD have client in default installs: 
 
 
 
 
 
 
 
 
 
 
Use whois domain.tld > domainwhois.txt to 
save output 
 
Free download for DOS here: 
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Web Based Whois Services 
•  Domain	
  Tools	
  	
  
(hVp://domaintools.com)	
  
–  Subscrip/on	
  service	
  offers	
  	
  
inves/gators	
  many	
  tools	
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Web Based Whois Services 

•  ICANN	
  
(hVp://whois.icann.org)	
  

Investigating DNS 

Free to use, 
No account required  



Advanced Search Operators 
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Google: http://www.googleguide.com/advanced_operators_reference.html 
Bing: http://vlaurie.com/computers2/Articles/bing_advanced_search.htm 
Duck Duck Go: https://duck.co/help/results/syntax   



Google Hacking Whois 
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Try any data you would like 

to investigate as a search 

argument at 

 

site:whois.domaintools.com 



Investigating IP Addresses And ASNs  
•  Shadowserver	
  Whois	
  

•  hVp://www.shadowserver.org/wiki/
pmwiki.php/Services/IP-­‐BGP	
  	
  

•  Ripe	
  Stats	
  
•  hVp://stat.ripe.net	
  

•  Team	
  Cymru	
  
•  hVps://asn.cymru.com/	
  

•  Mxtoolbox	
  
•  http://mxtoolbox.com/SuperTool.aspx	
  

•  YouGetSignal	
  
•  hVp://www.yougetsignal.com	
  

Address	
  Whois:	
  
• ARIN.net	
  
• RIPE.net	
  
• APNIC.net	
  
• AfriNIC.net	
  
• LACNIC.net	
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Reverse IP Lookup 
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http://mxtoolbox.com/SuperTool.aspx 



Reverse IP Domain Check 
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Free to use, 
No account required  

What other domains are hosted on same web server? 

http://www.yougetsignal.com 



Mapping IP To BGP Prefixes And ASNs 
https://www.team-cymru.org/IP-ASN-mapping.html 

C:/user/users/nslookup -q=TXT 31.108.98.216.origin.asn.cymru.com Free to use, 
No account required  



Investigating Autonomous Systems  
1)  Get ASN that advertises  

IP network of abuse domain 
2)  Get ASNs of providers 

that peer…  
3)  Get PoCs from IP whois   

https://asn.cymru.com/ 

Free to use, 
No account required  



Addressing Intelligence 

Web is free to use, 
API account required  

http://stat.ripe.net 



DNS And IP Tools For 
Mobile Devices 
(Android, iOS) 
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Whois	
  and	
  DNS	
  query	
  clients	
  
•  DYN	
  Whois	
  	
  

hVps://play.google.com/store/apps/details?id=com.dyn.dynwhois.app&hl=en	
  
•  DNS	
  Lookup	
  

hVps://play.google.com/store/apps/details?id=com.kodholken.dnslookup&hl=en	
  

Tor	
  	
  
•  Orfox	
  Tor	
  browser	
  

hVps://play.google.com/store/apps/details?id=info.guardianproject.orfox&hl=en	
  

DNS	
  intelligence	
  
•  UltraTools	
  Mobile	
  (Domain	
  Health	
  Check)	
  

	
  hVps://play.google.com/store/apps/details?id=com.ultra.mobile&hl=en	
  

Pen	
  tes/ng	
  
•  FING	
  

hVps://play.google.com/store/search?q=fing&c=apps&hl=en	
  

Android 
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iOS 
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Whois	
  and	
  DNS	
  query	
  clients	
  
•  Deep	
  Whois	
  	
  

hVps://itunes.apple.com/us/app/deep-­‐whois/id328895000?mt=8	
  
•  NS	
  Lookup	
  Plus	
  

hVps://itunes.apple.com/us/app/nslookup/id423175511?mt=8i	
  

Tor	
  	
  
•  Red	
  OnionTor	
  browser	
  

hVps://itunes.apple.com/us/app/red-­‐onion-­‐tor-­‐powered-­‐web/id829739720?mt=8	
  

RBL	
  intelligence	
  
•  RBL	
  Status	
  

hVps://itunes.apple.com/us/app/rbl-­‐status/id328354770?mt=8	
  

Pen	
  tes/ng	
  and	
  DNS	
  intelligence	
  
•  SCANY	
  

hVps://itunes.apple.com/us/app/scany-­‐network-­‐scanner/id328077901?mt=8	
  



Reputation 
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Spamhaus	
  
SURBL,	
  URIBL	
  	
  
ZeusTracker	
  
Team	
  Cymru	
  
Alexa	
  
Clean	
  MX	
  
CBL	
  
Stopbadware	
  
Barracuda	
  Central	
  

Fspamlist	
  
Google	
  
VirusTotal	
  
Anubis	
  
ThreatExpert	
  
URLquery	
  
SiteVet	
  
Wepawet	
  
MalwareTracker	
  

Tools for Investigating Reputation 
Reputation services, Block lists, Malware Analysis  



Reputa/on	
  Services	
  

•  Organiza/ons	
  that	
  classify	
  	
  
–  IP	
  address	
  alloca/ons,	
  	
  
–  Domain	
  names,	
  	
  

–  hos/ng	
  providers,	
  	
  
–  ISPs,	
  	
  

•  As	
  legi/mate	
  or	
  malicious	
  
using	
  a	
  scoring	
  system	
  

•  URLQuery.net	
  
•  sitevet.com	
  

•  HOSTexploit.com	
  

•  Spamhaus.org	
  

•  ProjectHoneypot.org	
  
•  MalwareDomainList	
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$nslookup save1.allonline-newpointshere.us  
 
Non-authoritative answer:  
Name: save1.allonline-newpointshere.us  
Address: 162.255.119.254  

$nslookup 254.119.255.162.zen.spamhaus.org  
$nslookup 254.119.255.162.b.barracudacentral.org  
$nslookup 254.119.255.162.cbl.abuseat.org

Checking Blocklists Using The DNS 
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Reverse the octets of the IP and query DNS: 



$nslookup appwdd.com.dbl.spamhaus.org
Server: 8.8.8.8
Address: 8.8.8.8#53

Non-authoritative answer:
Name: appwdd.com.dbl.spamhaus.org
Address: 127.0.1.4

Checking Blocklists Using the DNS 
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Prepend the domain to the blocklist service: 



Tools for Investigating 
URLs (Hyperlinks) 
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URL	
  (URI)	
  Composi/on	
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<scheme name> : <hierarchical part> [ ? <query> ] [ # <fragment> ]

https://www.pixelfrau.com/anatomy-of-a-url/ 

Can also be an IP address
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<scheme name>:<hierarchical part> [ ? <query> ] [ # <fragment> ]

http://live.theverge.com/microsoft-build-2015-live-blog/ 
 
 
 
 
?utm_content=bufferea51d&utm_medium=social 
&utm_source=twitter.com&utm_campaign=buffer 

<scheme name> : <hierarchical part> [ ? <query> ] [ # <fragment> ]

URL	
  (URI)	
  Composi/on	
  



How To Expand Shortened URLs 

•  TwiVer	
  or	
  text	
  
spam	
  or	
  phishing	
  
use	
  shortened	
  
URLs	
  

•  Visit	
  hVp://longurl.org	
  
to	
  expand	
  before	
  you	
  
– Recognizes	
  300+	
  
shorteners	
  

– Expands	
  recursively	
  
shortened	
  URLs	
  

Free to use, 
No account required 



Use Case: Using URLQuery.net 

	
  Use	
  hVp://urlquery.net	
  for	
  
• Malware	
  scans,	
  blacklist	
  
no/fica/ons	
  

• Recent	
  reports	
  on	
  same	
  IP/
ASN/domain	
  

• Executes	
  scripts	
  	
  
• Enumerates	
  HTTP	
  
transac/ons	
  	
  

Is http://www.thesparkmachine.com/Antivirus.zip  
a malicious URL? 

Free to use, 
No account required 



URLQuery Results 

URLquery 
also looks 

at the 
neighborhoods 



Confirm	
  that	
  you’ve	
  found	
  a	
  malware	
  sample	
  
•  Majority	
  of	
  malware	
  are	
  deriva/ons	
  of	
  known	
  malware	
  
•  These	
  can	
  typically	
  be	
  confirmed/analyzed	
  via	
  	
  
cloud-­‐based	
  malware	
  analysis	
  services	
  
–  Anubis	
  :	
  hVp://anubis.iseclab.org	
  
–  Comodo	
  :	
  hVp://camas.comodo.com	
  
– Malwr	
  :	
  hVps://malwr.com/submission	
  
–  Vicheck	
  :	
  hVps://www.vicheck.ca	
  
–  Threat	
  Expert	
  :	
  hVp://www.threatexpert.com/submit.aspx	
  
–  Threat	
  Track	
  :	
  hVp://www.threaVracksecurity.com	
  

Checking Domains Or URLs for Malware 
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See	
  also	
  Automated	
  Malware	
  Analysis	
  in	
  the	
  Cloud	
  	
  
hVp://resources.infosecins/tute.com/overview-­‐automated-­‐malware-­‐analysis-­‐cloud/	
  	
  



VirusTotal 
 Useful first stop for malware check 
•  Upload file for analysis 
•  Submit URL for analysis 
•  Search database using a hash,  

URL, domain or IP  

Investigating DNS 



Goohackle.com: A Google Parser/Scraper 
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Quickly check whether someone else is investigating this URL 



VirusTotal’s IP Passive DNS 
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nslookup of www.faceeibbook.com returns 111.123.180.46 



hVp://malwaredomainlist.com	
  

Malware Domain List 
Check whether someone else has reported the domain 



Metadefender 
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https://www.metadefender.com/#!/submit-ip 

Scan files or 
IP addresses 



Checking ASN Reputation 

“A wretched 
nest of scum 
and villainy”  

http://sitevet.com  



Use Case: Phishing a Brand 

1) Begin with a spam email 
 
 
2) Grab the URL from the  

raw source of the html  
message body 



3) Strip the domain name 
from the URL and look  
 up the address record 

Use Case: Phishing a Brand 



4) Check https://stats.ripe.net to see 
who’s announcing 192.186.168.209 (or its prefix)? 

Use Case: Phishing a Brand 



Use Case: Phishing a Brand 



Analyzing Malicious 
Documents 
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Relevance	
  to	
  Iden.fier	
  Systems:	
  
the	
  documents	
  may	
  contain	
  

addresses	
  or	
  domains	
  



Analyzing	
  Malicious	
  Documents	
  

•  Locate	
  poten/ally	
  malicious	
  embedded	
  code,	
  such	
  as	
  
shellcode,	
  VBA	
  macros,	
  or	
  JavaScript	
  

•  Not	
  a	
  malware	
  analyst?	
  Use	
  publicly	
  available	
  tools	
  to:	
  
•  Execute	
  in	
  a	
  sandbox	
  for	
  analysis	
  
•  Extract	
  suspicious	
  code	
  segments	
  from	
  the	
  file	
  
•  If	
  relevant,	
  disassemble	
  and/or	
  debug	
  shellcode	
  
•  If	
  relevant,	
  deobfuscate	
  and	
  examine	
  JavaScript,	
  

Ac/onScript,	
  or	
  VB	
  macro	
  code.	
  
•  Understand	
  next	
  steps	
  in	
  the	
  infec/on	
  chain	
   

 
 http://zeltser.com/reverse-malware/analyzing-malicious-documents.html - Lenny Zeltser 
 



Tools	
  For	
  Analyzing	
  MS	
  Office	
  Files	
  
•  OfficeMalScanner:	
  	
  

•  locates	
  shellcode,	
  VBA	
  macros	
  in	
  MS	
  Office	
  files	
  
hVp://www.reconstructer.org/code/OfficeMalScanner.zip	
  	
  

•  MalHost-­‐Setup	
  (Part	
  of	
  OfficeMalScanner)	
  	
  
•  extracts	
  shellcode	
  from	
  a	
  given	
  offset	
  in	
  an	
  MS	
  Office	
  file	
  and	
  embeds	
  it	
  

an	
  EXE	
  file	
  for	
  further	
  analysis.	
  	
  
•  shows	
  raw	
  contents	
  and	
  structure	
  of	
  an	
  MS	
  Office	
  file,	
  and	
  iden/fies	
  

some	
  common	
  exploits	
  hVp://go.microsoi.com/fwlink/?LinkId=158791	
  	
  

•  Hachoir-­‐urwid	
  	
  
•  Navigate	
  structure	
  of	
  binary	
  Office	
  files,view	
  stream	
  contents	
  

hVps://bitbucket.org/haypo/hachoir/wiki/hachoir-­‐urwid	
  	
  
	
  
From	
  hVp://zeltser.com/reverse-­‐malware/analyzing-­‐malicious-­‐documents.html	
  -­‐	
  Lenny	
  Zeltser	
  

	
  
	
  



Tools	
  For	
  Analyzing	
  MS	
  Office	
  Files	
  
•  Office	
  Binary	
  Translator	
  	
  

•  converts	
  DOC,	
  PPT,	
  and	
  XLS	
  files	
  into	
  Open	
  XML	
  files	
  (includes	
  BiffView	
  
tool)	
  -­‐	
  hVp://b2xtranslator.sourceforge.net/	
  	
  

•  Document	
  Analyzer	
  (hVp://documentanalyzer.net)	
  
•  Launch	
  suspicious	
  office,	
  pdf	
  files	
  in	
  sandbox	
  for	
  inspec/on,	
  analysis	
  

•  FileHex	
  (not	
  free	
  -­‐	
  hVp://www.heaventools.com/	
  )	
  and	
  
FileInsight	
  (hVp://vil.nai.com/vil/averVools.aspx	
  )	
  	
  
•  hex	
  editors	
  tpparse	
  and	
  edit	
  OLE	
  structures.	
  

•  MalwareTracker	
  PDF	
  examiner	
  
•  hVps://www.malwaretracker.com/pdf.php	
  

	
  
From	
  hVp://zeltser.com/reverse-­‐malware/analyzing-­‐malicious-­‐documents.html	
  -­‐	
  Lenny	
  Zeltser	
  

	
  
	
  



Investigating Web sites 
or Pages 
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Relevance	
  to	
  Iden.fier	
  Systems:	
  
the	
  pages	
  may	
  contain	
  a	
  crumb	
  trail	
  

of	
  addresses	
  or	
  domains	
  	
  



•  You	
  may	
  not	
  want	
  to	
  visit	
  a	
  suspicious	
  site	
  using	
  a	
  browser	
  
•  If	
  you	
  want	
  to	
  see	
  HTTP	
  responses	
  but	
  don’t	
  trust	
  to	
  execute	
  use	
  

–  cURL	
  	
  
•  hVp://curl.haxx.se/docs/manpage.html	
  
•  hVp://www.thegeekstuff.com/2012/04/curl-­‐examples/	
  
•  Want	
  to	
  curl	
  Gmail	
  for	
  new	
  email?	
  curl	
  -­‐u	
  username	
  -­‐-­‐silent	
  "hVps://mail.google.com/mail/

feed/atom"	
  |	
  perl	
  -­‐ne	
  'print	
  "\t"	
  if	
  /<name>/;	
  print	
  "$2\n"	
  if	
  /<(/tle|name)>(.*)<\/\1>/;'	
  

– Wget	
  
•  hVp://www.gnu.org/soiware/wget/	
  
•  hVp://gnuwin32.sourceforge.net/packages/wget.htm	
  

–  Capture	
  traffic	
  with	
  LAN	
  traffic	
  analyzers	
  (wireshark)	
  

•  Want	
  to	
  see	
  a	
  site	
  that’s	
  no	
  longer	
  online?	
  	
  
–  try	
  Wayback	
  Machine	
  at	
  hVp://archive.org	
  

Investigating Web Sites Or Pages 



Use curl Or wget On Web Pages 



peepingtom 
Python program to cURL and screenshot web pages 
http://www.securityskeptic.com/2014/10/get-acquainted-with-a-peepingtom-you-bet.html 



Internet Identifiers and 
SPAM  

DNS…	
  IP	
  addresses…	
  
Sender	
  Policy	
  Framework…	
  Domain	
  
Key	
  Iden.fied	
  Mail…	
  reputa.on.	
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Iden/fiers	
  in	
  SPAM	
  email	
  
Typical	
  spam	
  checks	
  include:	
  
•  Connec/on	
  filtering	
  (IP	
  and	
  safe	
  provider	
  lists)	
  
•  Sender	
  and	
  recipient	
  filtering	
  (mail	
  address)	
  
•  Sender	
  ID	
  filtering	
  (IPs	
  from	
  SPF	
  records	
  in	
  DNS)	
  
•  Iden/ty	
  verifica/on	
  and	
  message	
  integrity	
  

(DKIM	
  signature	
  match	
  using	
  public	
  key	
  in	
  DNS)	
  
•  DMARC	
  policy	
  (published	
  in	
  DNS)	
  
•  Content	
  Filtering	
  
•  Sender	
  Reputa/on	
  Filtering	
  
•  AVachment	
  filtering	
  
•  An/virus	
  scanning	
  

http://technet.microsoft.com/en-us/library/aa997242%28v=exchg.141%29.aspx 



•  When	
  you	
  want	
  DNS	
  and	
  IP	
  addresses	
  from	
  SPAM	
  email	
  
– Get	
  the	
  raw	
  email	
  source	
  

•  Find	
  a	
  how	
  to	
  reveal	
  full,	
  unmodified	
  email	
  message	
  in	
  
popular	
  mail	
  clients	
  and	
  web	
  email	
  at	
  	
  
hVps://www.spamcop.net/fom-­‐serve/cache/19.html	
  

–  Examine	
  sender	
  and	
  mail	
  path	
  in	
  the	
  headers	
  
– Get	
  Sender	
  Policy	
  Framework	
  (SPF)	
  and	
  Domain	
  Keys	
  
(DKIM)	
  from	
  DNS	
  

– What	
  do	
  SPF	
  or	
  DKIM	
  reveal?	
  
–  Inves/gate	
  domains,	
  IPs,	
  URLs	
  in	
  message	
  body	
  

•  Sender	
  reputa/on?	
  Another	
  minu/ae	
  

Investigating Identifiers in SPAM 



Examining Mail Headers 
1)	
  Copy-­‐paste	
  raw	
  headers	
  into	
  hVp://wha/smyipaddress.com/trace-­‐email	
  

2)	
  Web	
  page	
  parses	
  
mail	
  headers	
  into	
  	
  
readable	
  format	
  



Sender Reputation checking 

2) Grab the domain from the headers 

3) Get the MX record 

1) Grab your spample 

Investigating DNS 



4) Hostname intel 

5) Network owner intel 

Investigating DNS 

Sender Reputation checking 



Checking Sender Reputation 

	
  
	
  
	
  
	
  
	
  
	
  

https://senderscore.org/ 
Investigating DNS 



Final	
  lap:	
  Case	
  Studies	
  
and	
  Use	
  Cases	
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Use Case: Your Crumb Trail Ends… 
1) Grab URL from spam  2) Find the host site IP  

3) No content? Why?  
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Use Case: Your Crumb Trail Ends… 
4) Try another tool, e.g., 
http://www.whoismind.com/header-checker.html 

Did someone 
else report 
the site? 



Case Study: Bad Neighborhood 

What other  

domains 

are hosted 

at this IP? 

And…  
more  

Russian brides! 

You identify 

a spam domain 



Use Case: Google hack Social Media for 
domain name intel 
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Grab the domain  

easyhits4u.com from 

the abuse report,  

 

Search Facebook for more of same: 
site:www.facebook.com "easyhits4you.com" 
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Use Case: Google hack Social Media for 
domain name intel 



Case study: advanced search operators 

Find hacked 

University 

Wordpress 

sites 

The WOT extension previews 
page 

Also try the string  
“Powered  

by  
Wordpress” 



Case Study: advanced search operators 

(1) A search on “no prescription” site:edu  returns 
hxxp://www.lindenwood.edu/buynolvadexusa/  

(2) Visit the 
home page and 
you see this.. 

 
But visit the 

URL.. 



(3) curl hxxp://www.lindenwood.edu/buynolvadexusa/ > linden.html 
 
(4) cURL or peepingtom the URL, open the page, and you find: 

Case Study: advanced search operators 



(5)	
  Locate	
  the	
  link	
  to	
  the	
  affiliate/merchant	
  in	
  the	
  source	
  
	
  
	
  
	
  
	
  
	
  
	
  

	
  
Now	
  gather	
  intel	
  about	
  fromloca/on.com	
  

Case Study: advanced search operators 



Final lap 
one	
  last	
  walk	
  through	
  the	
  

methodology	
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Use case: Is this an illegal pharma site? 

Recrea/onal	
  pharma	
  
spam	
  leads	
  to	
  a	
  site	
  
that’s	
  blocked	
  by	
  

MyWOT	
  
	
  

What	
  can	
  we	
  use	
  
	
  to	
  confirm	
  that	
  	
  

123-­‐rxmeds365.ru	
  	
  
is	
  a	
  malicious	
  

domain?	
  



dig (nslookup) the 
domain name from 

the URL 

•  % dig 123-rxmeds365.ru
•  ;; QUESTION SECTION:
•  ;123-rxmeds365.ru. IN A

•  ;; ANSWER SECTION:
•  123-rxmeds365.ru.     300 IN A 129.7.240.229
•  123-rxmeds365.ru.     300 IN A 198.61.167.175
•  123-rxmeds365.ru.     300 IN A 173.248.130.201
•  123-rxmeds365.ru.     300 IN A 173.230.229.219

•  ;; AUTHORITY SECTION:
•  123-rxmeds365.ru. 345598 IN NS

ns4.bestrxfast365.ru.
•  123-rxmeds365.ru. 345598 IN NS

ns1.directrx724.com.
•  123-rxmeds365.ru. 345598 IN NS ns2.toprxbest.com.
•  123-rxmeds365.ru. 345598 IN NS

ns3.myfavoriterx724.ru.

•  ;; ADDITIONAL SECTION:
•  ns4.bestrxfast365.ru. 345598 IN A 108.170.47.235
•  ns2.toprxbest.com.172798 IN A 63.143.54.116
•  ns3.myfavoriterx724.ru. 345598 IN A

68.73.80.135
•  ns1.directrx724.com. 172798 IN A 64.31.37.232
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Short TTLs 
In A records 
(fast flux?) 

 
“Red flag” TLD,  
“Pharma” label 
Check Whois? 

Dig SOA record? 

Investigating DNS 

Use case: Is this an illegal pharma site? 



What	
  raises	
  suspicion?	
  
•  Private	
  registra/on?	
  
•  Registry	
  reputa/on?	
  
•  Registrar	
  reputa/on?	
  
•  Crea/on	
  date	
  

(How	
  recent?)	
  
•  Name	
  servers?	
  

Even Incomplete Whois Tells  
You Something – Nameservers! 
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[whois.ripn.net]
  domain:        123-RXMEDS365.RU
  nserver:       ns1.directrx724.com.
  nserver:       ns2.toprxbest.com.
  nserver:       ns3.myfavoriterx724.ru.
  nserver:       ns4.bestrxfast365.ru.
  state:         REGISTERED, DELEGATED, UNVERIFIED
  person:        Private Person
  registrar:     NAUNET-REG-RIPN
  admin-contact: https://client.naunet.ru/c/whoiscontact
  created:       2012.02.19
  paid-till:     2013.02.19
  free-date:     2013.03.22
  source:        TCI

Investigating DNS 

Use case: Is this an illegal pharma site? 



What can we learn from IP Whois? % dig 123-rxmeds365.ru
;; QUESTION SECTION:
;123-rxmeds365.ru. IN A

;; ANSWER SECTION:
123-rxmeds365.ru.    300 IN A 129.7.240.229
123-rxmeds365.ru.    300 IN A 198.61.167.175
123-rxmeds365.ru.    300 IN A 173.248.130.201
123-rxmeds365.ru.    300 IN A 173.230.229.219
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Domain is 
hosted on 4 

different IPs in 4 
different ASNs 

Other IPs are in Softsys Hosting, Baroda India via WeHostWebSites and  
Globalweb Outsourcing Corp, Aventura FL via 

Investigating DNS 

Use case: Is this an illegal pharma site? 



% dig 123-rxmeds365.ru
;; QUESTION SECTION:
;123-rxmeds365.ru. IN A

;; ANSWER SECTION:
123-rxmeds365.ru.    300 IN A 129.7.240.229
123-rxmeds365.ru.    300 IN A 198.61.167.175
123-rxmeds365.ru.    300 IN A 173.248.130.201
123-rxmeds365.ru.    300 IN A 173.230.229.219
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Domain is 
hosted on 4 

different IPs in 4 
different ASNs 

Other IPs are in Softsys Hosting, Baroda India via WeHostWebSites and  
Globalweb Outsourcing Corp, Aventura FL via 

Investigating DNS 

What can we learn from IP Whois? 

Use case: Is this an illegal pharma site? 



To get involved or get help 

•  Mailing	
  lists	
  
•  Regops	
  (see	
  Rod)	
  
•  NX-­‐Domains	
  (ask	
  around)	
  
•  Various	
  trust	
  groups	
  

•  ICANN	
  Compliance	
  (RAA,	
  Registry)	
  
•  ICANN	
  Security	
  Team	
  (Coordina/on,	
  Technical)	
  
•  ICANN	
  working	
  groups	
  (PSWG	
  
•  FIRST	
  and	
  CERTs	
  
•  APWG,	
  MAAWG,	
  and	
  other	
  industry	
  groups	
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These	
  training	
  materials	
  are	
  not	
  the	
  work	
  of	
  one	
  	
  
but	
  many.	
  In	
  par=cular,	
  these	
  individuals	
  have	
  
contributed	
  directly	
  or	
  by	
  sharing	
  their	
  exper=se	
  	
  

or	
  providing	
  access	
  to	
  data	
  feeds:	
  
Greg	
  Aaron	
   Carlos	
  Alvarez	
   Jeff	
  Chan	
  
Steve	
  Conte	
   John	
  Crain	
   Paolo	
  Dal	
  Checco	
  
Susan	
  Prosser	
   Rod	
  Rasmussen	
   Sandro	
  Rosew	
  

Joe	
  St.	
  Sauver	
   Gary	
  Warner	
   Paul	
  Vixie	
  



You can’t possibly remember  
all these hyperlinks! 

hVp://securityskep/c.com/the-­‐security-­‐skep/c/
inves/ga/ngdnsabusejs.html	
  	
  or	
  
	
  
hVp://safe.mn/FknC	
  



Ques/ons?	
  

Contacts:	
  
email:	
  dave.piscitello@icann.org	
  
twiGer:	
  @securityskep.c	
  
web:	
  securityskep.c.com	
  
company:	
  icann.org	
  
ICANN	
  Security	
  Team:	
  	
  
icann.org/resources/pages/security-­‐2012-­‐02-­‐25-­‐en	
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