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Cosa e il Bitcoin

m ‘B’ maiuscolaq, il protocollo, ‘b’ minuscola, I'unita di valuta

m Rete di pagamento digitale ideata nel 2009 da un anonimo
“Satoshi Nakamoto”, basata sulla sulla crittografia (“crittovaluta™)

m Algoritmo di firma digitale asimmetrica ECDSA
m Algoritmi di hashing SHA256 € RIPEMD 160

m Peer to peer, nessun ente centralizzato che regolamenta
m Controvalore in valuta fiat stabilito dal mercato

m g proprietd e garantita da chi possiede la chiave privata, che
genera la pubblica da cui deriva un indirizzo

® | e transazioni sono pubbliche e inserite in una “blockchain”
condivisa da tutti i partecipanti
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Cosa e il Bitcoin

C4bbcb 1fbec99d65bf59d85c8cb62ee2db963f0fe106f483d9afa73bd4e39a8a

| ' Privkey (send money
Key conversion with this)

(one-way)

0478d430274f8c5ec1321338151e9f27f4c676a008bdf8638d07c0b6be9ab35¢c7 1a
151806324 3acd4 dfe96b66e3f2ec8013c8e072cd09b3834a19f81f659cc3455

| Pubkey
SHA256

RIPEMD-160

c4c5d791fcb4654a1ef5e03fe0ad3d9c598f9827 4abb8f1a

‘—» SHA256 x2 J

Base 58

1JwSSubhmg6iPtRjtyqhUYYH7bZg3Lfy1 T

Address (receive money
with this)
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Cosa e il Bitcoin

Genesis block

Orphan block

Orphan block

-

<«——Prev. block :| «—=Prev. block :| «—=Prev. block :| «—Prev. block : <«—+Prev. block :

Transactions Transactions Transactions Transactions Transactions
Block 1 Block 2 Block 3 Block 4 Block 5 Block 292699
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Come oftenere bitcoine
Go 816 come ottenere bitcoin \(‘J,n

Web News Videos Images Shopping More ~ Search tools

About 338,000 results (0.34 seconds)

Come iniziare - Bitcoin

https://bitcoin.org/it/come-iniziare v Translate this page

Puoi ottenere bitcoin accettandoli come pagamento per beni e servizi, oppure ... la tua
esperienza per aiutare le imprese oneste ad ottenere maggiore visibilita.

Scegli il tuo portafoglio - Da sapere - Come funziona Bitcoin?

Come ottenere Bitcoin | Salvatore Aranzulla

www.aranzulla.it » ... » Guadagnare su Internet ¥ Translate this page

| Bitcoin vengono considerati come vere e proprie unita di conto e pertanto sono ...
Teoricamente & possibile ottenere Bitcoin facendo eseguire dei calcoli ...

Come guadagnare Bitcoin | Salvatore Aranzulla
www.aranzulla.it > ... » Guadagnare su Internet ¥ Translate this page

A questo punto ti starai sicuramente chiedendo come guadagnare Bitcoin, e io oggi
sono qui per cercare di chiarirti un po' le idee in merito. Vediamo dunque ...

Paolo Dal Checco
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Come otftenere | bitcoin

= www.coinbit.it - Bitcoin in 5 minuti grazie ad un sistema completamente automatizzato.
Bonifico, Postepay e Superflash.

m postecoin.com - Compra BitCoin con Postepay.

= www.bitboat.net - Il mercato numero uno in ltalia, per comprare Bitcoin istantaneamente,
in contanti.

m postebit.it - Compra bitcoin in contanti senza registrazione!

= www.mars78.biz - Compra BitCoin con Postepay, Superflash.
= www.happycoins.com - Compra BitCoin con Mybank, Sofort.
= www.litebit.eu - Compra BitCoin con Postepay, Sepa, Sofort.

® |ocalbitcoins.com - Compra bitcoin online in Italy

=  howtobuybitcoins.info - Come acquistare bitcoin in Italia.

» bitdigital.it - Acquista bitcoin

Paolo Dal Checco Riciclaggio e Antiriciclaggio nell’era dei Bitcoin 6
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Come osservare le tfransazioni

m [nstallare client locale (bitcoin-core): scomodo

m Usare servizi block explorer via web come blockchain.info o
blockeplorer.com

m |ndirizzo

® Transazione

m |P (aftenzione, non € I'lP di chi ha eseguito la fransazione)
m Taint Analysis

m Staftistiche

= Tag

m Esempio, indirizzo di Ross Ulbright (Dread Pirate Roberts) cui
sono stati sequestrati 26.000 BTC
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Come osservare le tfransazioni

Silkroad Seized Co0ins Addresses are identifiers which you use to send bitcoins to another person.

Summary

Address 1F1tAaz5x1HUXrCNLbtMDqcw605GNNn4xgX €
Hash 160 99bc78ba577a95a11f1a344d4d2ae552f857b98
Tools Taint Analysis - Related Tags - Unspent Outputs

Transactions (Oldest First)

7b305c9b480028666d5aa4e2f938ff068db88d98d3efb6d6790eae23bbea2ae

1PyKgovs6GTf2mJey77WW8yXNmPRWhHCLY € (0.01251105 BTC - Output)

59bc0e344f18a7d1ac9f877bbccd4b8ed09b9e20a7e4ea71e491e8a8805d0fd6

3D16k49WrdyVeED1766u4ZgMH63eZ8HzkG @ (10.009 BTC - Output)

ed978dc23454308b2321d396b5a1b8e37849a05042c6bed592c667b69c2cce57

18K4aFHc4veNhoxmWZNobezpQHL57MSbFL € (0.08221153 BTC - Output)

Transactions .
No. Transactions 569 dl
Total Received 29,659.52104295 BTC Eﬁ
L}
Final Balance 0.71604295 BTC Eﬁ
Request Payment Donation Button
Y Filter -

=)

=)

(Fee: 0.00000229 BTC - Size: 225 bytes) 2015-04-07 13:43:14

Silkroad Seized Coins & - (Unspent)
17J8A5VVtigVCQcBANPNQtj1a2tTTkdkbK € - (Spent)

0.0001 BTC
0.01240876 BTC

(Fee: 0.0001 BTC - Size: 372 bytes) 2015-03-09 20:57:52

0.001 BTC
10.0079 BTC

0.(!)1 BTC

Silkroad Seized Coins & - (Unspent)
3CY3cYVXiRz2UYCh5gMxnf702kNynk5ygj @ - (Spent)

(Fee: 0.0001 BTC - Size: 226 bytes) 2015-03-08 14:26:21

Silkroad Seized Coins & - (Unspent)
1MPWVMHUXc5F4LY5u4S6vAXM58KvkPpMcB @ - (Spent)

0.03528706 BTC
0.04682447 BTC

0.03528706 BTC

Paolo Dal Checco
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Come osservare le tfransazioni

m Attenzione a non riporre fiducia nell’IP indicato nella
transazione su Blockchain.info

Relayed by IP @ 24.165.94.91 (whois) g BLOCKCHAIN

Visualize View Tree Chart

Network Propagation (Click to view)

NEVADA 2 United States
' COLORADO -
CALIFORNIA
? Ol.as Vegas
Los Angeles
ARIZON
£ 3 §° A NEW MEXICO

0——_ Phoenix
San DlegO\—JK TEXAS
Coosle San Antonioo
i O i Map data ©2015 Google JNEG!
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m Cisono gia diverse distro (alcune un po’ obsolete) dedicate al
Bitcoin (CoinOS, Electrum Live CD, Paper-BTC, Live Miner, BTC Vault,
BitBuntu, Bitkey, etc...)

m Perché non crearsi una stazione di lavoro (live o installed) con...
DEFT?

m Ovviamente potremo concentrarci sui tool piu utili, usando Tor
Browser preinstallato (che offre socksS sulla 9150 invece che la
?050)

deft =

Paolo Dal Checco Riciclaggio e Antiriciclaggio nell’era dei Bitcoin 10
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DEFTCoin: Electrum (+ Tor)

m wget hitps://

Oy Network - + X
download.electrum.org/ _
| Blockchain: 352001 blocks. -
Electrum-2.0.4.tar.gz -E Getting block headers from 8 nodes. ?
) ) A, Server: 4rwpmjwjfocguylj.onion -
" decomprimere tgz e poi
nel folder “python Server: | | Auto-connect | 4rwpmjwjfocguylj.onion 50001 | ‘7?
electrum” Active Servers Limit l=
. EAST.electrum.jdubya.info 1000
= Per usare TOF, avvio Tor bitcoin.epicinet.net 10000 ]
Browser e setto proprieta vt 1000
. . bitcoin.trouth.net 10000
Network via cmdline o GUI ecdsa.net 100
eco-electrum.ddns.net 100 -
" ./electrum s | Gsessi)
56Ck|50bj37gprU.On|On Proxy: | SOCKS5 v | }localhost 9150 |
:50001:1 -p .
socksb:localhost:9150 -- Cancel | =
verbose —

Paolo Dal Checco Riciclaggio e Antiriciclaggio nell’era dei Bitcoin 11
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DEFTCoin: Bitcoin Core (+ Tor)

m wget https://bitcoin.org/bin/bitcoin-core-0.10.0/bitcoin-0.10.0-

win32.zip
= vi /root/.bitcoind/bitcoin.conf R
= rpcuser= deftuser . )
m rpcpassword=deftpassword LV v |
m txindex=1 (facoltativo) -
m _/bitcoin-gf

m Oppure ./bitcoind —daemon e poi ./bitcoin-cli stop per uscire

m Consigliato utilizzare blockchain pre-scaricata (da torrent o meglio
ancora da un altro client)

m Per usare Tor, avvio Tor Browser
m /bitcoin-gt -proxy 127.0.0.1:9150 —onlynet=tor
m /bitcoin-gt -proxy 127.0.0.1:2150 —onion=hiddenservice.onion:port
m https://en.bitcoin.it/wiki/Fallback_Nodes

Paolo Dal Checco Riciclaggio e Antiriciclaggio nell’era dei Bitcoin 12
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DEFTCoin: Bitcoin Core (+ Tor)

(B Options - + X

Main | Wallet ‘ Network | window | Display |

v Map port using UPnP
v Allow incoming connections

v Connect through SOCKSS proxy (default proxy):

Proxy IP: | 127.0.0.1 Port: | 9150 |

Active command-line options that override above options:
none

| Reset Options | OK | Cancel

Paolo Dal Checco Riciclaggio e Antiriciclaggio nell’era dei Bitcoin 13



Adert

ssociazione

OOOOOOOO

Roma, 17 aprile 2015

DEFTCoin: fool per bitcoin forensics

= BX libBitcoin Explorer (ex $X Tools)
®m  github.com/libbitcoin/libbitcoin-explorer

= Bitcoin-Tools
m github.com/gavinandresen/bitcointools

= BTC Recover
®m github.com/gurnec/btcrecover

= BTCScan
®  https://qgist.github.com/chriswcohen/7e28c95ba7354a986c34/download

= KeyHunter
m  https://github.com/pierce403/keyhunter

= Bitcoin Sneak Peak
m  Chrome Extension

= Bulk Extractor (si possono personalizzare le regexp...)
m  github.com/simsong/bulk_extractor (ma c’e gid)

Paolo Dal Checco Riciclaggio e Antiriciclaggio nell’era dei Bitcoin 14
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DEFTColin: risorse per bitcoin forensics

= Block Explorer
m plockr.io, blockchain.info, blockexplorer.com

= Bitcoin Intelligence
m coinalyfics.co/tools/tracker.ntml
m coinalyfics.co/tools/explorer.html
m hitp://coinalytics.co/api/blockstem.html

m Bitiodine
= www.bitiodine.net

= Web Wallet

Paolo Dal Checco Riciclaggio e Antiriciclaggio nell’era dei Bitcoin 15
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DEFTCoin: artefatti per bitcoin forensics

® File di log dei client

u |P |OCO|e (I) 2015—04—15 07:03:17 receive version message: /Satoshi:0.10.0/: ver
. . sion 70002, blocks=352195, us=|77.118.15.18|:63642, peer=2

® Transazionl 2015-04-15 07:03:17 Added time data, samples 3, offset -1 (+@ minu
tes)

m FfcC... 2015-04-15 07:03:24 receive version message: /Satoshi:0.10.0/: ver
sion 70002, blocks=352195, us=|77.118.15.18|:33944, peer=3
2015-04-15 07:03:24 Added time data, samples 4, offset +0 (+@ minu
tes)

Paper Wallet W
. CGChe del browser Scan;oLoad&Verify Scan To Redeem
m Web wallet history e i
m Paper wallet (!)

Paolo Dal Checco Riciclaggio e Antiriciclaggio nell’era dei Bitcoin 16
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Come vengono ripuliti | bitcoin
How Teo C(lean Your Coins

Step 2

m Tumblers/Mixers via web anche su Tor con Onion address
m Attenzione che non tuttii tumbler funzionano

m Attenzione che non si sa chi ci sia dietro i tumbler

Paolo Dal Checco Riciclaggio e Antiriciclaggio nell’era dei Bitcoin 17
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Esperimenti sui Mixer/Tumbler

® Ho testato alcuni Mixer, con indirizzi qui offuscati
® [N primis, ho testato se restituiscono i bitcoin...

= Quindi tramite taint analysis e bitoidine, ho
verificato se lasciano tracce del Ysalto”

Paolo Dal Checco Riciclaggio e Antiriciclaggio nell’era dei Bitcoin 18
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Esperimento con SatosthiDice

® Parto da quattro miei indirizzi: .
satoshiDICE!
m 3bGacDLKPGMpjazaxz14gRrwrgEZEzws 1P Over 98% Breakeven Odds

= 3H2WXsWWXfPXa19DpiGYEZcdMkM5PqaTD ol
= 3vBZog4wQe34EVuwKZacmnuUMUU3MaeZXA W
m 3wWQIW4914fdy253XS4MFaKeMiykpRhQSo
m Faccio generare deposit address a SatoshiDice e ottengo:
1aBme3pgrRSek1j?V132MXTBfropMycbRP

m Da |l eseguo 13 tfransazioni da circa T mBTC verso il deposit
address 1DEFTAyfqK76woMv9U902rD4n3vWVCJILmy e ottengo
13 indirizzi sorgenti diversi

Paolo Dal Checco Riciclaggio e Antiriciclaggio nell’era dei Bitcoin 19



Adert

ssociazione

OOOOOOOO

Roma, 17 aprile 2015

Esperimento con SatosthiDice

m Certo un path comune o un taint tra gli indirizzi mittenti e il
destinatario, con bitoidine e taint analysis

m 3bGacDLKPGMpjazaxz14gRrwrgEZEzws1P

2 AL A AR | P 0.0014992355% 2 , ,

m 3H2WXswWaXfPXal19DpiGYEZcdMKkMSPaaTD
2 3 bl gV Ry ] VLT R LT BT 0.2396184371%
®m 3vBZog4wQe34EVuwKZacmnuUMuU3MageZXA
I A S Y e i ek CIALELTXA 0% 1
m 3wQIW4914fdy253XS4MFaKeMiykpRhQSo
= NO TAINT

s
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Esperimento con BitMixer

m hifp://bitmixer.io

(bitmixer2whesjgj.onion su Tor) @  MIXER.IO

m Trasferisco fondi dal mio indirizzo
1QEkMdgmDs5Ciefeccc?FGhUvIC8geiGf @
1FEUYk387UQGwWYypQSMeWRPeXz5GPKKxE8z passando per il
deposit address Bitmixer THN?gHszmR3uhTRJUacRFg28aa1Mo4s

® Taint analysis e bitiodine negative ‘ ‘

No path found :(

Paolo Dal Checco Riciclaggio e Antiriciclaggio nell’era dei Bitcoin 21
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Esperimento con Bitcoin Fog
o g

= www.bitcoinfog.com (foggeddriztrcar2.onion su Tor) — BTCOINFOG

m Trasferisco fondi dal mio indirizzo
1Mdc7jHvdnsSSuJoTDdYTpLkxCjeUé6fhtA a

1 ANVexswiQ48St32CTyjMbatlzLyg4361g passando per il deposit
address Bitcoin Fog 1BGowvbGnmnhWpF178CLWSS4998K4Hdsrk

® Taint analysis e bitiodine negative ‘ ‘

No path found :(

Paolo Dal Checco Riciclaggio e Antiriciclaggio nell’era dei Bitcoin 22
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Esperimento con CoinJoin

= www.blockchain.info (blockchainbdgpzk.onion)

m Trasferisco fondi dal mio indirizzo
1dfgRye?C338WmgVg4L985Eyf87cbvcgPA a
133cdg1ZMFG6bASDSURZ19bkJP97nok12r4 utilizzando |l
trasferimento CoinJoin di Blockchain.info con “normal privacy”

® Bifiodine negativo ‘ N Zeiin eme

® Ma... Received (Origin) Taint Analysis di 13wQ... POSITIVA ,
D TS 0.0036054111%
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Esperimento con OnionWallet

= ow?24et3tetpétvmk.onion OnionWallet :im=icodieee

m Trasferisco fondi dal mio indirizzo
18QsTedswdFfeeVXvbrhnH2cc3422112ACd al wallet OnionWallet
e da li... noriesco a farli uscire verso il mio indirizzo
ladbe4pGpkmv4ANw/796VMUBaxcVdrVibzW2esH!

m Ho perso i (milli)bitcoin, la funzione SEND e difettosa.... @

m Tanto per tentare, ho messo altri mBTC sul wallet, casomai ci
fosse stato un limite per i versamenti.

m Ho perso anche quelli (ma li vedo sul wallet)...

N -
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Esperimento con BitLaundry

m gpp.bitlaundry.com (no Onion Server, posso cmqg usare Tor)

m Trasferisco fondi dal mio indirizzo
1wsDGdZJ2eErQHavxMMtuKz?gé6Z2acDfy sul temporaneo di
Bitlaundry 1sedwh3r4dGtXQGmsE2B?hwvBRwmMYbgTAU e poi da
i il giorno dopo lui versa sul mio
19thHSoirgwxxc2fgaASWdAT/dDnDs28Hdm

m La taint analysis € negativa, cosicome bitiodine: ‘ ‘
non c'e alcun collegamento tra | due indirizzi.

No path found :(

Paolo Dal Checco Riciclaggio e Antiriciclaggio nell’era dei Bitcoin 25
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Case Study 1:riciclaggio

Liquidation of Silk Road Theft Proceeds

‘ Approx.
Approx. Number of
‘ Amount | prceprice | Bitcoins |
\

Silk Road

anonymous marketplace

January 25, 2013

20,073 bitcoins are stolen from Silk Road ‘ 3/6/2013 $ 98,511.08 $ 42.00 2345.50
5l R“i}ﬁg?&i:g Piéapesiiadinth 3/8/2013  § 9896800 $ 44.00 224927 |
127B3qwztPyA67uq63LG8GSizwhFc)7j4A
7 § q ! 3/13/2013 $ 99,968.62 $ 46.92 2130.62 ‘
3/18/2013 S 99,968.74 S 51.00 1960.17
3/19/2013 S 99,968.64 S 59.00 1694.38
January 26, 2013 January 26, 2013
1,475 bitcoins are sent from another 955 btc are sent from
4 4 .00 704.00
127B3qwztPyA67uq63LG8G5i 127B3qwztPyA67uq63LG8G5i 4/5/2013 $ 99)368108 $ ae
zwhFcl7j4A zwhFcl7j4A
into MtGox bitcoins address into MtGox bitcoins address 4/16/2013 $ 99,969.34 $ 68.00 1470.24
1BnY0j218dcGhh i 1BnYoj2 GhhgGcQBmbsi
o ,j‘;’t‘;caf””"" i e 4/26/2013  $ 9996932 §  136.00 735.07
l i 5/7/2013 S 25,559.37 S 109.00 234.49
| 13289.15
As of January 26, 2013, !
MtGOX account *if sold on the day

1BnYoj218dcGhhgGcQBmbsimrh6GzljrtB
controls at least 2,430 stolen bitcoins

it was wired out

—

-
May 9, 2013
BRIDGES served as the affiant on a multi-million dollar
seizure warrant for Mt. Gox and its owner’s bank
accounts

Between March and May of 2013,
MtGOX account
1BnYoj218dcGhhgGcQBmbsimrh6GzljrtB
makes 9 wires to Quantum International
LLC, into Shaun Bridges' Fidelity Account

Paolo Dal Checco Riciclaggio e Antiriciclaggio nell’era dei Bitcoin 26
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Case Study 1:ricicla 1O
Y I.
TRACE OF FRENCHMAID PAYOFF
9/22/2013 00:52 9/29/2013 18:10
9/17/2013 20:08 15gCsMtTDZ22t1ydW6 17p1DgXbvbDm5DQ32u9
14rE7Jqy4a6P27qWCCs 652STOXpCAHALZL vc2q9Tzle9vnSet
ngkUfBxtevZhPHB sends 154 BTC to sends 189 BTC to
sends 154 BTC to 17p1DgXbvbDm5DQ3z 1HEWWMWKybo1ZXAVTT
15¢CsMtTDZ22t1yd W66 udvc2q9Tzledvnsct BYFIXSVQNEGt468
52jSTQXpCAHALZL Tht';;d:;ess ‘rtec?ved This is Carl Mark Force's
Ol pOosits, Tor a
total of 388.9995 BTC CampEXaddréas
770 BTF (worth 9/29/2013 23:17
approximately 9/17/2013 20:09 9/22/2013 00:56 17p1DgXbvbDm5DQ32zu9
$97,000 on 14rE7Jqy4a6P27qWCCs 13QGtr5jCut3uwzjw8zp ve2q9Tzle9vn5ct
9/15/2013) ‘ ngkUfBxtevZhPHB 2ZRs9Sku9bBxWt3 sends 154 BTC to
Per records obtained sends 154.0005 BTC to sends 154 BTC to 1HDVYvhcFIJV3HXnRYZN
from the Silk Road 13QGtr5jCut3uwzjW8zP 1JFKEvq3593ksDUEVQjS mh5ZNHZwik13qL
marketplace and ZRs9Sku9bBxWt3 vAalX167rhuP1f This is Carl Mark Force's
Ross Ulbricht's CampBX address
laptop, the 770 P bl I
05| n
bitcoins transaction JSGRBPngdexer‘I:BJ
into bitcoins address SKSuACEIUmSRy2C. 9/23/2013, 18:13
These BTC were also o
14rE7Jqy4a6P27qWC 9/17/2013 20:11 traced to Silk Road wallets, B M;/ 22;;‘;}’ 1T-C‘,’3 - 156RBPqUCW6AXSXHCSIS
CsngkUfBxtevZhPHB 14rE7Jqy4a6P27qWCCs ik L KsuAC6JUmSRy2
ihe - ngkUfBxtevZhPHB yDEeiszy7ctP6p sends 194.9995 BTC to
appears sends 147 BTC to sends 146.9995 BTC to 12ey8T8V9erbDjNGz6jsAj
DEVITENLTO o e 1Mmna8iBISyuTcMxslk 156REPQUCWGdXSXHCS) S3TXafPc8S9p
Frenchmaid”. This UyDEeiszy7ctP6p SKsuAC6JUmSRy2C This is Carl Mark Force's
transaction was a CampBX address
withdrawal made by
Ross Ulbricht from
Silk Road. 9/29/2013, 23:14
9/17/2013 20:12 9/22/2013 1:17 1L9HxpQdakGzQT4o1mT
14rE7Jqy4a6P27qWCCs 1N4NAD2ZnwB74gVRed XZ8AqUVEKkz9IM6XS
The sum of these - ngkUfBxtevZhPHB WjHINPFkjtyy5tx9 sends 154 BTC to
9/15/2013, 2:10 sends 154.0005 BTC to sends 154 BTC to 1HDVYvhcFIIV3HXNRYZN
UTC, payments to 1IN4NAD2ZnwB74gVRed 1L9HxpQdakGzQT401mT mhSZNHZwik13qL
4 WjHINPFkjtyy5tx9 XZ8AqUVEKz9m6xS This is Carl Mark Force's
14rE7)qy4a6P27qWC CannRXaddress
CsngkUfBxtevZhPHB 9
is 520 BTC. Total BTC
deposited into e
14rE7Jqy4a6P27qWC 9/29/2013, 23:13
Csngkl.‘lzf}'ll:rtevzthB 9/17/2013 20:13 9/22/2013 1:17 1CIxBuSVCZfCekkzQfMiS
=770 BTC 14rE71qy4a6P27qWCCs 17UuS5TUSgCYgQqiMzVo NCqSfL6GWrNan
= ngkUfBxtevZhPHB iFR6u3BDph4rv2) sends 160.9985 BTC to
sends 160.999 BTC to sends 160.9985 BTC to 1HDvYvhcFIIV3HXnRYZN
17Uu5TUSgCYgQgiMzVo 1CIx8uSVCZfCekkzQfMi mh5ZNHZwik13qL
iFR6U3BDph4rv2) S5NCq5fL6GwrN4n This is Carl Mark Force's
CampBX address
All times are UTC (Coordinated Universal Time)
. e N . o e . y e e N
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Case Study 1:riciclaggio

V'

\'/

8/4/2013at 22:01 8/4/2013 3t 2:05 8/4/2013 a8 22:05 134 8/4/2013 0t 2205

127 BTC sent to 61BTC are sent 1o BTC sentto 203 BTCsent to
1KgESgPHPKEQISekod) 15Xxw7B0pWEPId33

GrknBPAKINYIGBK BLVfbM2gs7YCQEMG. bavT1sfuiseimd Ce9aDYINCFVIYLIEL

[ 8/5/2013 8t 16:00 ] [ 8/5/2013 0¢17:24 ]
127 BTCsent to. 61BTCsentto

154
4s2NdmRTGraks7

8/5/2013at 01:11
134 BTCsent to
14RXjladghLq8KFGDE
IvdtwyNdDeHBBU]

8/5/2013 810103
203 BTCsent to
1CpHTZSMAITUVD2w2
WIYH2SUXSWIMCNG

ZBXF(GxbIUrCak

y y

( 8/5/2013 31 00:51 8/5/2013 a8 1:22 8/5/2013 3t 14:29 8/5/2013at 1424 v 8/5/2013 at01:28
127 BTC sent to 61BTCsentto 57.9995 BTC sent to 52 BTC sent to 100 BYC sent to
Lﬂ/dthDnAItmlypTZ 1BrmV6sTT485INdeS 1301 10AHB28Q30qiut8cjq3
9 y 9.5BTCsentto MQJRhStmM29GHhk

\

8/5/2013 3t 13:16
103 BTCsent to
1P1RGMRGILWPCKPEI

2GsBehGemrvix2a0g
258 8/5/2013 a1 18:45 8/12/2013 a1 03:02 8/12/2013a113:16
77.9995 BTC sentto 49 BTC sentto 52.9995 BTC sentto 66BTCsentto 328TCsentto 19.9995 BTC sent to 100BTC sentto 40,9995 BTC sentto 628TCsentto
VIAIQCHIYEXDUf XSYIHPANGKIULEG fas Incedinths soowre
T T 192miKfrGPRIQ7VLVMCr T
v T > . V - - ' - - A\ weziwomneme  J ' = e !
7/2013 at 00:38 8/27/2013 3 00:38
77,9995 BTC sent to 49 BTC sent to 52.9995 BTC sent to 66 BTC sentto 328TC sentto 628TCsentto
These 9.5 bitcolns were
included in the 400 BTC
depost on' from
v v 192mIKIrGPRIOAVLVmCr

8/30/2013 at 1:42
368.4975 BTC sent to
136jwH7Rj99TaZPmbcuGy
LyutmTX1paQ4

o 1224
: 37.5BTCsentto 52,9995 BTC sentto

el g

9/01/2013 3t 2:16
4975 BTC sentto
1Q3FseGXHkchsj3bminss]
UBomiKSgAEPU

8/30/2013 at 2:26 34 BTC are

sent
- Vv to1. i
N mTX1pdQ4 from
9/27/2013 at 19:40 9/01/2013 at 19:40 10vGKMYRZD9ekpts3dR19yWLINX
525 BTCare sent to 525 BTCare sent to BZSNAEA.
1AIGTI3i2tPUg30jwoH 15T750gsD2JqWUpBsiifcVuy
ndDNIDYAITWKSAA yrawx3lqle

ATRID )
TAM

LY

LMl

All times are UTC (Coordinated Universal Time)
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Case Study 2: monitoraggio

PERIZIA DI STIMA @ STUDIO
CAPACCIOLI

Per il conferimento di beni o servizi in natura
di nr. 45 bitcoin
ex 2465 c.c.
per il conferimento nella societa

ORACLIZE S.r.l.

® | a prima Srl con Capitale Sociale Interamente Versato in BTC

" Interessante dal punto di vista contabile/giuridico... ancora di piu
dal punto di vista della trasparenza: ogni movimento contabile del
Capitale Sociale sara pubblicamente visibile!
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Case Study 2: monitoraggio

m Bifcoin acquistati su Bitcoin.de (venditore Bitcoin Deutschland
AG, Herford Germany)

m Acquisto di 45 BTC (circa 10.500 €) su indirizzo
1CXGWYXPO7SANCjuJNC3f16MZN2NjhKvXA

m Prova di appartenenza della relativa chiave privata

m Da li frasferiti su 17Pmk7rGGXKopNfF8boxyBxyKowEB2tocP e
fermi tutt'ora

756ca57287aadcb2d332b45e27035a41d52aa802757f0e1210482208a39297¢c6 (Fee: 0 BTC - Size: 339 bytes) 2015-03-24 11:44:06

1CXGwYxPo7SANCjuJNC3f16MZN2NjhKvxA € (40 BTC - Output) 17Pmk7rGGXKopNfF8boxyBxyKowEB2tocP
1CXGwYxPo7SANCjuJNC3f16MZN2NjhKvxA € (5 BTC - Output) # © - (Unspent) 45 BTC

45BTC
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Case Study 2: monitoraggio

m Possiamo monitorare I'indirizzo e sapere in diretta quando e come
verranno spesil ©

m Convertiamo I'indirizzo su blockchain in RSS

m hifp://blockexplorer.com/rssa/
17Pmk7rGGXKopNfF8boxyBxyKowEB2tocP.xml

m Affiviomo un servizio di monitor orario gratuito della pagina/feed
RSS (es. www.followthatpage.com)

= Riceveremo un alert gratuito via mail non appena verranno
ricevuti o spesi BTC (tenere conto che chiunque puo versare BTC su
quell’indirizzo anche all'insaputa del proprietario)

= Fariflettere pensare che se le tasse si pagassero in BIC potremmo
vedere come vengono utilizzate... ©
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Case Study 2: monitoraggio

®» FollowThatPage free:
20 daily runs
1 hourly run

m Alternative:

Page address

Lines of context

Description

New page details
http://blockexplorer.com/rssa/1DEFTAyfgK76wol
(_JIgnore numbers
# Report additions
# Report removals

0

Select here how many lines of context you want to see in the reports around the
lines of text that have changed. Allowed values: 0 to 30000. If you specify 1 or
more, all added and removed text is shown.

1DEFTAyfgK76woMvOU902rD4n3vWVCJLmy

You can enter a description of the page, to be used in the subject headers of the
emails we send you. If empty, we use the page address (URL).

m feed2mail.com
= watchthatpage.com Report errors ( )Report all errors, including server connection failures
| chqngedefecﬁon.com (e)Report HTTP errors (like "page not found)"
= changedetect.com (Don't report errors
| |
fO”OWThOTpOge'C0m Frequency ( )Check daily (max 20 pages)
" onwebchonge.com (¢)Check hourly (max 1 page)
= changedetection With a Pro account, you can check pages every 10 minutes!
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Case Study 2: monitoraggio

m Ad ogni entrata/uscita di BTC relativa all’'indirizzo monitorato ricevo

una mail, con i dettagli della nuova transazione

Changes in 'http://blockexplorer.com/rssa/1GQ6CXYZiYWP m = m= vom uVyW48MUIPfXr.xml'
Changes in 'http://blockexplorer.com/rssa/1GQ6CXYZiYWP™ g " mVyW4 8MU9PFXr.xml'
Changes in 'http://blockexplorer.com/rssa/1GQ6CXYZiYWP: u wms —wmmemVyW48MU9PfXr.xml'
Changes in 'http://blockexplorer.com/rssa/1GQ6CxXYZiYWPI i}
Changes in 'http://blockexplorer.com/rssa/1GQ6CxYZiYWP: u ==
Following 'http://blockexplorer.com/rssa/1GQ6CXYZiYWPFh mmes we m coyW48MU9PFXr.xml'

HVyW48MU9PFXr.xml'
wmVyW48MU9PEXr.xml'

Follow That Page
Follow That Page
Follow That Page
Follow That Page
Follow That Page
Follow That Page

07/04/15 01:47
06/04/15 11:57
04/04/15 19:46
03/04/15 17:46
03/04/15 14:46
03/04/15 13:46

= Molto piu comodo rispetto a monitorare in locale, ancora non ci
sono strumenti validi per farlo

m Alternative locali;

m Bitcoin-core (bitcoin-cli) — solo info su address locali, per avere info su
transazioni di altri abilitare “txinfo=1" in bitcoin.conf

m Bitcoin ABE
® |nsight

Paolo Dal Checco
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Case Study 2: monitoraggio

m Altri indirizzi interessanti da monitorare:
m |FeexV6bAHDLBYLZjgQMjIrcCrHGWsbéuF: 79,957 BTC dal 2011
= 12ib7dApVFvg82TXKycWBNpPNS8KFYiAN1dr: 31,000 BTC dal 2010
B | 2tkgA9xSoowkzoERHMWNKSsTeyb55YEBgkyv: 28,150 BTC dal 2010

m ]16CcouU/7Ht6WjTzuFyDBNht?2hmvXytgé6XdVT: 53,000 BTC con una spesa
nel 2012

1HQ3G03ggs8pFNXuHVHRYtPCgS5fGG8HbhxBitcoin: 69,471 BTC dal
2013
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Case Study 3: furto

m Provare a versare un mBTC su questi indirizzi, dopo aver
verificato su Blockchain che non sono mai stati utilizzati... ©

m TA79FTMhX7vu1AMhFhvINeZaaBD4CMbQqoj
(chiave privata 5KRa997pmcHZRx1gtadKiRY CfgRdncrcBwYgsYtc8DkUNcknjdH)

m 16p75ACof9e WEVXhWé6c2WbCaZi87WA9ZLh
(chiave privata 5KZaymxsoFk7piégqasMiYECWUAeDWheZwugKArcGCtU1Zke8xC)

® Li ho generatiio, ho quindila chiave privata (che riporto sopra)
ma non li ho messi in wallet né ho mai pubblicato le chiavi

m Se succede qualcosa ai MBTC che depositate, follow the
money... ©
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Grazie

Email /Twitter

paolo@dalchecco.it / @forensico

Web

www.dalchecco.it / www.bitcoinforensics.it

Donazioni per DEFT Association

1 DEFTAYTgK76woMv9U202rD4n3vWVCJLmy
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